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Larry Clinton President ISA 

•  Former Academic came to DC in mid-80s 
•  Legislative Director for Chair 

Congressional Internet Committee 
•  12 years w/USTA including rewrite of 

telecommunications law & WIPO  
•  Joined ISA in 2002 w/former Chair 

Congressional Intelligence Committee 
•  Written numerous articles on Info 

Security, edited Journals, testify before 
Congress, electronic and print media 

•  Boards: US Congressional I-net Caucus I-
Net Education foundation, Cyber Security 
Partnership, DHS IT and Telecom Sector 
Coordinating Committee, CIPAC, CSCSWG  



ISA Board of Directors 

Ty Sagalow, Esq.  Chair 
President  Innovation Division, Zurich  
Tim McKnight Second V Chair, CSO, 
Northrop Grumman 

•  Ken Silva, Immediate Past Chair. CSO VeriSign 
• Gen. Charlie Croom (Ret.) VP Cyber Security, Lockheed Martin 
• Jeff Brown, CISO/Director IT Infrastructure, Raytheon 
• Eric Guerrino, SVP/CIO, bank of New York/Mellon Financial 
• Lawrence Dobranski, Chief Strategic Security, Nortel 
• Pradeep Khosla, Dean Carnegie Mellon School of Computer 
Sciences 
• Joe Buonomo, President, DCR 
•  Bruno Mahlmann, VP Cyber Security, Perot Systems  
•  Linda Meeks, VP CISO Boeing corp.  

J. Michael Hickey, 1st Vice Chair 
VP Government Affairs, Verizon 
 Marc-Anthony Signorino, Treas.  
National Assoc. of Manufacturers 



Our  Partners 



The Old Web 



Source:  http://cm.bell-labs.com/who/ches/map/gallery/index.html 

The Web Today 





Internet Security Alliance Priority Projects 

1.  Public Policy: “The Cyber Security 
Social Contract: Recommendations to 
Obama  

2.  Financial Risk Management of Cyber 
Events 

3.  Securing the Globalized IT Supply chain 
4.  Securing the Unified Communications 

Platform 
5.  Modernizing Law in the Digital Age   





Who is using the internet? 

•  More than 1.4 billion people worldwide 
use the Internet* 

–  Increasing reliance on the Internet in  
everyday life 

•  71% of adults (2007)** 
–  70% of women 
–  71% of men 

•  Seniors (over 55 yrs) are the  
fastest growing demographic** 

•  More than 75% of 12-17 yr olds** 

•  87% of people age 18-29 
•  83% of people age 30-49 
•  65% of people age 50-64 
•  32% of people age 65+ 

*Internet World Stats, http://www.internetworldstats.com/ 
**Pew Internet and American Life Project, http://www.pewinternet.org 



What do kids use the internet for? 

All ages 
•  Keeping in touch 

–  Chat, Instant Messages, Email 

•  Finding information 
–  Homework, research 

•  Fun 
•  Online Games 
•  Learning activities 
•  Surfing the Web 
 

Older ages 
•  Shopping 
•  Social Networking 
•  Downloading Music and Movies 
 

•  Kids online activities (Pittsburgh)* 

–  87.7% playing games 
–  76.2% homework/research 
–  58.2% browsing 
–  51.6% email 
–  46.7% Instant Messages 

Source: Pew Internet and American Life Project, http://www.pewinternet.org 
*Pittsburgh 2006 Carnegie Mellon CyLab/INI Cybersecurity Study 



Why teach cyber security? 

•  Despite increasing threats, Internet users express a 
sense of security about going online*  
–  54% said they felt that their home computer was safe from 

online threats 
–  Most use the Internet for email, web browsing and online 

shopping but only 20% deemed these activities as risky 
–  50% of parents in the national study cited they had no need 

for tools to monitor their child's online activity 

•  Most people are not aware of the risks they are 
exposing themselves or families to, and even when 
they are, they don’t take appropriate measures 
to protect themselves 

*Pittsburgh 2006 Carnegie Mellon CyLab/INI Cybersecurity Study 



What are the Internet threats? 

•  Identity and data theft 
•  Malicious software 
•  Cyber Ethics violations 
•  Social Engineering tactics like Phishing 
•  Internet Fraud 
•  Cyber Bullying and Cyber Stalking 
•  Online Predators 
•  Inappropriate Content 
•  Privacy on social networking sites and 

blogs 
•  New Internet threats every day 



specific threats for kids 

•  Cyberstalking and Online predators 
•  Inappropriate content 
•  Cyber Bullying 
•  Privacy on social networking sites and blogs 
•  Malicious downloads – viruses, spyware, etc 
•  Cyber Ethics violations 
•  Sharing personal information 
•  Jeopardizing academic and career futures 

40% of parents used 
parental control software 
(Pittsburgh)* 

*Pittsburgh 2006 Carnegie Mellon CyLab/INI Cybersecurity Study 



Current Cyber security education 

•  No Child Left Behind 
–  Requires every student to be 

technologically literate by the time they 
finish 8th grade  

•  Very few states require cyber security 
lessons and programs 
–  Even fewer take a statewide approach 

•  Need to ensure educators have the 
resources and means to teach cyber 
security 



•  Teachers are not always provided with 
training 
–  Needed to gain additional knowledge and 

cyber security skills 

•  Many current cyber-safety lessons are 
inadequate and inconsistent 
–  May not address the broad range of online 

threats 

•  Lack of cyber awareness and 
education of parents 
–  Needed to reinforce lessons at home and 

encourage correct behavior 

Current Cyber security education 



Challenges of teaching Cyber security 

•  Presenting information that is reliable and valid 
–  Too much information available 

•  Overcoming the bombardment of commercial 
advertising 

•  Engaging young people with information that is 
important 

•  Changing the attitude of young people 
–  The feeling that they are invincible 

•  Balancing the learning curve speed 
–  Youth adopt new technologies faster than parents/

educators  

•  Mitigating negative peer pressure 



Teaching cyber security to kids 

•  Equip children for the demands and challenges of being a 
responsible cyber citizen:  
–  K-6 levels: opportunity to mold behavior 
–  7-12 levels: modify risky online behaviors 
–  Risks they take knowingly 
–  Risks they take unknowingly  

•  Consider the digital native paradigm 
•  Use medium comfortable and familiar to young people 
•  Create and support environments that can quickly address new 

cyber security trends 
•  Provide real-life/life-like stories  
•  Leverage positive peer pressure 
•  Provide strategies for Parents/Educators 



Carnegie cadets: the 
mysecurecyberspace Game 

•  An interactive game designed for 
4th and 5th graders that teaches 
Internet safety and computer 
security in a safe, fun setting  
–  Children take on the role of cadets of 

the Carnegie Cyber Academy  
–  Through a series of “missions,” children 

learn the skills they need to protect 
themselves online 

–  Reinforces principles of safe, 
responsible, and appropriate online 
behavior  

–  Players learn the real-world 
consequences of cyber crimes 



(game teaser) 



Why an educational game? 

•  Studies prove that children spend more 
time on video games than any other 
technology  
–  first contact with computers is through a 

computer game  

•  Playing games helps children learn basic 
strategies and skills needed for virtual 
world  

•  Interactive multimedia resource  
•  Emphasis on problem-solving 
•  Immediate reward 

(The impact of digital games in education by Begona Gros) 



The generation of digital natives  

•  A positive view of technology  
•  More experience in processing 

information rapidly  
•  Adapted to non-linear means of learning  
•  Growing in a world connected 

synchronically and asynchronically  
•  Familiar with text playing supporting role 

to image 
•  Prefer active experiences versus passive 

experiences 
•  Want immediate reward and to know the 

immediate applicability 

Source: Marc Prensky’s theory of Digital Natives http://www.marcprensky.com/ 



Sample of Topics addressed 

•  Personal Information 
•  Malware 
•  Computer Security 
•  Online and Offline Identities 
•  Spam and Spam Filters 
•  Netiquette 
•  Advertisements and Popups 
•  Inappropriate content 
•  Unsafe Forms 
•  Cyber Bullying 
•  Cyber Crimes 
•  Computer Maintenance 



Game features 

•  Players collect Gold Badges and 
Academy Credits by completing 
Missions and ReQuests 

•  Cyberspace buildings focus on single 
topic 

•  Building supervisors that act as 
“teachers” for Internet topics 

•  Embedded scenario-based 
ReQuest assessments 

•  Spend credits at Academy Store to 
decorate dorm room 



The game features 

•  Information Centers in Cyberspace 
–  Diagnostics (for computer issues) 
–  Detention Center (for crime issues) 
–  Also act as emergency centers when there’s a 

problem (i.e. a virus is loose in Cyberspace) 

•  Players earn points in missions that are 
converted into Academy Credits 
–  Can be spent at the Academy Store to buy 

items for the player’s dorm room 
–  Gives the player ownership over their progress 

in the game 



What makes the game unique 

•  Uses more traditional game design 
methods to engage and immerse 
players 

•  More than just an interactive lesson 
–  A game that teaches 
–  Deeper story and plot 
–  More complex characters 
–  Traditional game design elements 
–  Scenario-based assessments integrated into 

the story 
–  Customizable personal space  
–  Balanced pedagogy with entertainment 



New mission: cyber bullying 

•  Using the Internet to harass, intimidate, 
embarrass, or demean others  

•  1/3 of online American teenagers say they 
have been targets of online harassment*, 
including:  
–  receiving threatening messages  
–  having private emails or text messages forwarded 

without consent  
–  having rumors spread about them online 
–  having an embarrassing photo posted without 

permission  



New mission: cyber bullying 

•  Players must deflect or ignore the 
bullying to be effective 
–  Reacting or retaliating gives the bully 

more power 

•  Players must figure out the best 
strategy for dealing with a cyber 
bully using a variety of tactics: 
–  Blocking the bully 
–  Telling a trusted adult 
–  Saving evidence of the bullying 
–  Reporting the bullying 



the Carnegie Cyber Academy  
Web site 

•  Companion piece for the Game 
themed as the Carnegie Cyber 
Academy’s Web site 
–  Learn about the Academy and the missions 
–  Play mini-games that reinforce Internet 

safety habits 
–  Get to know some of the characters 

featured in the game 
–  Find additional in-depth cyber security 

information and tips 

•  Also a valuable resource center for 
students and teachers 
–  Technical support for Game 
–  Educational materials for home and 

classroom 



Why a Web site? 

•  Easily updated to respond to current 
trends 

•  Allows for broader range of topics and 
more in-depth information 

•  Accommodates casual gaming 
•  Allows for deeper storylines and character 

development 
•  Provides a dynamic Internet component 

for cyber security topic 



Sample of topics addressed 

•  Online/Offline Identities 
•  Effective Web Research 
•  Finding Reliable Web sites 
•  Cyber Criminals 
•  Malware 
•  Computer Security 
•  Web browsing risks 
•  Identity Theft 
•  Personal Information 

•  Spam 
•  Passwords 
•  Social Networking 
•  Cyber Crimes 
•  Internet Basics 
•  Cyber Bullying 
•  Netiquette 
•  Hacking 
•  Internet Fraud 
•  Phishing 
•  File Sharing 



Web site features 

•  Character blogs 
–  Expand the story of the Academy 
–  Covers wider variety of topics more in-depth 
–  Monthly features 

•  Learn about the history of the 
Academy and current missions 

•  Special holiday and event features 
•  Interactive encyclopedia of terms 

and links to useful Web sites 
•  Mini-games and fun downloads 



the academy site features 

•  Companion piece for Game 
–  Continuation the world of the Academy 
–  Learn more the history of the Academy and the 

Game characters 
–  Faculty and Cadet blogs expand on story 

•  Additional resource for educational 
materials and entertainment 
–  More cyber defense tips and in-depth cyber 

security information 
–  More topics including tips for Web research and 

protecting your Offline Identity 
–  Mini-games and fun downloads 
–  Academy Library with encyclopedia of cyber 

security terms and useful Web sites 



Other available materials 

•  Support for the Game 
–  Free download of the game 
–  Game account registration 
–  Technical support and FAQs 
–  Instructions for installing and getting 

started with the game 
–  Support documents 

•  Information for parents and 
educators 
–  Teacher's Companion 
–  Downloadable printouts and mission Hint 

Sheets 
–  News and Testimonials 



Teacher’s companion 

•  12 suggested Lesson Starters to 
assist with using the Game as a 
teaching tool 

•  Terminology and classroom 
activities 

•  Outline of learning objectives and 
learning objective outcomes 

•  Corresponding standards from the 
National Educational Technology 
Standards (NETS) 



Sample lesson plan:  
web site threats 

•  Learning Objectives 
–  Introduce basic cybersecurity concepts, terms and definitions 

related to the cyber threats of accessing Web sites. 
–  Introduce students to a few safe computing steps to take when 

accessing Web sites. 
–  Reinforce the consequences of cyber threats to the computer, 

data and people. 

•  Cyber Defense Terms 
–  pop-up windows, pop-up blocker,  
–  online forms, adware, online advertisement 
–  adult sites 

•  Subject Areas 
–  Risks of Online Advertisements 
–  Advertisements for Adult sites 
–  Tips for recognizing and avoiding Advertisements 

•  Classroom Activities 
–  Cyberspace Passport 
–  Play the Third Mission at the Databank 



What makes the site unique 

•  Not the typical kids cyber security Web site 
•  Site is Game – brings characters to life and creates links 

between the game world and real life threats  
•  Wide variety of games and fun stuff 
•  Characters to relate advice and provide story-based cyber 

security lessons 
•  Broad spectrum of cyber security and Internet topics 

addressed 
•  In-depth explanations of cyber security topics 
•  Can be used by a variety of age ranges 



Recent and future developments 

•  Featured topics on Faculty blogs 
–  Netiquette 
–  Cyber Bullying 

•  Continuing storyline developments 
–  New Cadets 
–  Summer projects 
–  Plot twists with at-large Cyber Villains 

•  New mini-games and fun stuff every month 
•  Holiday features 
•  Collaboration with Carnegie Library for 

National Cyber security Month 



Technical details 

Game: 
–  Developed in Flash with 

Actionscript 2.0 
–  Development team of 3-5 people 
–  Educational team of 2-3 people 
–  2 years developing prototypes and 

refining Game design and story 
–  3 years on-going development of 

current version, adding missions 
and content 

–  Usage data is collected for each 
username, sent to server from 
Flash standalone player 

Academy Web site: 
–  Developed in HTML and CSS 
–  Development and maintenance 

team of 3 people 
–  Constant on-going content 

development 

 



How many people are using 
mysecurecyberspace? 

•  Game (May 2008) 
–  4626 registered users.  
–  2584 hits on the Windows executable, 

391 on the Mac disk image 
–  34+ registered Groups 

•  Academy Web site (May 2008) 
–  11,577 Visits since Oct. 26 launch 
–  57 countries/territories 
–  51.81% are returning visitors 



Testimonials and awards 

The Game and Academy Web site 
•  "My 10-year old son loves the the MySecureCyberspace Game! He played it all 

evening and got up early [the next] morning to continue playing. He says it's 
one of the best games he's played. That's saying a lot!“ 

–  Parent  

•  "The kids really like the appearance. I think it's very sleek.“ 
–  Elementary school computer teacher 

•  "It's fun and it teaches you a lot of stuff.“ 
–  A fifth grader 
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