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Digital Growth? 

“Companies have built into their business models the 
efficiencies of digital technologies such as real time 
tracking of supply lines, inventory management and on-
line commerce. The continued expansion of the digital 
lifestyle is already built into almost every company’s 
assumptions for growth.”  

---Stanford University Study, July 2006 

Sure 



Digital Defense?   
29% of Senior Executives “acknowledged” that they did not know how many 

negative security events they had in the past year 
50% of Senior Executives said they did not know how much money was lost due to 

attacks 

Maybe Not 

Source: PricewaterhouseCoopers survey of 7,000 companies 9/06  

 



 
Digital Defense ------
Not So Much 
 

23% of CTOs did not know if cyber losses were covered by 
insurance. 

34% of CTOs  thought cyber losses would be covered by 
insurance----and were wrong. 

“The biggest network vulnerability in American corporations 
are extra connections added for senior executives without 
proper security.” 

 

---Source: DHS Chief Economist Scott Borg 



Changing Nature of Attacks 

Vulnerabilities are on client-side  applications word, 
spreadsheets, printers, etc. 

 

“The future threat landscape around the world will 
be dictated by the soon-to-be-released Apple 
iPhone, Internet telephony and Internet video-
sharing, and other Web-based 
innovations” (McAfee 2007)   

Today, attackers perpetrate fraud, gather 
intelligence, or conduct blackmail 

 



Applying the SAFETY Act 

•  SAFETY Act Passed following 911 to encourage 
the development of anti-terrorism technologies 

•  Insurance benefits, liability protection, marketing 
benefits 

•  Initially difficult for Corporations to manage and 
focused on high value physical threats 

•  New focus on cyber including an expanded 
concept of threat and terrorism 

•  ISA providing aid to companies to get SAFETY 



Securing the Global IT 
Supply Chain 

•  IT supply chain is inherently global 
•  This immutable reality brings new risks 
•  If not addressed Congress will do it for us, 

probably through protectionism 
•  Bad for everyone 
•  ISA/CMU/industry 3-phase program to analyze 

the situation and create a solution that takes into 
account market, business and policy reality 



Securing the VOIP Platform 

•  VOIP is the paradigm case for corporate 
economics overcoming security concerns 

•  Platform itself not a profitable as products sold to 
use it 

•  ISA/NIST program to use SCAP (Security Content 
Automation Protocol) and National Vulnerability 
Database to create a free customizable 
framework -- better market security products. 

•  Better security and better markets 
 



Develop a Framework for 
Corporate Cyber Risk 
 

•  Grows out of 911 legislation passed in 2007 
•  Bring cyber risk analysis to all relevant areas of 

corporate culture (not just IT) 
•  Develop a tool allowing for more standardized 

internal analysis and action 
•  Multi-dimensional approach Including legal/

regulatory/ compliance/operations/insurance/
governance external communications 



Legal/Regulatory Issues 

•  Have cyber liabilities been analyzed? 
•  What regulations apply to lines of business? 
•  Exposed to class action/shareholder suits?  
•  Is org protected from business interruptions? 
•  Org protected from fed/state govt. investigations? 
•  What jurisdictions does date move through? 
•  What is in our contracts? 
•  What does our privacy policy say? 

 



Compliance/Regulatory 

•  Have an inventory of what regs apply to us? 
•  Know what reg data is and where its located? 
•  Valid reasons for keeping this data? 
•  What have we done to protect the data? 
•  Incident response program/notification program? 
•  What is impact of possible data loss? 
•  Procedures in place for tracking compliance? 
•  How are we tracking vendors procedures?  



External Rel & Comm. 

•  Analyzed impact of events on reputation/
stakeholders/customers etc? 

•  Plan for communicating with stakeholders? 
•  Identified resources/budget needed for plan? 
•  Clear roles and responsibilities for comm? 
•  Thought through segmenting messages for different 

stakeholders? 
•  Legal requirements for notification? Tested it? 



Risk transfer 

•  What is exposure (brand/confidence/physical 
loss?—how do we measure? 

•  Are you already covered? D&O? 
•  Do we need to bring in expertise? Who? 
•  Is insurance available? 
•  What is the ROI for insurance and other risk 

transfer approaches? 
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