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ISA Presentation to ABA 

1.  Who is the ISA? 
2.  Review of activities in relation to the 

Obama Administration’s Report on Cyber 
Security (May 2009) 

3.  Raise Issues of particular interest to the 
ABA based on the Obama Administration 
Outline on Cyber Security 
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• Pradeep Khosla, Dean Carnegie Mellon School of Computer 
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Our  Partners 





The Old Web 



Source:  http://cm.bell-labs.com/who/ches/map/gallery/index.html 

The Web Today 



Internet Security Alliance Priority 
Projects 

1.  Public Policy: “The Cyber Security Social 
Contract: Recommendations to Obama  

2.  Financial Risk Management of Cyber 
Events 

3.  Securing the Globalized IT Supply chain 
4.  Securing the Unified Communications 

Platform 
5.  Modernizing Law in the Digital Age   



Releasing the Cyber Security Social Contract 
November, 2008 



What to Tell President Obama? 

1.  We need to increase our emphasis and 
investment on cyber security 

2.  Cyber Security must be recognized as 
critical infrastructure maintenance 

3.  Cyber Security is not a “IT” problem. 
4.  Cyber security is a enterprise wide risk 

management problem 
5.  Government and Industry need new 

relationship 



Cyber Social Contract 

•  Similar to the agreement that led to public 
utility infrastructure dissemination in 20th 
century 

•  Infrastructure development through market 
incentives 

•  Consumer protection through regulation 
•  Gov role to motive is more creative—

harder 
•  Industry role is to develop practices and 

standards and implement them 



President Obama’s Report on 
Cyber Security (May 30 2009) 

»  The United States faces the dual challenge of 
maintaining an environment that promotes efficiency, 
innovation, economic prosperity, and free trade while 
also promoting safety, security, civil liberties, and 
privacy rights. (President’s Cyber Space Policy 
Review page iii) 

» Quoting from Internet Security Alliance Cyber 
Security Social Contract: Recommendations to the 
Obama Administration and the 111th Congress 
November 2008 



President Obama’s Report on 
Cyber Security (May 30, 2009) 

»  The government, working with State and local partners, 
should identify procurement strategies that will incentivize 
the market to make more secure products and services 
available to the public. Additional incentive mechanisms 
that the government should explore include adjustments to 
liability considerations (reduced liability in exchange for 
improved security or increased liability for the 
consequences of poor security), indemnification, tax 
incentives, and new regulatory requirements and 
compliance mechanisms. President’s Cyber Space Policy 
Review May 30, 2009 page v  

»  Quoting Internet Security Alliance Cyber Security Social 
Contract: Recommendations to the Obama Administration 
and 111th Congress 

 



The need to understand business 
economics to address cyber issues 

»  If the risks and consequences can be assigned 
monetary value, organizations will have greater 
ability and incentive to address cybersecurity. In 
particular, the private sector often seeks a business 
case to justify the resource expenditures needed for 
integrating information and communications system 
security into corporate risk management and for 
engaging partnerships to mitigate collective risk. 
Government can assist by considering incentive-
based legislative or regulatory tools to enhance the 
value proposition and fostering an environment that 
encourages partnership.” --- President’s Cyber 
Space Policy Review May 30, 2009 page 18 



Financial Management of cyber 
Risk  

 
•  It is not enough for the information technology 

workforce to understand the importance of 
cybersecurity; leaders at all levels of government and 
industry need to be able to make business and 
investment decisions based on knowledge of risks 
and potential impacts. – President’s Cyber Space 
Policy Review May 30, 2009 page 15 

 
•  ISA-ANSI Project on Financial Risk Management of 

Cyber Events: “50 Questions Every CFO should Ask 
----including what they ought to be asking their 
General Counsel and outside counsel. Also, HR, Bus 
Ops, Public and Investor Communications & 
Compliance     

 



Financial Impact of Cyber Risk 
October, 2008 



Securing the IT Supply Chain 
»  The challenge with supply chain attacks is that a 

sophisticated adversary might narrowly focus on 
particular systems and make manipulation virtually 
impossible to discover. Foreign manufacturing does 
present easier opportunities for nation-state 
adversaries to subvert products; however, the same 
goals could be achieved through the recruitment of 
key insiders or other espionage activities. ---- 
President’s Cyber Space Policy Review May 30, 
2009 page 34 



Securing The IT Supply Chain 
In The Age of Globalization 

November, 2007 



Appendix C of Obama 
Administration Report: Conclusion 

–  The history of electronic communications in the United States 
reflects steady, robust technological innovation punctuated by 
government efforts to regulate, manage, or otherwise respond to 
issues presented by these new media, including security 
concerns. The iterative nature of the statutory and policy 
developments over time has led to a mosaic of government laws 
and structures governing various parts of the landscape for 
information and communications security and resiliency. 
Effectively addressing the fragmentary and diverse nature of the 
technical, economic, legal, and policy challenges will require a 
leadership and coordination framework that can stitch this 
patchwork together into an integrated whole. President’s Cyber 
Space Policy Review May 30, 2009 page C-12 

 



Developing SCAP Automated Security & 
Assurance for VoIP & Converged Networks 

September, 2008 



ISA Unified Communications  Legal 
Compliance Analysis (June 2009)  

1.Descibes available Unified 
Communications (UC) Technologies 

2. Describes Security Risks of Deployment 
3. Inventory of Laws to be considered pre 

deployment 
4. Analysis if ECPA creates a legal barrier to 

deployment 
5 Toolkit for lawyers and clients to assist in 

avoiding exposure from deployment 



Congressional Testimony 
October, 2007 



ISA Proposed Incentives 
(Testimony E & C May 1, 2009) 

1.  R & D Grants 
2.  Tax incentives 
3.  Procurement Reform 
4.  Streamlined Regulations 
5.  Liability Protection 
6.  Public Education 
7.  Insurance 
8.  SBA loans 
9.  Awards programs 
10. Cyber SAFETY Act 

 



Proposed Incentives: Liability 
»  The Federal government should consider options for 

incentivizing collective action and enhance 
competition in the development of cybersecurity 
solutions. For example, the legal concepts for 
“standard of care” to date do not exist for 
cyberspace. Possible incentives include adjustments 
to liability considerations (reduced liability in 
exchange for improved security or increased liability 
for the consequences of poor security), 
indemnification, tax incentives, and new regulatory 
requirements and compliance mechanisms. ---
Obama Administration’s Report on Cyber Security 
May 2009 page 28) 



Liability Questions 

•  Who is at fault? (vendors?/purchasers?/
individuals?) 

•  Does new technology (CLOUD) make 
legal liability impossible to determine? 

•  Is a legal liability solution too time 
consuming? 

•  Is a legal liability solution counter-
productive? 

•  Would incentives be better? 



Other Legal Issues That need to be 
Resolved 

»  Scores of legal issues emerged, such as 
considerations related to the aggregation of 
authorities, what authorities are available for the 
government to protect privately owned critical 
infrastructure, the placement of Internet monitoring 
software, the use of automated attack detection and 
warning sensors, data sharing with third parties 
within the Federal government, and liability 
protections for the private sector. (Obama 
Administration’s Report on Cyber Security May 2009 
page 3) 



Cyber Security as a New 
Business Opportunity 

•  “Military contractors are now in the enviable 
position of turning what they learned from 
protecting sensitive Pentagon data that sits 
on their own computers, into a lucrative 
business that could replace revenue form the 
cancellation of conventional weapons 
systems as the demand for greater computer 
security spreads to health care, energy and 
the rest of the critical infrastructures.” NY 
Times 5/31/09 



Obama Near Term Action Plan: 
•  2. Prepare for the President’s approval an updated national strategy to 

secure the information and communications infrastructure. This strategy 
should include continued evaluation of CNCI activities and, where 
appropriate, build on its successes. 

  
•  3. Designate cybersecurity as one of the President’s key management 

priorities and establish performance metrics. 
  
•  4. Designate a privacy and civil liberties official to the NSC cybersecurity 

directorate.  

•  5. Convene appropriate interagency mechanisms to conduct interagency-
cleared legal analyses of priority cybersecurity-related issues identified 
during the policy-development process and formulate coherent unified 
policy guidance that clarifies roles, responsibilities, and the application of 
agency authorities for cybersecurity-related activities across the Federal 
government. 

President’s Cyber Space Policy Review May 30, 2009 page vi 


