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Legislative Intent: Senate 
Consolidated Draft 

•  “Summary:  HSGAC-Commerce Staff Draft 
Cybersecurity Bill   

•  The bill creates a dynamic partnership between 
the government and private sector in which the 
private sector is responsible for enhancing security 
of the Nation’s most critical systems while the 
government ensures effective oversight and 
compliance.” 

 



Obama:  
What We Need to Do 

It is not enough for the information technology 
workforce to understand the importance of 
cybersecurity; leaders at all levels of government 
and industry need to be able to make business and 
investment decisions based on knowledge of risks 
and potential impacts. 
 

 Obama Administration Cyber Space Policy Review  
 May 30, 2009 page 15 

 
 



ISA The Framework of 
Supply Chain Attacks 

4 kinds of cyber attacks that are possible at each 
stage of the supply chain: 
•  Cyber attackers could interrupt the operation. 
•  Cyber attackers could corrupt the operation (including 

inserting malware). 
•  Cyber attackers could discredit the operation (undermining 

trust, damaging brand value). 
•  Cyber attackers could undermine the basis for the 

operation (loss of control, loss of competitively important 
information). 



ISA The Framework of 
Supply Chain Attacks 

Remedies to Supply Chain attacks 
1. Protection against interruption: 

–  Continual, mandatory sharing of production across 
supply chain. 

–  Maintaining alternative sources. 

2. Protection against insertion of malware: 
3. Strict control of environments where key intellectual 

property is being applied. 



ISA The Framework of 
Supply Chain Attacks 

Remedies to Supply Chain attacks 
4. Logical tamper-proof seals. 
5. Physical tamper-proof seals. 
6. Effective sealing and tracking of containers. 
7. Protection against undermining trust: 
 



ISA The Framework of 
Supply Chain Attacks 

Remedies to Supply Chain attacks 
8. Logging of every operation and who is 

responsible. 
9. Protection against loss of control of information: 
10. Versioning as a tool for protecting intellectual 

properties. 
 



ISA The Framework of 
Supply Chain Attacks 

Five different supply chain stages to which the 
remedies need to be applied: 
I. The Design Phase. 
II. The Fabrication Phase. 
III. The Assembly Phase. 
IV. The Distribution Phase. 
V. The Maintenance Phase. 



ISA The Framework of 
Supply Chain Attacks 

If we combine the list of remedies with the stages 
of the supply chain to which they need to be 
applied, we get a “Remedies for Stages Grid.” 

   
                            REMEDIES 
 
STAGES 
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