
Legislative Activity: 

The Lieberman-Collins Bill with 
ISA Commentary 



Lieberman-Collins:  House Request 
for Comment 

•  Jan. Meetings - Met with Congressional Staffers from: 
–  Office of Michael McCaul (R-TX) 
–  Office of Mac Thornberry (R-TX) 
–  House Committee on Homeland Security 
 

•  Drafts of ISA Commentary on Lieberman-Collins Bill 
provided 



PPP and Market 
Incentives 

•  L-C Sec. 247 recognizes the importance of private sector 
assistance 
–  Accordingly, ISA PPP Model Framework Introduced 
–  Market Incentives, such as grants and small business 

loans, SAFETY Act Certification and Designation, 
Cyber Insurance, and Liability Protections tied to use 
of BPs 

–  BPs evaluated by “Cyber FDA” for effectiveness 



Audits and Certifications 
of Compliance 

•  L-C Sec. 250(a), p.40 - Provides that owners/operators 
of Covered Critical Infrastructure must certify whether 
they have developed or implemented approved security 
measures 
–  ISA Suggestion - ISA suggested that the House 

examine Sarbanes-Oxley, Gramm-Leach-Bliley, 
HIPAA, and other state regimes and create a unified 
compliance regime that eliminates redundant, costly 
audits 

–  Rationale Provided – An unified compliance regime 
will free up resources that can be used for actual 
cybersecurity efforts 



Information Sharing 
•  L-C Sec. 246 – Provides for a traditional information sharing model 

–  ISA Suggestion – ISA suggested an alternative information 
sharing model: the C2 disruption strategy outlined in the Social 
Contract 2.0 

•   If the Model in L-C Sec. 246 is Used: 
–  ISA Suggestions –  

•  Information sharing should also include sharing of 
information about potential financial harms 

•  Mechanisms must be created to protect the identity, source, 
disclosure, and use of incident information 

•  Provide a liability protection – safe harbor – for entities that 
share information in accordance with the section  



Supply Chain 
•  L-C Sec. 253 – Outlines the Strategy for Federal 

Cybersecurity Supply Chain Management 
–  ISA Suggestion – On a conceptual level, ISA suggested 

the supply chain framework described in the Social 
Contract 2.0 

–  ISA Recommendations: 
•  Supply Chain BPs promoted through use of market 

incentives 
•  With an increase in security, an increase in contract 

value 
•  Contracts should clearly define security procedures 
•  Rigorous Inspections and Secure Communications 



Education and R&D 
•  L-C Title IV provides for the cybersecurity education and 

professional development of the federal workforce 
–  ISA Suggestions – Provisions are too limited and need to 

be broadened to include enterprise education for 
government and private sector 

•  Emphasized that cybersecurity is not just an IT 
problem, but an enterprise-wide risk management 
problem requiring a multi-discipline approach 

•  R&D 
–  ISA Suggestion – Some issues are too complex for 

government and private sector alone to address; there 
needs to be a funded collaborative approach 



Other Areas of Concern 
•  L-C Sec. 254(C)(4), p.82 – Provides that there is no judicial review of a final 

determination as it relates to critical infrastructure protection 
–  ISA Comment – Provision allows for potential arbitrary classification 

without judicial review backstop 
•  L-C Sec. 249(a)(a) – Allows for the President to declare “a national cyber 

emergency to covered critical infrastructure if there is an ongoing or 
imminent action by any individual or entity to exploit a cyber risk. . .”  
–  ISA Request – Because of the consequences of the potential 

consequences of such a declaration, ISA asked for clarification of the 
term “imminent action” 

•  Financial Harm –  
–  ISA Requests –  

•  Director of the National Center for Cybersecurity and 
Communications should provide situational awareness concerning 
disruptions that could cause financial harm  

•  Definition Amendments – “Cyber Risk” and “Information Security” 
amended to include financial harm considerations 



Next Steps 
 
The ISA will be refining its commentary and suggesting 
more specific legislative language that capture the 
concepts mentioned. 


