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&Y\ Are we thinking about this

INTERNET

e gf/ wrong?

* Breaches and perimeter defense

* Hackers and kids in basements

* “m not a target”

* lts just an “IT”



7N\ ISAlliance

INTERNET

T Mission Statement

ISA seeks to integrate advanced technology
with business economics and public policy to

create a sustainable system of cyber security.
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INTERNET . ]
wumee | nreat—What is it?
 Well funded

* Well organized---state supported

* Highly sophisticated---NOT “hackers”

* Thousands of custom versions of malware

* Escalate sophistication to respond to defenses
* Maintain their presence and “call-home”

* They target vulnerable people more than
vulnerable systems
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ALLIANGE

* “The most revealing difference is that when you
combat the APT, your prevention efforts will
eventually fail. APT successfully compromises any
target it desires.”----M-trend Reports
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ALLIANGE

“Countries that grow by 8-13% can only do this by
copying. Copying is easy at first—you copy simple
factories—but to grow by more than 8% you need
serious know how. There are only 2 ways to get
this: partnering and theft. China cannot afford to
NOT to grow 8% yearly. Partnering won’t transfer
enough know how to sustain 8%+ so all that’s left
is theft and almost all the theft is electronic.” Scott
Borg, US Cyber Consequences Unit
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“The most sophisticated, adaptive and persistent class
of cyber attacks is no longer a rare event...APT is
no longer just a threat to the public sector and the
defense establishment ...this year significant
percentages of respondents across industries
agreed that APT drives their organizations security
spending.” PricewaterhouseCoopers Global
Information Security Survey September 2011
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43% Consumer Products
45% Financial services
49% entertainment and media

64% industrial and manufacturing sector
49% of utilities

PWC 2011 Global Information Security Survey
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* “Companies are countering the APT principally
through virus protection (51%) and either intrusion
detection/prevention solutions (27%) —PWC 2011

* “Conventional information security defenses don’t
work vs. APT. The attackers successfully evade all
anti-virus network intrusion and other best
practices, remaining inside the targets network
while the target believes they have been
eradicated.”---M-Trend Reports 2011



!ﬁ% We Are Not Winning
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“Only 16% of respondents say their organizations
security policies address APT. In addition more
than half of all respondents report that their
organization does not have the core capabilities
directly or indirectly relevant to countering this
strategic threat.
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e DHS defines “covered critical infrastructure”

* DHS sets regulations for private sector via
rulemaking establishing frameworks

* PS corps must submit plans to meet regs

* DHS certifies “evaluators” which companies must
hire to review DHS approved cyber plans

* Companies DHS decides are not meeting the regs
must face public disclosure (name and shame)



!ﬁ% Why it won’t work
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* General “Plans” don’t tell us anything (but do
increase cost and take away from real security)

* Most most successful attacks are difficult and
expensive, to find—often you don’t know.

* “Disclosure” requirements penalize good
companies

* “Name and shame” provides incentives NOT to
invest in the expensive tools we need or even look

* If name and shame worked it incentivizes attacks



;ﬁ% ISA and APT
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* Roach Motel Model 2008 (Jeff Brown Raytheon
Chair)

* Expanded APT best Practices (Rick Howard,
VeriSign, Tom Kelly Boeing and Jeff Brown co-

chairs)
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No way to stop determined intruders

Stop them from getting back out (w/data) by
disrupting attackers command and control back out
of our networks

|dentify web sites and IP addresses used to
communicate w/malicious code

Cut down on the “dwell time” in the network

Don’t stop attacks—make them less useful
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* Big Orgs may invest in Roach Motel (traffic &
analytical methods) small orgs never will

* Many entities already rept. C2 channels (AV vend/
CERT/DIB /intelligence etc.)

* Perspectives narrow
* Most orgs don’t play in info sharing orgs
* Info often not actionable

* Lack of trust
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ALLIANGE

* Focus not on sharing attack info

* Focus IS ON disseminating info on attacker C2
URLs & IP add & automatically block
OUTBOUND TRAFFIC to them

* Threat Reporters (rept malicious C2 channels)
* National Center (clearing house)

* Firewall Vendors (push info into field of devices
like AV vendors do now)
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— Physical separation between the corporate network, the
secret sauce, any Merger & Acquisition (M&A) groups
and any contract deals

— Enforce the "Need to Know" rule
— Encrypt everything in transit & at rest e.g. Smartphone.
— Foreign travel. Use throw-away laptops and

— Label all documents and e-mail with the appropriate
data classification

— Upgrade to the latest operating systems



&\ Preventing and

INTERNET

seerrry [dlentifying Exploitation

ALLIANGE

— |dentify vulnerable software.

— Prevent exploitation by enumerating applications with
Microsoft EMET.

— Train and maintain vigilance of employees regarding
the sophistication of spoofed and technical social
engineering attacks.

— Applying email filters and translation tools for common
attack file types like PDF and Office Documents.

— Installing and testing unknown URLs with client honeypots
before delivering email and allowing users to visit them.
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a. Monitor all points of communication (DNS, HTTP,
HTTPS) looking for anomalies

b. Limit access to unknown communication types

c. Utilize a proxy to enforce known communication
and prevent all unknown communication types.

d. Monitor netflow data to track volume, destination,

e. Monitor free and paid services like webhosting.
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* Collection Requirements typically focus on 3 areas:
a) Economic Development
b) National Security

c) Foreign Policy

* I|dentify what assets are strategically important
according to APT Collection Requirements

* Focus Enterprise IT Security resources on securing
and monitoring these assets
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Cost-Benefit Chart
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It is not enough for the information technology ANSI ﬁ

workforce to understand the importance of cyber
security; leaders at all levels of government and

industry need to be able to make business and et
investment decisions based on knowledge of risks
and potential impacts. — President’s Cyber Space
Policy Review May 30, 2009 page 15

ISA-ANSI Project on Financial Risk Management
of Cyber Events: “50 Questions Every CFO
should Ask ----including what they ought to be
asking their General Counsel and outside % SN AL
counsel. Also, HR, Bus Ops, Public and Investor U T Essentol ading for GFOS"

<€ Wargo Axdlrod,h.D., CISM, CISSP

Communications & Compliance o e e =
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£ ANSI
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THE FINANCIAL MANAGEMENT OF CYBER RISK

An \mp|emenfoﬂon Framework for CFOs

“An excellent guide for organizations to manage the risk
and exposure derived from digital dependence”

- Melissa Hathaway

“An invaluable resource for
every C-level executive”

- David Thompson |
CIO and Group President |
Symantec Services Group 1
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Carnigie Mellon University Exec Info Security Survey

2008 - 17% had cross-org privacy and security team.

2010 — 65% have cross-org privacy and security team.
PWC

“There is a significant shift in the ongoing evolution fo
the CISO reporting away from the ClO in favor of the
company’s senior business decision makers”

Reporting to CIO Down 39%
Reporting Up to COO (67 %) CFO (36%) CEO (13%)
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Senior executives are responsible how cyber security
risk impacts the organization’s mission and business
functions . As part of governance, each
organization establishes a risk executive function
that develops an organization-wide strategy to
address risks and set direction from the top. The
risk executive is a functional role established within
organizations to provide a more comprehensive,
organization-wide approach. ”
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RECOMMENDATIONS OF THE HOUSE

ISA PoLicy POSITIONS
REPUBLICAN CYBERSECURITY TASK FORCE

Menu of Market Incentives

Menu of Market Incentives

“To accommodate the needs of a wide variety of

critical infrastructures with different economic “We believe Congress should adopt a menu of
models, the public-private partnership should voluntary incentives to encourage private companies
develop a menu of incentives that can be tied to to improve cybersecurity...”

voluntary adoption of widely-accepted and proven-
successful security best practices, standards, and
technologies.”

Recommendations of the House Republican Cybersecurity
Task Force, p.7

ISA President Larry Clinton’s Written Testimony, June 24th
hefare a House Homeland Securitv Suhcommittee n 4

One Size Does NOT Fit All One Size Does NOT Fit All
“However, while it is true that one size of standards/ “We also have to recognize that different companies
best practices may not apply equally well to various and sectors will need different incentives — one size
businesses or technology systems, it is also true that does not fit all.”

one set of incentives may have different applicability
and attractiveness to different types of sizes of
enterprises.”

Recommendations of the House Republican Cybersecurity
Task Force, p.7

ISA Social Contract 2.0, p.16
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ISA PoLicy POSITIONS

RECOMMENDATIONS OF THE HOUSE
RepUBLICAN CYBERSECURITY TASK FORCE

Streamlined Requlation as an Incentive

Streamline regulations/reduce complexity.
Regulatory and legislative mandates and compliance
frameworks that address information security, such as
Sarbanes-Oxley, Gramm-Leach-Bliley, the Health
Insurance Portability and Accountability Act, along
with state regimes, could be analyzed to create a
unified compliance mode for similar actions and to
eliminate any wasteful overlaps...

ISA Social Contract 2.0, p.16

Streamlined Requlation as an Incentive

Streamline Information Security Regulations: ...
Congress could require the Administration to
coordinate with critical infrastructure sectors to
develop strong performance standards that, if a
company was found compliant with the new standard,
would satisfy the information security/privacy
protections of SOX, HIPAA, GLB etc. A company would
be encouraged to implement stronger security
standards by allowing it to save money and time by
avoiding multiple audits from multiple regulators.

Recommendations of the House Republican Cybersecurity
Task Force, p.8
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ISA PoLicy POSITIONS

RECOMMENDATIONS OF THE HOUSE
REPUBLICAN CYBERSECURITY TASK FORCE

Taxes and Grants

“Tie federal monies (grants/SBA loans/stimulus
money/bailout money) to adoption of designated
effective cyber security standards/best practices...
make on-going eligibility for federal contracts, grants
and loans contingent on compliance with identified
security practices. This is a proven, and successful,
method for advancing broad policy objectives (e.g.,
non-discrimination in employment)....”

ISA Social Contract 2.0, pp.16-17

“Tax incentives for the development of and compliance
with cyber security standards practices and use of
technology...tax credits can be made contingent upon
compliance with established and pre-identified cyber
security practices...”

ISA Social Contract 2.0, pp.17-18

“Grants/Direct Funding of Cyber Security R&D. The
Federal Government could give grants to companies
that are developing and implementing cyber security
technologies or best practices...”

ISA Social Contract 2.0, pp.17-18

Taxes and Grants

“Existing Tax Credits: To encourage companies to
increase their investment in network security,
Congress should consider expanding or extending
existing tax credits, such as the R&D tax credit, to
apply to cyber investments as an alternative to
creating new tax credits.

Existing Grant Funding: Existing grant funding should
be evaluated as an alternative to new funds.
Congress could also evaluate including minimum
cybersecurity protection standards in grant proposals
for grantees dealing with issues such as national
security, law enforcement, and critical infrastructures
as a condition for receiving government funds. These
would include general protection standards such as
updating computer patches or running anti-virus
software that would not be overly burdensome to
grant recipients.”

Recommendations of the House Republican Cybersecurity
Task Force, p.8




&Y\ |SA-House Legislative

INTERNET
SECURITY

ALLIANCE Pr()QasalS

ISA PoLicy POSITIONS

RECOMMENDATIONS OF THE HOUSE
REPUBLICAN CYBERSECURITY TASK FORCE

Liability Protection

“Limit liability for good actors. The Federal
Government could create limited liability protections
for certified products and processes... or those
certified against recognized industry best practices.
Alternatively, liability might be assigned on a sliding
scale (comparative liability), such as limiting punitive
damages while allowing actual damages, and
providing affirmative defenses with reduced
standards (preponderance of evidence vs. clear and
convincing etc.).”

ISA Social Contract 2.0, p.18

Requlation CANNOT Keep Up

The process of developing effective regulations is
inherently time consuming there is virtually
unanimous agreement that any regulations specific
enough to assure improved cyber security would
become outdated soon after their enactment.

ISA Social Contract 2.0, p.2

Liability Protection

“If existing regulators are imposing a jointly
developed cybersecurity standard, the company
should be granted some level of liability protection
for following this standard. To encourage
compliance, regulated entities would be granted
limited liability protection in the instance of a
breach if they meet or exceed mandated
standards. Compliance would be determined
through oversight of existing regulators.”

Recommendations of the House Republican Cybersecurity
Task Force, p.9

Regqulation CANNOT Keep Up

Threats and practices change so quickly that
government-imposed standards cannot keep up.

Recommendations of the House Republican Cybersecurity
Task Force, p.7
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