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(1)

FIGHTING CYBER CRIME:
EFFORTS BY STATE AND LOCAL OFFICIALS

THURSDAY, MAY 24, 2001

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME,
COMMITTEE ON THE JUDICIARY,

Washington, DC.
The Subcommittee met, pursuant to call, at 1:42 a.m., in Room

2237, Rayburn House Office Building, Hon. Lamar Smith [Chair-
man of the Subcommittee] presiding.

Mr. SMITH. The Subcommittee will come to order. We welcome
our witnesses today, and the audience as well, and I do want to ex-
plain why the hearing was delayed. It was through no fault of our
own. Apparently there were three Subcommittees meeting this
morning, and they decided to stagger them rather than have meet-
ings conflict, and unfortunately we were scheduled, therefore, for
1:30 this afternoon. I know this may have inconvenienced our wit-
nesses. I apologize for that, and hope you can still make your
flights or get back home as you need to.

We are going to open the hearing today. I am going to have an
opening statement. I will recognize other Members for their open-
ing statements, and then we will get to our witnesses as quickly
as possible.

States and localities have the primary responsibility of law en-
forcement in our Nation, so it is fitting to have State and local offi-
cials testify about their law enforcement efforts to reduce cyber
crime. This is the Subcommittee on Crime’s first of three hearings
on the issue. The other two oversight hearings will focus on Fed-
eral efforts and businesses’ concerns, and those two hearings will
be later on in June.

As society has benefitted from cyber technology, so has criminal
activity. Technology advanced and cyber crime followed. An article
in the Washington Times today describes an Internet scheme that
defrauded 56,000 people out of more than $117 million. Cyber
crime takes many other forms, such as child pornography, piracy,
fraud, computer security breaches, extortion, and e-commerce ter-
rorism.

Terroristic threats to critical infrastructure present significant
problems. Such an attack could have disastrous effects. For in-
stance, a cyber crime attack on a utility company control center
would cause power outages and halt critical services.

Cyber crime also threatens the safety and security of American
children through the rapid spread of illegal child pornography on
the web. Its proliferation is a growing public concern. According to
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a recent poll, some 92 percent of Americans say they are concerned
about child pornography on the Internet, and 50 percent of Ameri-
cans cite child porn as the single most heinous crime that takes
place online.

Unfortunately, laws defining cyber offenses and law enforcement
technologies and training appear to lag behind technological ad-
vances and criminal activity. The Government Accounting Office
recently reported that the lack of adequate information sharing and
adequate staffing has hurt anti-cyber crime efforts. Better coordi-
nation and cooperation among Government agencies also is needed
because cyber crime presents serious jurisdictional issues, some of
which we will hear about in a few minutes from our witnesses.

Last week, while I was in Texas, I met with the Austin Police
Department’s high tech crime unit; the Texas Deputy Attorney
General for Criminal Justice, who is here to testify today; and the
Chief of the Texas Internet Bureau. All agree that cyber crime is
a growing problem confronting States and localities, and that there
needs to be enhanced coordination and cooperation at all levels of
Government and with the private sector, as well.

Since technological advancement will continue to transform our
lives and economy, Americans should feel secure when they use the
Internet for business purposes, personal use, and commerce. Today,
we will hear testimony from State and local officials about their ef-
forts and needs, and how the Federal Government and private sec-
tor can assist them. Additionally, there are questions with regard
to protecting privacy while enhancing law enforcement.

I would like to thank the witnesses for appearing before the Sub-
committee today on such an important issue, and of course we all
look forward to hearing your testimony in a few minutes. I will
now recognize the Ranking Member, Mr. Scott of Virginia, for his
opening statement.

Mr. SCOTT. Thank you, Mr. Chairman, and I also want to thank
you for staggering the Subcommittee meetings so that Members
can participate in all of their Subcommittee hearings without hav-
ing to try and be in two places at the same time.

And I would also like to recognize on our side the gentleman
from California, Mr. Schiff, who is officially attending his first
meeting of this Subcommittee, although you have been kind
enough to allow him to participate in previous meetings in the ex-
pectation that his formal membership would be confirmed. And I
would like to welcome the gentleman from California.

Mr. SMITH. We all welcome Mr. Schiff, and it is nice to have him
officially with us. As you said, Mr. Scott, we were never quite sure
before but we did include him.

Mr. SCOTT. Thank you. I am pleased to join you in convening this
hearing on State and local efforts to combat what is referred to as
cyber crime or crimes committed through the use of electronic com-
munications.

The field of electronic communications is rapidly evolving. Dur-
ing my relatively short tenure in Congress, we have moved from
only speculating about the vast potential of the World Wide Web
or the Internet superhighway to depending on it for the efficient
conduct of daily congressional operations. We all rely heavily on
the Internet for communicating with staff in our various offices and
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for the efficient conduct of many routine activities, personal activi-
ties like paying bills and other such uses.

Given this rapidly growing dependency on electronic communica-
tions, the Congress and the rest of the Federal Government is just
as subject to cyber crime as any other user, so we have just as
much of a stake as anyone else in preventing cyber crime. Crimes
such as theft or destruction of property, whether committed over
the Internet or through other means, should be dealt with as such.

We have many laws on the books already, State and Federal, for
dealing with such crimes. While I remain open to hearing proposals
for additional crimes and penalties, I would hope that such addi-
tions are based on findings that they are necessary to effectively
prevent crimes through electronic communications, rather than
merely sending a message, which we have done in other areas of
criminal law.

There is much the Federal Government can do and should do to
assist State and local governments in addressing cyber crime. Pro-
viding funding for training and equipment, and lending technical
assistance and cooperation to local and State law enforcement, are
some ways. And, as you have indicated, the jurisdictional problems
in cyber crime create new challenges for us.

While there may be holes in the Federal laws which prevent ef-
fective enforcement, and any such holes must be addressed, we
must be vigilant to ensure that our zeal to address cyber crimes
does not unduly constrain our privacy and individual freedoms, nor
innovation. Unnecessary monitoring and oversight by law enforce-
ment authorities could only stymie technology innovation. It could
also infringe upon reasonable expectation of individuals to privacy
and individual freedoms.

Most people expect the same kinds of privacy protection in their
electronic communications as they receive with their mail and
phones. In the absence of probable cause to believe that serious
criminal activity is occurring, there is generally no right to invade
mail or phone use, and I see no reason why we shouldn’t have the
same approach with electronic communications in balancing our
need to ferret out crime with our privacy and individual rights as
we do with mail and phones.

So it is my hope, Mr. Chairman, that before we identify what
crimes we can add, that we first identify the problem and all of the
potential solutions. To any business or individual requesting that
the Federal Government be given more law enforcement oversight
over electronic communications, I say we have to be careful as to
what we ask for.

I was made aware of a case where one business accused a rival
business of sabotaging its computer operations. In investigating the
matter, the police confiscated all of the computers of the accused
business, thereby essentially putting it out of business. Even
though the charges were later dropped, the accused business lost
several months of business and spent thousands of dollars for legal
and other expenses incurred in trying to get its computers back.
Obviously, that kind of cure was worse than the disease.

So I look forward to the testimony by witnesses today on what
is occurring with respect to the issue of cyber crime at the State
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and local level, and what the Government, the Federal Government
might do to assist. Thank you, Mr. Chairman.

Mr. SMITH. Thank you, Mr. Scott.
Are there any other Members who wish to make an opening

statement?
If not, we will proceed, and I will introduce the witnesses in the

order in which they will testify: Mr. Ronald R. Stevens, Senior In-
vestigator, Bureau of Criminal Investigation, New York, New York;
Mr. Michael T. McCaul, Deputy Attorney General for Criminal Jus-
tice, Austin, Texas; and Mr. Joseph I. Cassilly, State’s Attorney,
Harford County, Bel Air, Maryland.

We welcome you all, and Mr. Stevens, if you will begin.

STATEMENT OF RONALD R. STEVENS, SENIOR INVESTIGATOR,
BUREAU OF CRIMINAL INVESTIGATION, NEW YORK, NY

Mr. STEVENS. Thank you. Chairman Smith, Congressman Scott,
and Members of the Subcommittee, my name is Ron Stevens. I am
here representing the State of New York as the Director of the
Computer Crime Unit for the New York State Police. I thank you
for this opportunity to testify with regard to the current state of
cyber crime in New York and what needs to be done in the future
to address this growing problem.

The highest priority of Governor George Pataki protection and
well-being of the citizens of New York State. The New York State
Police, along with more than 500 local police departments, are com-
mitted to fulfilling this mission. As one of the 10 largest law en-
forcement agencies in the Nation, the New York State Police em-
ploys approximately 5,000 people in more than 200 locations state-
wide, including 1,000 investigative specialists. The New York State
Police is a full service agency which also operates one of the Na-
tion’s leading crime laboratory systems, providing criminal justice
agencies with state-of-the-art forensic analytical and investigative
capabilities along with expert testimony.

The New York State Police Computer Crimes Unit was formed
in 1992 to provide investigative and forensic capability in cases in-
volving the use of computers and technology. A large portion of the
unit’s case work includes traditional crimes such as narcotics traf-
ficking, gambling, homicide, sexual assault, and stalking, which
can all be facilitated by the use of technology.

Law enforcement efforts directed toward cyber crime in New
York State are focused in five primary areas. First, the forensic
analysis of digital evidence. This is an evolving discipline in which
the New York State Police is working to develop standard proce-
dures and protocols statewide.

Next is critical information systems protection. In this area of
growing concern, the New York State Police and the Office for
Technology have developed a plan to respond to the increased num-
ber of threats to Government-owned computer systems.

The third area is child exploitation. The New York State Police,
the Attorney General’s Office, and the Division of Criminal Justice
Services were among the first grant recipients in the Internet
Crimes Against Children’s Task Force program, working coopera-
tively with local, State and national efforts.
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Fraud and identity theft are fourth, and account for more than
1,000 complaints received by New York agencies.

Finally, and no less significant, is training. The New York State
Police as well as others are striving to meet the diverse training
needs of law enforcement required to combat the proliferation of
technology-enabled crime.

These five areas represent unique challenges for law enforce-
ment. The speed and anonymity of the Internet allows criminals to
commit crimes across geographic and jurisdictional boundaries. In-
vestigations in this environment require partnership, cooperation,
and information sharing between government at all levels, the pri-
vate sector, and academia.

Agencies fighting cyber crime need strategies to train, retrain
personnel who are in high demand in the private sector. The re-
sources available to address these problems are severely inad-
equate, generally exceed those of most local agencies, and could not
realistically be deployed by Federal agencies within the State. The
New York State Police has accepted a central role in developing a
coordinated cyber crime approach to address these needs.

The New York State Police and the Office for Technology have
taken the first step in reaching this goal by developing a multi-
agency plan to protect State computer systems and to respond to
identified emergencies. This plan links a technical emergency re-
sponse team and an information sharing and analysis center, the
statewide deployment of highly trained investigators, and a facility
to provide forensic analysis, training, program development, and
legal research. Centrally headquartered in Albany, New York, this
plan provides the framework to incorporate current law enforce-
ment efforts and capabilities from all regions of the State.

A coordinated statewide initiative to fight cyber crime will re-
quire funding strategies that emphasize cooperative effort. We sup-
port the Computer Crime Enforcement Act of 2000, the Paul Cover-
dell National Forensic Science Improvement Act of 2000, and con-
tinued funding of the Internet Crimes Against Children’s program,
the National Cybercrime Training Partnership, and legislation
which would improve the legal process that law enforcement must
utilize in responding to cyber crime.

Mr. Chairman, I would like to thank the Committee for allowing
me to share with it the issues regarding cyber crime in New York
State. I look forward to continuing to work with you and the Mem-
bers of your Subcommittee. At this time, I would be pleased to ad-
dress any inquiries that you may have.

[The prepared statement of Mr. Stevens follows:]

PREPARED STATEMENT OF RONALD R. STEVENS

INTRODUCTION

Chairman Smith, Congressman Scott and members of the Subcommittee, my
name is Ron Stevens, and I am here representing the State of New York as the Di-
rector of the Computer Crime Unit for the New York State Police. I thank you for
this opportunity to testify with regard to the current state of Cybercrime in New
York State, and what needs to be done in the future to address this growing prob-
lem.

The highest priority of Governor George Pataki is the protection and well-being
of the citizens of New York State. The New York State Police, along with more than
500 local police departments across the state, are committed to fulfilling this mis-
sion. As one of the ten largest law enforcement agencies in the nation, the New
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York State Police employ approximately 5000 people in more than 200 locations
statewide—including 1000 investigative specialists in the Bureau of Criminal Inves-
tigation. The New York State Police is a full service police agency, which also oper-
ates one of the nation’s leading Crime Laboratory Systems providing criminal justice
agencies across New York with state-of-the-art forensic analytical and investigative
capabilities and expert testimony.

The New York State Police fully understands and agrees that to successfully com-
bat Cybercrime, law enforcement cannot ‘‘do it alone.’’ The ramifications of a ‘‘con-
nected’’ society, and the rapid proliferation of computers and the Internet, require
that law enforcement work in a collaborative and coordinated manner. That is why
the New York State Police has been diligently building relationships with organiza-
tions at the State, Local, and Federal levels. We have close working relationships
with local police departments and District Attorneys’ offices. We participate in re-
gional and statewide task forces, including the New York Electronic Crimes Task
Force, and take part in cooperative efforts with the New York State Division of
Criminal Justice Services, Office for Technology, and Office of the Attorney General.
The New York State Police is involved in training and research efforts with the
State University of New York and other colleges and universities, as well as the Na-
tional Law Enforcement and Corrections Technology Center. We participate in a
number of national initiatives including the Scientific Working Group on Digital
Evidence (SWGDE), the National Cybercrime Training Partnership (NCTP), and the
FBI InfraGard program. We work cooperatively with the National Institute of
Standards and Technology (NIST), the National Center for Forensic Sciences
(NCFS), the National Infrastructure Protection Center (NIPC), and the American
Society of Crime Laboratory Directors (ASCLD).

As one of the first law enforcement agencies to respond to the threats posed by
the techno-criminal, the New York State Police launched the Computer Crime Unit
in 1992. The Unit was created to provide investigative and forensic capability in in-
vestigations involving the use of computers and technology to facilitate crime. The
primary function of the Computer Crime Unit is to bridge the communication gaps
that exist between investigating police officers, prosecutors, and computer experts
by providing the technical expertise and assistance needed.

WHAT WE ARE DOING TODAY

Many of the crimes that law enforcement confronts everyday are beginning to ap-
pear in the digital world. Criminals have adapted to the information age very quick-
ly. More and more traditional crimes such as those involving narcotics trafficking,
gambling, auto theft, homicide and assault, stalking, child pornography, fraud, and
identity theft are facilitated by the use of technology. As criminals continue to uti-
lize these evolving technologies, it is imperative that all levels of law enforcement
are able to adequately respond to this elusive threat.

The Computer Crime Unit currently has five primary areas of responsibility—in-
cluding forensic analysis, computer network and information systems security
breaches, Internet crimes against children, fraud and identity theft, and training
and research—challenges faced equally by law enforcement agencies statewide.
Forensic Analysis

Forensic examination of digital evidence can be crucial in the investigation of
crimes facilitated by the use of technology. A growing number of investigations in-
volve crime where critical evidence is stored on digital media such as computer hard
drives. Whether the case is criminal, civil or administrative, processing digital evi-
dence requires technically skilled personnel with specialized training and equip-
ment. As the volume and complexity of casework grows, it will become increasingly
important for additional resources to be allocated in a more efficient and effective
manner.

Since 1997, the Computer Crime Unit has received more than 600 ‘‘containers’’
of evidence for forensic analysis. A container of evidence could consist of hundreds
of removable media, a laptop computer, or a network server containing multiple disk
drives. At present, there are 150 containers onsite awaiting processing. Requests for
analyses are received daily, with urgent and time-sensitive cases receiving top pri-
ority. Accordingly, evidence in important investigations is analyzed and completed
in a short period of time. However, low priority cases tend to have slower processing
times due to the sheer volume of cases and available resources. It would take ap-
proximately 18 months to clear just the pending cases at current staffing levels, if
no additional cases were received.

The fledgling discipline of computer forensics is at a point where the lack of ac-
cepted standards and procedural uniformity has prompted independent responses
from a myriad of law enforcement agencies at the State, Local, and Federal levels.
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If this haphazard approach continues, defense challenges could call into question the
credibility of computer forensic analysis due to the lack of standardization. The
science of computer forensics must evolve to meet the same standards of evidence
that have been established for other forensic disciplines such as fingerprinting, bal-
listics, drugs, and DNA.

We need to ensure that standardized operating procedures in the field of computer
forensics are established and incorporated into the training of forensic examiners
across the nation. Population, geography, type and level of crime, as well as existing
resources need to be evaluated prior to developing future computer forensic labora-
tories. In addition to the New York State Police Computer Crime Unit, law enforce-
ment in Western New York and the New York City Metropolitan area are devel-
oping centralized forensic capabilities. The activities of all laboratories should be
closely coordinated to ensure the development of generally accepted standards. At
the same time, individual laboratories must be linked to the investigative mission
of their respective region.
Computer Network and Information Systems Security Breaches

The reliance on computer interconnectivity has increased the risks associated with
the Internet and computer network use. Malicious and unlawful cyber attacks in
both the private and public sectors are becoming increasingly prevalent and of
greater concern to mainstream society.

One of law enforcement’s newest challenges is responding to attacks on public and
private sector computer networks and information systems. Those at greatest risk
are the networks and systems linked to state and national critical infrastructures,
including information, communication, finance, energy, and transportation.

As society begins to accept law enforcement’s role in our connected world, it is
increasingly likely that law enforcement will become the ‘‘first responder’’ to cyber-
based attacks. This will require the use of specialized technical and investigative
personnel with a sound understanding of computer technology and advanced foren-
sic analysis. Coordinated public sector resources must work with private sector in-
terests and must be available in multiple jurisdictions in order to effectively protect
our vital infrastructures.

In the State of New York, we have embarked on a multi-agency initiative focused
on addressing cyber-based vulnerabilities. The New York State Police and the Office
for Technology have worked in concert to develop a plan to address the increased
risk of network and systems intrusion. The plan calls for the development of end-
to-end detection and response capability thus enabling the State to identify and ana-
lyze attacks on government-owned computer networks and initiate appropriate tech-
nical and law enforcement measures when required. The plan also calls for the
State to make every possible effort to ensure that an individual’s liberties and pri-
vacy rights are protected.
Internet Crimes Against Children

The threat to our children from predators who hide their identity behind the veil
of technology is greater than ever. Law enforcement in every state must act swiftly
and decisively to protect innocent and vulnerable potential victims.

As a result of a preexisting multi-agency initiative, New York State was one of
the first to receive a federal grant from the Office of Juvenile Justice and Delin-
quency Prevention (OJJDP), which created the NYS Internet Crimes Against Chil-
dren (ICAC) Task Force (FY1999—$284,760; FY2000—$256,250; FY2001—
$256,250). This dedicated multi-agency initiative—comprised of the New York State
Police, Attorney General’s Office, and Division of Criminal Justice Services—inves-
tigates computer-enabled crimes that exploit children. In addition, the task force
works to promote standardized investigative techniques, trains law enforcement per-
sonnel, and enhances public awareness. By cooperating with 30 similar task force
operations nationwide and local agencies that have received ICAC satellite grants,
the NYS ICAC Task Force has been able to successfully investigate, arrest, pros-
ecute, and incarcerate predators who target children.

Ever increasing caseloads—currently more than 1,000 active ICAC investigations
in New York State alone—require more cooperation and centralized coordination.
Mechanisms for coordinating and sharing information about undercover operations
within each state must be improved to ensure officer safety and the efficient use
of law enforcement resources.

A recent federal evaluation of the ICAC program made several recommendations.
One critical recommendation addresses capacity building for both forensic analysis
and training in response to the growing number of reported cases. The forensic
needs and investigative skills required in ICAC investigations are the same for
other crimes involving the use of technology, and must be addressed in coordination
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with efforts in other program areas. Another recommendation proposes that a major
ICAC grant be directed to each state. Quickly identifying, arresting, and prosecuting
these predators will protect potential future victims. As the volume of cases grows,
we need to ensure that there is a centrally coordinated point of contact in each state
to advance multi-jurisdictional investigations.
Fraud and Identity Theft Investigation

Fraud investigations involving a ‘‘petty crime’’ are often indicative of more serious
and far-reaching illegal activity. The ease and speed of the Internet can be used to
facilitate fraud, enabling criminals to commit crimes with relative impunity. Scams
of this type can be quickly replicated and disseminated worldwide.

Victims of these techno-crimes are now able to report fraudulent activity on a se-
cure web site administered by the Internet Fraud Complaint Center (IFCC)—a joint
initiative between the FBI and the National White Collar Crime Center. Complaints
are then forwarded to all law enforcement agencies that have jurisdiction. The early
success of this IFCC program illustrates the willingness of the public to report
fraudulent activity to the proper authorities. Already more than 1,000 complaints
have been referred to the New York State Police, and it is projected that this num-
ber will grow exponentially as IFCC continues to promote its program and increase
its capacity to receive complaints.

The New York State Police has already created a database to record and analyze
these IFCC complaints. Additional resources are needed to develop a systematic and
coordinated response plan to disseminate complaints to the appropriate law enforce-
ment agencies.

Cyber criminals are now preying upon individuals as well as businesses. The
Internet is a venue that can be used to obtain extensive personal and financial in-
formation that, if in the wrong hands, can be used to perpetrate crime.

Recently, there was a case in New York City where an unscrupulous individual
used the personal information of more than 200 of the wealthiest people in America
to fraudulently obtain credit or services in the victim’s name. This high-profile case
is just one example of the identity theft complaints that law enforcement receives
on a daily basis. In the year 2000, the Federal Trade Commission reported more
than 2500 victims of identity theft in New York State.
Training and Research

The demand for highly trained and skilled personnel to investigate computer-en-
abled crimes is tremendous. This problem is compounded by the rapid advances in
technology, which make continual training a necessity. In addition, there is a short-
age of qualified instructors available to deliver law enforcement training in this
area.

The Computer Crime Unit has provided instruction to thousands of law enforce-
ment personnel throughout the State. At the same time, other law enforcement
agencies are engaged in similar training programs. Consequently, duplicative train-
ing programs are emerging without coordination. These training efforts must be
streamlined in a cooperative manner with delivery channels that result in high-
quality instruction and training.

The United States Department of Justice currently funds the National Cybercrime
Training Partnership—a consortium of experts from government, academia, and the
private sector. New coursework is being developed based on the knowledge, skills,
and abilities required today in the field of computer crime. One goal of the partner-
ship is to identify existing, government-owned training and make it available at the
local level in each state. Through ‘‘train the trainer’’ and distance learning pro-
grams, and in cooperation with academia, these modules must be incorporated into
law enforcement training and academic degree programs.

WHAT MAKES THIS AREA SO CHALLENGING?

The broad reach of the Internet, which connects millions of people worldwide, pre-
sents a number of unique challenges to law enforcement in the fight against
Cybercrime. Technologically sophisticated criminals can exploit the Internet’s speed
and distributed nature to commit crime and wreak havoc without regard to geo-
graphic and jurisdictional boundaries. A single perpetrator is able to anonymously
take advantage of millions of vulnerable computer neophytes with relative ease.
Law enforcement’s dilemma is further complicated by the rate at which techno-
logical innovations evolve.

The nature of Cybercrime necessitates that law enforcement overcome institu-
tional resistance to information sharing. Improving existing relationships and forg-
ing new partnerships, inside and outside of law enforcement, will improve every po-
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lice agency’s ability to exchange information in an expeditious manner. In so doing,
law enforcement will be in a better position to investigate crime.

Attracting qualified candidates in the field of Cybercrime and computer forensics
is difficult given the higher salaries offered by the private sector for similar skills.
This amplifies the challenge for law enforcement agencies that seek to blend the sta-
bility and deployment flexibility of sworn personnel, with the technical expertise of
civilian analysts. In addition, this rapidly expanding and evolving field requires per-
sonnel to receive training on a continuous basis in order to keep pace with the
cybercriminal.

It is neither efficient nor practical for New York State to expect over 500 local
police departments to investigate computer crimes and conduct forensic analyses.
Most of these small local police departments, many with staffing levels of less than
10, lack sufficient resources needed to provide a comprehensive response.

Accordingly, the New York State Police with its statewide reach, investigative
knowledge and expertise in the field of computer crime, make it the logical choice
to play a central role in the development and operation of a coordinated Cybercrime
initiative in New York State.

WHAT DO WE NEED TO DO IN THE FUTURE?

Fighting Cybercrime requires a coordinated approach, which unites local re-
sources with those at the state and national level. Government must work coopera-
tively to ensure that statewide initiatives to fight Cybercrime are not duplicative.
New York State, and others, must fit into a coordinated national plan, which en-
sures that staffing, equipment, and training resources are maximized, and provides
a mechanism to share vital information. The federal government should work coop-
eratively with states to develop statewide initiatives in an effort to advance a sys-
tematic approach.

As part of an effort to develop a comprehensive and coordinated statewide initia-
tive, the New York State Police and the Office for Technology took the first step
toward meeting this goal by developing a multi-agency plan to protect the State’s
interconnected information systems.

This framework provides the mechanism by which the Office for Technology can
secure the State’s information systems, conduct network analysis, share informa-
tion, and provide technical emergency response. Once a criminal act is identified,
the New York State Police would mobilize the requisite investigative and forensic
resources.

Specifically, the New York State Police would deploy highly trained investigative
resources regionally around the State to investigate information system threats and
crimes involving technology. These regional investigative units would be supported
by a centralized operation with a wide range of services. A computer forensics lab-
oratory would process large quantities of digital evidence in an expeditious manner,
while meeting the most complex analytical challenges.

Another unit would conduct Cybercrime training initiatives, program develop-
ment, and legal research and analysis. This unit would be responsible for training
members of the State Police, and would work with other agencies to develop state-
wide training standards. In addition, an onsite legal expert would examine and re-
search the complex challenges which accompany Cybercrime investigations, and at
the same time, work closely with prosecutors during criminal investigations, pro-
posing legislation and regulation as necessary.

The proposal also calls for highly trained State Police liaison personnel to be lo-
cated at the Office for Technology to coordinate and initiate the necessary law en-
forcement response to a network intrusion or cyber attack.

Overall, this collaborative, multi-agency information systems protection proposal
provides the foundation to build a statewide, coordinated Cybercrime initiative in
New York State.

Building a framework of this type requires that the unique strengths and capabili-
ties of various regions be considered. These include:
Western New York:

• academic and research institutions in Buffalo and Rochester,
• a number of experienced Cybercrime investigators and prosecutors,
• geographic proximity to our Canadian partners in Ontario, and
• a newly developed Regional Computer Forensic Laboratory, established by the

United States Attorney’s Office in the Western District of New York.
Upstate New York:

• the center of New York State government,
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• major academic and research institutions, including the University at Albany
and Rensselaer Polytechnic Institute,

• the hub of the NYeNet, a statewide fiber optic network which supports the
New York State E-Government Initiative,

• the New York State Police Forensic Investigation Center, along with the
headquarters of our major investigative operations into the areas of narcotics,
auto theft, and organized crime which operate in close cooperation with gov-
ernments in New England, New York City, and Quebec, Canada, and

• major research centers at Syracuse University, Cornell University, and the
Air Force Research Laboratory in Rome, New York which are vital resources
in the development of information assurance and computer security tech-
nologies,

New York Metropolitan Area:
• the hub of international commerce,
• home of the United Nations,
• major research universities,
• the multi-agency New York Electronic Crimes Task Force, and
• the New York City Police Department, the nation’s largest law enforcement

agency

WHAT CAN THE FEDERAL GOVERNMENT DO TO HELP?

The national and international ramifications of Cybercrime suggest that the fed-
eral government develop funding guidelines promoting the adoption of a coordi-
nated, statewide approach to address the growing threat of Cybercrime.

Computer Crimes Enforcement Act of 2000
We support the Computer Crimes Enforcement Act of 2000 (P.L.106–572), which

was signed into law on December 28, 2000, and urge Congress to fund this legisla-
tion and consider additional funding targeted to those states that develop a state-
wide coordinated Cybercrime initiative.

Paul Coverdell National Forensic Sciences Improvement Act of 2000
We support the Paul Coverdell National Forensic Sciences Improvement Act of

2000 (P.L.106–561), which was signed into law on December 21, 2000, and urge
Congress to appropriate funds specifically for computer forensic laboratories, with
funding again aimed at states that develop coordinated Cybercrime initiatives.

Office of Juvenile Justice and Delinquency Prevention (OJJDP)
Funding for Internet Crimes Against Children

We support continued funding for the Internet Crimes Against Children program,
through the Office of Juvenile Justice and Delinquency Prevention (OJJDP), and
urge Congress to direct major grant awards to each state. In addition, funding for
forensic capacity should be coordinated with other funding efforts in forensics, and
funding for training should be coordinated with the efforts of the National
Cybercrime Training Partnership and other training efforts.

National Cybercrime Training Partnership (NCTP)
We support continued funding for the National Cybercrime Training Partnership

program to develop curricula and educate instructors. We urge Congress to establish
a dedicated Scholarship Fund that would enable critical personnel from state and
local government to participate in existing coursework identified by the partnership.

CLOSING REMARKS

Mr. Chairman, I would like to thank the committee for allowing me to share with
it the facts regarding Cybercrime in New York State. I look forward to continuing
to work with you and the Members of your Subcommittee. At this time I would be
pleased to address any inquiries you might have.

Mr. SMITH. Thank you, Mr. Stevens.
Mr. McCaul?
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STATEMENT OF MICHAEL T. McCAUL, DEPUTY ATTORNEY
GENERAL FOR CRIMINAL JUSTICE, AUSTIN, TX

Mr. MCCAUL. Thank you, Mr. Chairman. Let me first say it is
good to see a fellow Texan in your position. And Members of the
Subcommittee, I thank you for this opportunity to testify on the
topic of cyber crime and efforts at the State level to combat it.

In my view, two factors have converged in recent years to bring
about a major criminal justice problem, and that is the widespread
use of computers and the Internet to commit crimes and a critical
lack of resources. Last September, Attorney General John Cornyn
launched the Texas Internet Bureau to address the rapid growth
of cyber crime in Texas. Since that time, the investigators and
prosecutors in our office have been faced with a daunting array of
cases, from Internet-savvy child predators, online child pornog-
raphers, to computer hackers, identity thieves, and fraud online.

Modern day criminals have learned to exploit the Internet and
leverage computer technology to reach a virtually unlimited num-
ber of victims while maintaining a maximum level of anonymity,
and I have no doubt that the number and variety of computer
crimes will continue to mount. It is projected that global e-com-
merce dollars will rise from $50 billion in 1998 to $1.3 trillion in
2003. The phrase ‘‘follow the money’’ applies not only to investors
but to criminals as well.

Unfortunately, one of the biggest problems is that computer
criminals are targeting the most vulnerable of our society, and that
is the children. While the Internet has revolutionized the ways in
which the world communicates, there is an equally awesome dark
side to it. According to the Federal Bureau of Investigation, child
pornography was virtually extinct prior to the advent of the Inter-
net. However, with increased Internet usage in America and the
world, there has been an alarming increase in child pornography
cases.

According to the U.S. Postal Service. 40 percent of the offenders
who have been arrested with child pornography downloaded from
the Internet have already sexually assaulted minors. That is a
staggering statistic.

The National Center for Missing and Exploited Children issued
a report entitled ‘‘Online Victimization: A Report on the Nation’s
Youth.’’ This report presents troubling and startling results. Based
on interviews of 1,500 youths between the ages of 10 and 17, the
report found that approximately one in five children received a sex-
ual solicitation or approach over the Internet in the last year. One
in four children had an unwanted exposure on the Internet to sexu-
ally explicit images, and 1 in 17 children were either sexually
threatened or harassed.

A large portion of our case load in Texas involves the investiga-
tion of these online child predators. In one case recently inves-
tigated, a 25-year-old school teacher was arrested after he solicited
sex from a person he believed to be a minor in a chat room entitled
‘‘Younger Girls for Older Men.’’ A subsequent investigation re-
vealed that the suspect had previously used the Internet to seduce
a 15-year-old girl, and the suspect was rearrested and charged with
three counts of sexual assault of a child.

VerDate 11-MAY-2000 11:53 Sep 28, 2001 Jkt 000000 PO 00000 Frm 00017 Fmt 6633 Sfmt 6601 G:\WORK\CRIME\052401\72616.000 HJUD2 PsN: HJUD2



12

Another case that our office handled involved a school shooting
case in Brownfield, Texas, to show you how widely diverse these
cases are. Our office became involved after the local police called
for our assistance. They had a report that a student was hacking
into the high school’s computer system.

After we executed the search warrant, we found in the student’s
home a written narrative detailing a plan to shoot up the school
and murder several students, a master key to the high school, and
schematic plans of the high school. And the student was, in fact,
hacking into the school’s computer system. The investigation led to
the prosecution of the juvenile, who is now serving time in a juve-
nile facility in Texas.

These cases demonstrate that computer crimes have serious con-
sequences: the rape of a child, and a potential school massacre. If
we are to stem the flood of cyber crime, State and local authorities
must increase their enforcement efforts. Attorney General Cornyn’s
Texas Internet Bureau is a step in the right direction and, I be-
lieve, a model for the Nation, but it is only a first step.

I believe that any efforts aimed at helping State and local law
enforcement authorities to combat cyber crime should be focused on
three primary areas of concern: one, jurisdictional issues; two, coop-
erative initiatives; and, three, resources.

Traditional State and local law enforcement agencies have been
keenly aware of the jurisdictional boundaries in which they oper-
ate. This model is very effective in handling local crimes where the
suspect, the victim, and the crime scene are all in one jurisdiction.
The Internet, however, is an environment without boundaries, an
environment which enables criminals to victimize local populations
from anywhere in the world.

Consider an example: a fraudulent scheme targeting Texas resi-
dents is perpetrated from a web site located in Ohio. Investigators
don’t know where the perpetrator lives, and in order to locate the
suspect, we must issue a subpoena and serve that on the ISP in
Ohio. Currently, there is no formal mechanism for service of proc-
ess or compliance with the subpoena, so the ISP could completely
ignore the subpoena altogether. Or Texas prosecutors might suc-
ceed in convincing the ISP to comply by obtaining help from local
authorities in Ohio. The problem with this is that it would be a
matter of professional courtesy and not one of a legal process.

This example illustrates the kind of jurisdictional hurdles often
faced by State and local authorities, and the need for laws that pro-
vide for authority for out-of-State service of process and enforce-
ability of that process.

I am convinced that the problem of computer crime cannot be ad-
dressed by any one level of government acting on its own. And
while the Feds have taken the lead in this area, they cannot solve
this problem alone, and the States need to step up to the plate. It
is simply not enough to react to the problem. Law enforcement
must learn to interact if we are to triumph over network crime.

The vast scope of the Internet and its increasing pervasiveness
demands that governments develop partnerships and joint initia-
tives. Recently the National Association of Attorneys General, or
NAAG, and the Department of Justice’s Computer Crime and Intel-
lectual Property Section, worked together to create a Computer
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Crime Point of Contact list that contains the name of the investi-
gator and prosecutor for each State. These individuals have agreed
to serve as contact points when investigators from out-of-State
have questions during the course of a cyber crime investigation or
prosecution.

In Texas our office has been involved in another joint initiative
which I believe is most significant, and that is the creation of the
North Texas Regional Computer Forensics Lab. This lab is a multi-
agency facility that serves the computer forensics needs of all law
enforcement agencies in a 137-county region surrounding the Dal-
las area.

Prior to the creation of the lab, there was about an 8 to 12 month
backlog of seized computers that needed to be examined. Since the
creation of the lab, that delay has been reduced to less than 1
month.

Mr. SMITH. Mr. McCaul, I have to interrupt you. I am tracking
your statement, and unfortunately we are running short of time.
Could I ask you to summarize the remaining part of your state-
ment?

And let me also say to all the witnesses today that, without ob-
jection, your entire testimony will be a part of the record.

Mr. MCCAUL. Yes, Mr. Chairman.
I would like to say we have partnered with the FBI and the Com-

merce Department’s Critical Infrastructure Office to host a con-
ference this fall on cyber terrorism. I believe with the dawn of the
Melissa virus and others, the threat to our national security by a
rogue nation or a small group of anarchists by computers is really
no longer futuristic, but rather is a present-day reality, and it is
imperative that the Federal Government partner with the States to
protect our critical infrastructure.

My last point, and I think perhaps most importantly in response
to Congressman Scott’s question about enacting new laws, I believe
the area where we need the most help and where we don’t need
a new law enacted is in the area of the Computer Crime Enforce-
ment Act. That was enacted into law.

That act provided for funding for the States, a grant program to
assist State and local law enforcement. It also provided for $25 mil-
lion over the next 4 years for the purpose of what we are discussing
here today, and that is to help the State and local law enforcement
authorities. I simply ask that the Congress appropriate the funding
that the act authorized. Unfortunately, funding was never appro-
priated under this act, and I believe without that funding it is vir-
tually impossible for us to do an effective job to combat cyber
crime.

Thank you very much.
[The prepared statement of Mr. McCaul follows:]

PREPARED STATEMENT OF MICHAEL T. MCCAUL

Mr. Chairman and Members of the Subcommittee, I thank you for this oppor-
tunity to testify on the topic of cyber crime and efforts at the state level to combat
it. Two factors have converged in recent years to bring about a major criminal jus-
tice problem: the wide spread use of computers and the Internet to commit crimes,
and a critical lack of resources, especially at the state and local level, to combat
computer-related crime. Last September, Attorney General John Cornyn launched
the Texas Internet Bureau to address the rapid growth of cyber crime in Texas.
Since that time the investigators and prosecutors at the Internet Bureau have been

VerDate 11-MAY-2000 11:53 Sep 28, 2001 Jkt 000000 PO 00000 Frm 00019 Fmt 6633 Sfmt 6621 G:\WORK\CRIME\052401\72616.000 HJUD2 PsN: HJUD2



14

1 DAVID FINKLEHOR, KIMBERLY J. MITCHELL, & JANIS WOLAK, ONLINE VICTIMIZATION: A RE-
PORT ON THE NATION’S YOUTH (The National Center For Missing and Exploited Children 2000)
(June 2000).

faced with a daunting array of cases—from Internet savvy child predators and on-
line child pornographers to computer hackers, identity thieves and computer
fraudsters. Modern day criminals have learned to exploit the Internet and leverage
computer technology to reach a virtually unlimited number of victims while main-
taining a maximum level of anonymity, and I have no doubt that the number and
variety of computer crimes will continue to mount.

Unfortunately, one of the biggest problems is that computer criminals are tar-
geting the most vulnerable of our society—children. While the Internet has revolu-
tionized the ways in which the world communicates, there is an equally awesome
dark side. According to the Federal Bureau of Investigation, child pornography was
virtually extinct prior to the advent of the Internet. However, with increased Inter-
net usage in America and the world there has been an alarming increase in child
pornography cases. According to the U.S. Postal Service, 40 percent of the offenders
who have been arrested with child pornography downloaded from the Internet have
sexually assaulted minors. The National Center for Missing and Exploited Children
and the Crimes Against Children Research Center’s June 2000 report entitled On-
line Victimization: A Report on the Nation’s Youth presents startling and disturbing
results. Based on interviews with a nationally representative sample of 1,501 youths
ages 10 to 17 who use the Internet regularly, the report found:

• Approximately one in five children received a sexual solicitation or approach
over the Internet in the last year.

• One in thirty-three received an aggressive sexual solicitation—a solicitor who
asked to meet them somewhere; called them on the telephone; sent them
paper mail, money, or gifts.

• One in four children had an unwanted exposure on the Internet to pictures
of naked people or people having sex in the last year.

• One in seventeen children was threatened or harassed.
• Approximately one quarter of the children who reported these incidents were

distressed by them.
• The interviewed children reported less than 10% of the sexual solicitations

and only 3% of the unwanted exposure episodes to law enforcement, the
Internet Service Provider, or a hotline.

• Only about 25% of the youth sexually solicited or approached told a parent
and only 40% of those who experienced unwanted exposure to sexual material
told a parent.

• Only 17% of youth and approximately 10% of parents could name a specific
authority (such as the FBI CyberTipline, or an Internet service provider) to
which they could make a report, although more said they had ‘‘heard of’’ such
places.

• In households with Internet access, one third of parents said they had fil-
tering or blocking software on their computer at the time they were inter-
viewed.1

A large portion of the Texas Internet Bureau’s case load involves the investigation
of online child predators. In one case recently investigated by the Internet Bureau,
a twenty-five year old school teacher was arrested by Austin police officers and
Internet Bureau investigators after he solicited sex from a person he believed to be
a minor in a chat room entitled ‘‘Younger Girls for Older Men.’’ A subsequent inves-
tigation revealed that the suspect had previously used the Internet to seduce a fif-
teen year old girl, and the suspect was re-arrested on three counts of sexual assault
of a child.

Internet Bureau investigators have been involved in other cases as well. For ex-
ample, last March, an investigator from the Internet Bureau assisted local police in
investigating a potential school shooting case in Brownfield, Texas. The Internet Bu-
reau became involved after Brownfield police received a report that a student was
hacking into the local high school’s computers. When the Internet Bureau and local
police searched the student’s home, they discovered a written a narrative detailing
a plan to shoot up the school and murder several students, a master key to the high
school, and schematic plans of the high school. Investigators also learned that the
student was, in fact, hacking into one of the school’s computers. The investigation
led to the prosecution of the juvenile who is now serving time in a juvenile facility
in Texas.
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These cases demonstrate that computer crimes have serious consequences—the
rape of a child, and a potential school massacre. If we are to stem the flood of cyber
crime, state and local authorities must increase their enforcement efforts. Attorney
General Cornyn’s Texas Internet Bureau is a step in the right direction, but it is
only a first step.

I believe that any efforts aimed at helping state and local law enforcement au-
thorities combat cyber crime should be focused on three primary areas of concern:
(1) jurisdictional issues, (2) cooperative initiatives, and (3) resources.

JURISDICTIONAL ISSUES

Traditionally, state and local law enforcement agencies have been keenly aware
of the jurisdictional boundaries in which they operate. City police officers patrol the
city, county sheriff’s deputies patrol the county outside of the city, and state police
officers patrol the Interstate highway system. This enforcement model is very effec-
tive in handling local crimes—crimes where the suspect, the victim, and the crime
scene are located within one jurisdiction. The Internet, however, is an environment
without boundaries; an environment which enables criminals to victimize local pop-
ulations from anywhere in the world. Consider an example: a fraudulent scheme
targeting Texas residents is perpetrated from a website. The website is hosted on
a computer in Ohio, and investigators are not sure where the perpetrator is located.
In order to locate the fraudster, Texas prosecutors would likely issue subpoenas to
the service provider in Ohio, but currently, there is no formal mechanism for service
and compliance with this subpoena and the Ohio provider could choose to ignore the
subpoena altogether. Texas prosecutors might succeed in convincing the service pro-
vider to comply by obtaining help from authorities in Ohio, but this would be a mat-
ter of professional courtesy and not legal process. In addition, because service pro-
viders often only temporarily maintain records of Internet activity, the delay caused
by having to contact out of state authorities and obtain assistance may result in the
deletion of the records sought.

This example illustrates the kind of jurisdictional hurdles often faced by state and
local authorities investigating crime on the Internet. State and local authorities
need laws that provide authority for out of state service of process and enforceability
of that process.

COOPERATION AND COORDINATION

I am convinced that the problem of computer crime cannot be addressed by any
one level of government acting on its own. It is simply not enough to react to this
problem—law enforcement must learn to interact if we are to triumph over network
crime. The vast scope of the Internet and its increasing pervasiveness demands that
governments develop partnerships and joint initiatives. Recently, the National Asso-
ciation of Attorneys General (‘‘NAAG’’) and the Department of Justice’s Computer
Crime and Intellectual Property Section (‘‘CCIPS’’) worked together to create a
‘‘Computer Crime Point of Contact List’’ that contains the name of an investigator
and prosecutor from each state. These individuals have agreed to provide their tele-
phone numbers and to serve as the contact point when investigators from out of
state have questions during the course of a cyber crime investigation or prosecution.
A copy of this list is available on NAAG’s website at www.naag.org.

In Texas, our office has been involved in another joint initiative—the creation of
the North Texas Regional Computer Forensics Lab. The North Texas Regional Com-
puter Forensics Lab is a multi-agency facility that serves the computer forensics
needs of all law enforcement agencies in a 137 county region surrounding the Dallas
metroplex area. The cases investigated and prosecuted by the Texas Internet Bu-
reau often turn on evidence contained within computers, evidence that must be ex-
amined and analyzed by experts such as those at the North Texas Regional Com-
puter Forensics Lab. Prior to the creation of the lab, however, there was an eight
to twelve month back log of seized computers that needed to be examined. This
meant that if an investigator developed probable cause to search a child pornog-
rapher’s computer for evidence of child pornography, the investigation would be put
on hold for almost a year while the computers were analyzed and evidence ex-
tracted. Since the creation of the North Texas Regional Computer Forensics Lab,
that delay has been reduced to less than a month. Attorney General Cornyn is very
proud that the Texas Internet Bureau has joined with the FBI and nine local police
departments in creating this Lab as the resource it provides will greatly enhance
Texas efforts to bring cyber criminals to justice.

Because we believe joint law enforcement efforts can have a truly awesome im-
pact, our office is aggressively pursuing collaborations with all levels of law enforce-
ment. For instance, the Texas Internet Bureau is working closely with the Dallas
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Police Department and the Dallas County Sheriff’s office in the Internet Crimes
Against Children Task Force. Frequently, investigators from our office conduct joint
investigations with the Austin Police Department’s High Tech Squad or with the
Texas Department of Public Safety’s Special Crimes Division.

We are also working with federal agencies. In fact, we were able to attract a top
cyber crime prosecutor, Reid Wittliff, from the Dallas US Attorney’s office to head
the Internet Bureau. Another one of our prosecutors has been selected for a fellow-
ship sponsored by NAAG with funds received from the Bureau of Justice Assistance
at the Computer Crime and Intellectual Property Section here in Washington. In
prior years, representatives from three attorneys Generals’ offices have gained valu-
able experience during the fellowship. If this years fellowship is funded, we see two
benefits coming from it: first, our attorney will gain expertise and training in the
area of computer crime and bring that experience to the Texas Internet Bureau, and
second, our office will build a closer relationship with the Department of Justice.
Following the success of the CCIPS fellowship, the Texas Internet Bureau has plans
to start a similar internship program this Fall. We plan on creating two internship
positions for local police officers who will come work at the Internet Bureau and
gain experience and hands on training, and then take that experience back to their
local departments after the internship.

RESOURCES

Joint partnerships of federal, state, and local law enforcement agencies such as
the North Texas Regional Computer Forensics Lab are the solution to the problem
of cyber crime—but these initiatives will not get off the ground without resources.
Cyber crime fighting is an expensive endeavor. Technical equipment is expensive,
and technology is rapidly changing. The cyber crook is likely to have up to date
technology and law enforcement needs to keep pace with him. Funding for personnel
is critical. Training an officer is costly. According to the Director of the North Texas
Regional Computer Forensics Lab, it costs almost $35,000 to train one of their com-
puter forensics examiners. And once officers are trained, retention becomes a prob-
lem as technically trained law enforcement officers are few and far between and
often have offers to work at high-paying private sector jobs. The computer crime
point of contact list mentioned earlier can be a tremendous resource, but only if the
state contacts on the list have the resources and support needed to handle computer
crime referrals. Simply put, the states need funding for personnel, training, and not
just a one-time allotment, but on a recurring basis. Although Congress authorized
money for computer crime investigations and forensics programs last year, the pro-
visions went unfunded. The states desperately need this appropriation. Without it,
cash strapped agencies will not be able to effectively investigate the computer
crimes reported to them.

In sum, we believe an effective cyber crime strategy should include: new legisla-
tion aimed at breaking down jurisdictional barriers to cyber crime investigations;
programs designed to foster multi-agency approaches to computer crime investiga-
tions and prosecutions; and finally, an increase in resources to law enforcement for
use in cyber crime investigations and prosecutions. We are very pleased to see that
Congress is concerned about this pressing criminal justice problem and we look for-
ward to working with the Subcommittee in finding solutions to the growing com-
puter crime problem.

Mr. SMITH. Thank you, Mr. McCaul.
Mr. Cassilly?

STATEMENT OF JOSEPH I. CASSILLY, STATE’S ATTORNEY,
HARFORD COUNTY, BEL AIR, MD

Mr. CASSILLY. Thank you, Mr. Chairman, Members of the Com-
mittee. Thank you on behalf of the National District Attorneys As-
sociation, representing America’s local prosecutors, for the oppor-
tunity to express our concerns on cyber crime. I am the Chair of
the Cyber Crime Committee of the NDAA, and its representative
on an FBI cyber crime working group to develop unified strategies
to deal with this epidemic.

I have been a prosecutor for 24 years, elected to office five times.
My office has handled numerous types of cyber crimes. I would like
to highlight three areas of concern.
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One, training and resources. As has been expressed by other wit-
nesses, there is definitely a need for training. I would like to focus
on what local prosecutors need. Computers have created new
crimes, such as viruses and denial of service attacks, and provided
innovative ways to commit old crimes.

With these problems have come development of new investigative
methods, new laws regarding obtaining evidence, working in for-
eign jurisdictions, and learning a new vocabulary. For the pros-
ecutor comes the task of presenting cyber evidence to judges and
juries, and assessing losses for sentencing.

Since cyber crime is a relatively new area, there is a dearth of
prosecutors with any knowledge in this area. We need funding to
bring classes and speakers to the States and provide multidisci-
plinary training so that prosecutors, investigators, and technicians
can learn together. A traveling curriculum could quickly give local
law enforcement the tools we need to plan and react.

Along with this, we do not have the equipment needed to inves-
tigate and prosecute cyber offenses and present the cases in the
courtroom. We need seed money to get the computer equipment
and the skills to use it at the local level. We need intensive efforts
to train prosecutors on handling cyber crimes.

Two, forensic labs. Mr. McCaul indicated the problems with fo-
rensic labs. One solution that I visited is the regional computer fo-
rensic laboratory in San Diego. The lab’s physical set-up was ac-
quired principally with Federal money, but it is staffed with law
enforcement officers from 27 local, State, and Federal police agen-
cies. This provides the top of the line resources to local law enforce-
ment and leads to standardized procedures, interagency coopera-
tion, and information sharing.

Contrast this with other places where competing Federal agen-
cies have labs within miles of one another which do not share re-
sources or experience, or cooperate with one another or with neigh-
boring State and local labs. Please visit this lab and understand
the work they do. Then Congress should take the lead to ensure
that a series of these labs is developed to serve all levels of govern-
ment.

The third area is standardization, first as it relates to laws. Con-
gress needs to take the lead in uniform laws for securing evidence
from out-of-State witnesses, ISPs, and record storage facilities.
Federal laws should make it possible for and require Federal law
enforcement and U.S. Attorneys to use their offices to assist local
law enforcement in the preparation of subpoenas and warrants and
the service of same, and to assist in the investigation of cyber
crime, to obtain the evidence and relay it to the State. They could
do this by possibly cross-designating local attorneys to act as As-
sistant U.S. Attorneys and give them access to the Federal courts,
or by requiring Internet service providers to accept subpoenas from
out-of-State as if they were issued from within their own States,
without the necessity, as Mr. McCaul indicates, of going through
the local prosecutor’s office.

Second is laboratory standards. Why is this an issue for local
prosecutors? Look at the thousands of hours of prosecutor prepara-
tion and court time for hearings in court after court to establish the
scientific acceptability and reliability of DNA and DNA laboratory
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procedures, to understand why a local prosecutor would be inter-
ested in a standard set of forensic procedures. Besides law enforce-
ment, there are many other computer forensic laboratories.

Laboratory standards might best come from the National Bureau
of Standards, with input from law enforcement, the IT industry,
and others. A uniform set of standards would improve laboratory
quality, and allow the prosecutor and the judge or jury to know
that evidence they rely on was obtained with the best practices.

If our law enforcement efforts continue to develop in a random
manner, our confusion will only be aiding criminals. On behalf of
America’s prosecutors, the National District Attorneys Association
looks forward to working with you to fashion a solution. Thank
you.

[The prepared statement of Mr. Cassilly follows:]

PREPARED STATEMENT OF JOSEPH I. CASSILLY

My name is Joe Cassilly and I am the elected prosecutor in Harford County,
Maryland. I want to thank you on behalf of the National District Attorneys Associa-
tion, representing the local prosecutors of this Nation, for the opportunity to give
you our concerns on cyber crime. On behalf of our members I want to commend this
Committee in pursing an area of vital importance to the citizens and our system
of criminal justice.

I am also the Chair of the Cyber Crime Committee of the National District Attor-
neys Association and have served in various capacities within that organization
since 1996. I also serve as the NDAA representative on FBI cyber crime working
groups as we attempt to develop unified strategies to fight this epidemic. In addition
to these national offices, I am also the president of the Maryland State’s Attorneys
Association.

The views that I express today represent the views of that Association and the
beliefs of local prosecutors across this Country. Let me assure you that local pros-
ecutors need your help in tackling this every increasing criminal threat.

To place my remarks in context—on both a local level and on the national stage
let me briefly tell you about my jurisdiction. Harford County is northeast of Balti-
more and lies along the Susquehanna River. It has a population of about 225,000
people living in towns, suburban and rural areas with one large military base with-
in our jurisdiction. I have been prosecutor for 24 years and honored to serve in my
current office for 19 years, having been elected to office 5 times. I still actively try
cases as well as supervise a staff that includes 23 deputy and assistant state’s attor-
neys. Annually, my office handles more than 2500 felony cases.

During my tenure as a prosecutor, my office has investigated various computer
crimes including cyber stalking, bomb and shooting threats in schools, child pornog-
raphy, identity theft and on-line fraud schemes. In the course of those investigations
I have worked with local, state and federal law enforcement agencies as well as se-
curity personnel from the information technology industry.

When we think of ‘‘cyber crimes’’ we frequently look at the headlines of inter-
national bugs and viruses—let me personalize this for you.

Recently, one of my police departments was contacted by a teenager in Arizona
and told that a teenage boy on an Internet Relay Chat room had threatened a shoot-
ing at a Harford County high school. Working through the night the police with as-
sistance from AOL were able to begin to trace back the message. Unfortunately, the
police had to wait until another ISP opened the next morning to complete the infor-
mation and arrest the juvenile. Due to the opening time of school, we were unable
to obtain the information before students began arriving and armed, uniformed po-
lice officers had to be stationed around the school as a precaution. Needless to say
parents and students were quite upset.

In another case, the teenage daughter of a local elected official met a man in a
cyberspace chat room. She agreed to meet him. He came in from New York. He
drugged her drink, undressed her and videotaped her. When he set up a later meet-
ing, the police were waiting. A search warrant executed in his residence found other
victims.

And finally—child pornography. Nothing is as truly revolting and heartbreaking
as to get into hidden files on a computer disk only to find movies and still photos
of a small child being brutalized, degraded and scarred for life. The demand for
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these images is an international scandal, which starts each time with one child who
needs the protection of local police and prosecutors.

I would like to highlight three areas of concern from the perspective of local pros-
ecutor and use those as the catalyst for any further areas of discussion that you
wish to pursue. They are the need for resources and training at the local level; the
need for regional forensic laboratories and, lastly, the need for standardization of
laws and forensic efforts across the nation and even internationally.

TRAINING AND RESOURCES

Crime once required a physical presence but it doesn’t anymore. Computers have
created new crimes, such as viruses, denial of services attacks, and hacking. Com-
puters provide innovative new ways to commit old crimes; such as theft, pornog-
raphy and drug dealing. With these problems have come the development of new
investigative challenges, contacting hundreds, even thousands, of victims from a sin-
gle internet solicitation, defining jurisdiction of a crime that spans dozens of states
or countries, getting cooperation from service providers, record storage sites and in-
vestigators in other states or countries, new laws regarding obtaining evidence or
working with laws in foreign jurisdictions. Learning a new vocabulary of IP, IT,
URL, encryption, steganography and volatile memories. Additionally for the pros-
ecutor comes the tasks of having courts recognize computer forensic laboratory tech-
niques and technicians, presenting evidence to judges and juries and assessing the
losses for sentencing.

The majority of law enforcement focus will be on financial records, location of sto-
len property, child pornography, terrorist threats, stalking, trespasses and other
thefts and frauds. One or two people on LAN’s using the WAN to defraud other
smaller users at the other end generally perform these.

One of the major problems of state law enforcement has nothing to do with tech-
nology but is basic jurisdiction and cost efficiency. The majority of frauds and thefts
are under $100,000 and usually involve parties resident in different states. The fed-
eral authorities have little interest in cases under $1 million—so most of the case-
load will naturally fall to the states. But will a Prosecutor be willing or have the
resources to extradite on a $5,000 theft case?

We also have a lot to learn about search and seizure law as applied to the cyber
world. In seizing a computer system it is important to have a very expansive list
of items that can and should be seized. Off machine disk drivers can contain more
data than the hard drive but if you don’t specify them in the warrant you miss cru-
cial evidence.

We also have to recognize that chain of evidence rules still apply and may even
be more difficult as hard-and-soft ware goes through various forensic laboratories.
A challenge here is when we have to use non-law enforcement organizations (such
as the technology industry themselves); then we have to ensure they fully under-
stand the requirements before any thing is actually turned over to them for anal-
ysis.

The sheer numbers of cases, which are increasing exponentially every year, is be-
yond the capability of any one law enforcement agency; yet at the state and local
level, where the bulk of our law enforcement capabilities are concentrated, we are
particularity unprepared to deal with the sophisticated concepts of cyber crime.

Usually, new prosecutors are trained by more experienced prosecutors in an office,
but since cyber crime has only appeared in the last decade there is a dearth of pros-
ecutors with any knowledge in this area. There is some training available at for ex-
ample the National White Collar Crime Center in West Virginia, but what we need
is funding to bring classes and speakers into the states and provide multi-discipli-
nary training so that prosecutors, investigators and technicians can learn together.

I would note that NDAA’s ‘‘think tank,’’ the American Prosecutors Research Insti-
tute has done some excellent training on a number of complex topics but has not
been provided opportunities to work with prosecutors in this emerging and difficult
area. A traveling curriculum could quickly give local law enforcement the tools we
need to plan and react. It’s impossible to convince a jury of something that you don’t
understand yourself!

Many of our prosecutors have better computers on their kid’s desks at home then
they do in their offices—some do not even have computers in their offices. In addi-
tion you need computers, projectors, zip drives and specialized software to present
these cases in the courtroom. By and large we do not have the equipment needed
to investigate and prosecute cyber offenses and even when we do it is often out
dated compared to the latest equipment that many cyber criminals use.
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Bottom line—we need help in seed money to get the computer equipment and the
skills to use it at the local level. We need intensive efforts to train prosecutors on
trying cases in which computers are used to facilitate the offense.

Congress receives many pleas for help but the nature of cyber crime demands na-
tional attention.

FORENSIC LABS

Part of the investigative work necessary to identify and prosecute a cyber criminal
is the forensic work that must be done to capture and preserve evidence of the
criminal activity. Just as a forensic investigator identifies and analyzes evidence at
a ‘‘traditional’’ crime scene, evidence from computers must be identified and ana-
lyzed. This is, obviously not an easy task and the wait for the work to be done now
can be unreasonable. And while we wait for forensic work to be completed cyber
criminals may be free to victimize others.

I would like to call the Subcommittees’ attention to one solution—that of the re-
gional computer forensic laboratory that has been established in San Diego. The
lab’s physical set-up was acquired principally with Federal money but it is staffed
with law enforcement officers from 27 local, State and Federal police agencies. Not
only does this provide the top of the line resources to local law enforcement, but
also it leads to standardized procedures, and inter-agency cooperation and informa-
tion sharing. The lab also contains a classroom that provides the training we need.
I would urge that you visit this lab and understand the complexity of the work they
do; then I would urge that Congress take the lead to ensure that a series of these
labs is developed to serve all levels of government.

This should be contrasted with other places where competing Federal agencies
have labs within miles of one another, which do not share resources or experience
or cooperate with one another or with neighboring State and local labs.

Years ago, when DNA first became useful as evidence in criminal cases we were
slow to realize it’s potential to both condemn and clear individuals of criminal activ-
ity. And because we were slow we did not develop the laboratory capacity at either
the national or state levels to accomplish the necessary forensic capability to sup-
port our criminal justice system. We need to learn from this and make sure that
we develop forensic facilities for cyber crime before it over whelms our system.

STANDARDIZATION

Standardization relates to two areas.
First, laws. Just as the action of Congress is responsible for a uniform .08 alcohol

reading across the United States, Congress could take a lead in uniform laws for
securing evidence from out of state witnesses, ISP’s and other record storage facili-
ties. For example, America On Line’s corporate headquarters are across the Potomac
in Loudon County, Virginia. Loudon County is around 200,000 citizens.

According to the Commonwealths Attorney for Loudon County, a day does not go
by that his office is not called upon for information and assistance to serve sub-
poenas, warrants and court orders on AOL for prosecutors from New York to Cali-
fornia. In other words the taxpayers of Loudon County are supporting the efforts
in other states to fight a national crime problem. This inequity is repeated in many
other local prosecutors offices where Internet service providers are located.

Federal laws should make it possible for Federal law enforcement and U.S. attor-
neys to use their offices to assist in the preparation of subpoenas and warrants and
the service of same to assist local law enforcement in the investigation of cyber
crime to obtain the evidence and relay it to those states.

Second, laboratory standards. Why is this an issue for local prosecutors? One only
has to look at the thousands dollars and thousands of hours of prosecutor prepara-
tion and court time for hearings to establish the scientific acceptability and reli-
ability of DNA and the accompanying laboratory procedures for its analysis in court
after court to understand why a local prosecutor would be in a standard set of foren-
sic procedures. Since besides law enforcement there many private, national security
and other computer investigators and forensic laboratories, laboratory standards
might best come from the National Bureau of Standards with input from law en-
forcement, the IT industry and others.

A uniform set of standards would improve laboratory quality and from a prosecu-
tor’s perspective allow the prosecutor and the judge or jury to know that evidence
they rely on for guilt or innocence determinations was obtained with the best prac-
tices and is not likely to be attacked in court

It is crucial that we have the ability to investigate and prosecute cases involving
cyber technology—our citizens deserve nothing less. We cannot do this unless we
adopt courses of action that afford a unified approach to the problem. If out law en-
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forcement efforts continue to develop in a random manner, as they are at this time,
we will not be protecting out citizens and our confusion will only be aiding crimi-
nals.

On behalf of America’s prosecutors I, and the National District Attorneys Associa-
tion look forward to working with you on limiting and even ending crimes com-
mitted using advanced technology.

For further information contact
Jim Polley
Director, Government Affairs
National District Attorneys Assn
(703) 519–1651 or james.polley@ndaa-apri.org

Mr. SMITH. Thank you, Mr. Cassilly.
The thrust of my questions is going to be to ask each one of you

what you think the specific problem is that you confront, and also
what you think the solution is, in the way of either changing cur-
rent laws or perhaps drafting new laws. Mr. Stevens, in your testi-
mony you mentioned that the newest challenge you face was the
attacks on the public computer networks. If you will give us some
examples of that, tell us why it is a problem, and then tell us what
the solution is.

Mr. STEVENS. Yes, Mr. Chairman. What we have established in
New York, and what we feel that will be the answer to this model,
on the publicly owned or, if you will, government owned computer
systems, will be a cooperative effort between the Office for Tech-
nology as well as the New York State Police, with advisory Com-
mittees from each one of the State organizations, with a rapid re-
sponse team as well as teams that would be set up that would be
able to manage their own computer systems, so that they could see
that attacks were coming in and they could see if this attack was
in fact being escalated to the point that it was an accidental probe
or some intentional probe, where it may be compromising the sys-
tem, and this may necessitate the need for investigative specialists
and law enforcement then to go and pursue this investigation.

Mr. SMITH. What legislation, if any, would you like to see Con-
gress pass to address that?

Mr. STEVENS. I am not sure if I know what legislation it would
be, sir, but support in our efforts as well as financial support.

Mr. SMITH. I was just going to say more resources, more per-
sonnel, probably.

Mr. STEVENS. More resources and more personnel, for sure.
Mr. SMITH. We hope to have that coming with a bill passed at

the very end of last year that supplied $25 million for cyber crime
efforts. That has not been appropriated yet. So we hope to get some
money toward some of those efforts.

Mr. McCaul, in your testimony you mentioned the rapid growth
of cyber crime in Texas, and you specifically singled out child por-
nography. You were nice enough last week to tell me examples of
how you all had apprehended those engaged in that trade in Texas.

I am wondering if you consider that to be the most serious type
of cyber crime you face. You mentioned, for example, that one out
of five children today are confronted with unwanted pornography
over the Internet. Or is there some other type of cyber crime that
you think we need to address? And also, if you will, tell all of us
what you mentioned to me last week about any changes in legisla-
tion you think would be helpful to you.
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Mr. MCCAUL. Yes. I believe that in terms of prioritizing these
crimes, and there are so many of them, that the first and foremost
one is to protect the kids and the children who are most vulnerable
over the Internet, and so that is what my boss, the Attorney Gen-
eral, has mandated me to do, and that is what we have effectively
done. It is so pervasive out there, and it is relatively untapped or
unenforced, that it is frightening.

We have made a dent in that through partnerships like the
Internet Crimes Against Children Task Force that we have with
the Dallas police, but I think a model that has already been pre-
sented, that seems to work, that I think I would like to see go na-
tionwide, and it is something that others have referred to, are
these computer, regional computer forensics labs. The first one
started in San Diego, and it is truly a joint State, local, Federal ini-
tiative.

In this area you have to combine the forces of government. You
can’t do it alone. And I would like to see, you know, we have done
that in Dallas. You know, in Texas we have a regional lab, and it
just opened a few months ago. It is working extremely well. This
is something I would like to see go across the country, that I think
could truly make a dent in attacking cyber crime.

Funding takes us to the next issue, that the Dallas office needs
more funding. And I do believe with the act that I referred to you
earlier, the funding was authorized and provided for. It just hasn’t
been appropriated. I believe with that funding we could truly bring
our law enforcement efforts up to speed.

Mr. SMITH. Okay. Thank you, Mr. McCaul.
Mr. Cassilly, let me address my last question to you and ask you

why you called cyber crime an epidemic in your testimony, And
also, and perhaps from the point of view of the DAs, you might
have some specific suggestions for legislative changes.

Mr. CASSILLY. Well, an epidemic, I mean, right now I am work-
ing with the National District Attorneys Association. We are hav-
ing a summer conference which is completely focused on cyber
crime. Everywhere I go, people are looking for training. They are
trying to find, ‘‘Where can I go to learn about this?’’ It is very dif-
ficult, I mean, for prosecutors especially, because a lot of us are in
small, two and three, four-man offices. and to have to go away for
a long period of time impacts the office, so they are looking for the
training to be easily available and accessible.

To give you an example of the impact of cyber crime on a local
DA’s office, Loudoun County, Virginia is the corporate head-
quarters for AOL. Loudoun County is about 200,000 people. I
talked with the Commonwealth Attorney for Loudoun County, Vir-
ginia, and he told me probably a day doesn’t go by where they don’t
get a request from prosecutors from New York to California, to help
them to prepare search warrants or to prepare petitions for court
orders to serve on AOL to obtain evidence.

And so what you have is the taxpayers of Loudoun County, Vir-
ginia supporting the nationwide war on cyber crime. That is the
type of thing that the Federal Government should become involved
in by going to the Justice Department, the U.S. Attorneys Offices
and saying, ‘‘Hey, you guys should be the ones out there giving this
assistance to the local prosecutors who are trying to pursue these
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people across State lines.’’ Without that help, it is very, very dif-
ficult.

We recently had a school shooting threat by cyber crime. We
couldn’t get the information from the ISP because they were closed
for the night until after the school opened the next morning. So you
had a school opening surrounded by armed police officers, and fi-
nally we managed to intercept, you know, get the information and
do it. But it is the distance that is involved that really troubles,
I think, a lot of local prosecutors in dealing with this.

Mr. SMITH. Thank you, Mr. Cassilly.
The gentleman from Virginia is recognized for his questions.
Mr. SCOTT. Thank you. I would like to ask the witnesses some

jurisdictional questions, because this is one of the challenges with
cyber crimes. Generally, you catch someone within your jurisdic-
tion, a search warrant is issued for information that is physically
within the jurisdiction, and some of the challenges that cyber
crimes might have.

Mr. Cassilly, you indicated that if someone wants to subpoena
evidence from AOL, they have to go to Loudoun County?

Mr. CASSILLY. Well, AOL will accept certain types of subpoenas
directly from my office. For example, I can fax a subpoena. But
under the Electronic Privacy Act, the Federal act, you can get cer-
tain information by way of a subpoena but if you want to go beyond
that information, you have to get a search warrant or you have to
get a court order. Those two documents have to be issued by a
judge with jurisdiction specifically over AOL, so we have to go to
Loudoun County for that sort of thing.

Mr. SCOTT. A subpoena, you just ask for the information. You
don’t have to ask permission to issue a subpoena?

Mr. CASSILLY. I guess I should clarify. AOL is good enough to ac-
cept our subpoenas without requiring us. Other ISPs actually re-
quire us to go through the local prosecutor to get a local subpoena.
But AOL is trying to be as cooperative as they can be.

Mr. SCOTT. What standard do you need to issue a subpoena?
Mr. CASSILLY. Really, just a reasonable basis that there is crimi-

nal activity. But the evidence that you can get by a subpoena is
very limited, also. All you can get really is the name, address,
phone number, that sort of thing. If you want to go beyond that ini-
tial information, you have to get search warrants, which you are
now moving into the area of probable cause.

Mr. SCOTT. And if a crime is being committed in cyber space, how
do you know where it is being committed?

Mr. CASSILLY. You are asking—I go to the computer guys and I
say, ‘‘Guys, figure out where this is being committed.’’

Mr. MCCAUL. I think the first step, you have to go—and I am
not the expert either, but you have to—AOL is one of the few ISPs
that actually will accept our subpoenas. A lot of them don’t. Having
a Federal law that would require them to accept State subpoenas
would be helpful. But you have to go to the ISPs to get the sub-
scriber identifying information, to find out——

Mr. SCOTT. Well, let’s just give some examples. Somebody is in—
a North Carolina prosecutor thinks a crime is going on in Raleigh,
North Carolina. The ISP is AOL, and you need some information.
How does the local prosecutor in Raleigh—what do they do?
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Mr. STEVENS. If I might assist you, Mr. Scott, if we take the Ra-
leigh case, it is probably very similar to New York. But we have
to think about AOL as being one of the largest, and let’s even
think, let’s go one step further. AOL really is not the Internet. AOL
is the largest network, computer network, potentially, in the world,
without going one step beyond to the outside world, being the
Internet.

But within their own network, if you will, in New York State
what we would need to do, it would be a grand jury subpoena, and
we often have to go—we have to go before a grand jury to initiate
an investigation. A subpoena would be issued to provide you with
the information as to who the subscriber would be relative to that
screen name that you may have, that you suspect in your case, and
the only thing that is going to give you, Mr. Scott, the subscriber
information, the name, the address where they live. That just
starts your initial investigation.

Mr. SCOTT. How long does it take you to get that information?
Mr. STEVENS. Sometimes it may take up to a week or 2 weeks.

In the case of online, let’s say an online threat to a suicide, where
someone calls you up and there is an online threat to a suicide,
often this will take you several hours to get this information. There
is a mechanism with AOL, and AOL works very well with law en-
forcement.

But now you have a suspect, or not a suspect, you have a poten-
tial victim online that is threatening suicide. And what we have to
do is send a letter and prove to them that we have a police emer-
gency here, and they will fax you forms to fill out and then you fax
it back to them. And then you will get the subscriber information,
which may not even be within your State, it may not be within
your Nation, to get law enforcement within that jurisdiction to go
and see if this person is at home.

Mr. SCOTT. How should it work?
Mr. STEVENS. I believe that, as my colleagues here have stated,

we need subpoena power within our own States that will get us the
Federal type of information that is needed. If we have an Internet
service provider in California and there is no point of presence in
New York, I am not sure that a New York subpoena works, sir. I
am certainly not a lawyer. I am law enforcement. But I am not
sure a New York subpoena would work in another jurisdiction.

Mr. MCCAUL. Yes, it depends on the ISP, whether they want to
accept that subpoena out of State. If the ISP is out-of-State yet the
victim, the victimization is occurring in Texas, for instance, where
I am, that would be a nice standard to have under Federal law,
that the ISP should accept service of process for that subpoena, and
that that subpoena can be enforced. Because through that ISP
there are illegal acts occurring in the State where the subpoena is
originating.

Mr. CASSILLY. I mean, I think, Mr. Scott, your concern is, you
don’t want unnecessary or frivolous subpoenas being served to col-
lect information. You have a privacy concern, which I understand.
But I think that if the Federal law——

Mr. SCOTT. It is also a jurisdictional thing. If everything is going
on in Virginia, a Kansas prosecutor can’t be issuing subpoenas.
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Mr. CASSILLY. Well, if there is a Federal—I mean, what I think
would work is a Federal statute, if you want to put on that statute
certain standards or requirements for certain information to be
met, but the point being that if the Kansas prosecutor is dealing
with the school bomb threat or the school shooting threat, and they
don’t have lots of time to go through, back and forth, and getting
a prosecutor in another State to get a judge out of bed to, you
know, sign something, and then hand-carry that down to the ISP
or somebody.

So, I mean, I can understand the privacy concerns, and if there
was Federal legislation, you could require certain findings or cer-
tain information be contained in the subpoena. The ISP could sat-
isfy itself that, yes, there is legitimate need for this information,
but they would then respond to that subpoena.

I mean, the only people that are concerned with jurisdictional
issues are the local prosecutors and the local police. The ISPs don’t
know anything about jurisdiction. They are—you know, AOL could
have somebody sending messages from England through AOL to
California or something, and the only thing that is in Virginia is
simply an electronic pass-through and a large computer that tracks
Internet addresses and Internet information.

Mr. SCOTT. Thank you.
Mr. SMITH. Thank you, Mr. Scott.
The gentleman from Wisconsin, Mr. Green, is recognized for his

questions.
Mr. GREEN. Thank you, Mr. Chairman.
Well, obviously the questions that Mr. Scott is asking really

touch upon the crux of the matter and the challenges we have to
deal with.

Mr. Cassilly, in the same area of your testimony in which you
talk about these very issues, you also say that Federal laws should
make it possible for Federal law enforcement and U.S. Attorneys
to use their offices to assist in the preparation of subpoenas and
warrants and the service of same. If you would go into some more
detail on that, how the U.S. Attorney’s Office could be helpful to
you.

Mr. CASSILLY. Well, one of the ways they could be helpful is by
designating, predesignating specific local prosecutors as Assistant
U.S. Attorneys, and allowing them to prepare subpoenas or search
warrants and go to the Federal court as cross-designated Assistant
U.S. Attorneys, and have Federal warrants or Federal court orders
issued which are then transmitted to the ISP or the record storage
facility, so that the standard that is being used is the standard that
would be applied by a Federal judge to do this sort of thing.

That gets a little scary, because I know that there aren’t any
Federal judges out there that are just sitting around with nothing
to do, so I mean, that becomes somewhat of a problem in terms of
the total numbers of these things that are coming in. That is why
it seems to me that the more practical—I mean, you could reserve
that for search warrants, reserve that for court orders only, and
have just the informational subpoenas, have a Federal requirement
that the ISPs submit or accept and honor subpoenas for the bare
identifying information from wherever they were received.
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Mr. GREEN. Would we then have to, in our Federal law, specify
the uniformity of those warrants, so that you have got the ISP not
receiving conflicting warrants or all different kinds of requests?

Mr. CASSILLY. It seems to me that that would be reasonable from
the ISP’s standpoint. It would also cut back in delay. If the pros-
ecutor knew what was required and could put that information in
up front, then they wouldn’t waste time with sending a subpoena
to an ISP only to have it bounce back because their legal depart-
ment says this isn’t a good subpoena. So I think it would benefit
both sides to have very specified information that was required.

Mr. GREEN. So the first step would be to federally provide for
this type of service; then, secondly, a massive educational effort in
reaching out to every State’s prosecutor throughout the Country
and saying, ‘‘This is available. This is how it’s done.’’

Mr. CASSILLY. I can assure that the National District Attorneys
Association would be more than happy to make a national edu-
cational effort to do that, to convey that information.

Mr. GREEN. Interesting. I have no more questions, Mr. Chair-
man.

Mr. SMITH. Thank you, Mr. Green.
The gentlewoman from Houston is recognized for her questions.

Although Mr. Delahunt, I could tell, was ready and able. May we
go to Mr. Delahunt?

Ms. JACKSON LEE. That is fine, Mr. Chairman.
Mr. SMITH. Okay. The gentleman from Massachusetts is recog-

nized for his questions.
Mr. DELAHUNT. I don’t mind waiting.
Mr. SMITH. Mr. Delahunt, let me explain. As you know, the full

Chairman is happy just to recognize people in the order they ar-
rived, and that is supposedly the way we need to have our Sub-
committees run, as well. And since you were here first, I thought
the gentlewoman from Texas wouldn’t mind yielding to you.

Mr. DELAHUNT. Well, I will do whatever you wish, Mr. Chair-
man, but if you want to establish a different set of standards than
the full Chair in the Committee, I won’t squeal. I will keep it be-
tween us.

Mr. SMITH. I think we will recognize the gentleman from Massa-
chusetts for his questions.

Mr. DELAHUNT. I appreciate the problems that you have articu-
lated. Before I make this comment, I want to preface it by saying
that I was an elected State’s prosecutor for 21 years myself. But
I think if the problems that you—and I think we should address
them along the lines that you have suggested.

At the same time, I presume in most cases there will be, if there
is a violation of a State statute, there is a corresponding sub-
stantive violation of the United States Code, so that a call to the
United States Attorney’s Office outlining the problem and deferring
to the United States Attorney is one—I see Mr. Cassilly is really
ready to respond to this—would be an approach that could be
taken.

Mr. CASSILLY. I will bite my tongue.
Mr. DELAHUNT. But I—and I do, by the way, share that same

concern—but I mean, there are ways to deal with it. But I think
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it is important, honestly, that we do empower State and local juris-
dictions also.

Mr. CASSILLY. I mean, my sense about going to the U.S. Attor-
ney’s Office is that I recently took a child pornography case to the
U.S. Attorney’s Office because the Federal law on child pornog-
raphy was better than the Maryland statute on child pornography,
one; two, the case, the computer evidence had been in the lab for
so much time that the statute of limitations on the misdemeanor
charges in Maryland had run already, and I could not get the U.S.
Attorney’s Office to not only take the case, but you know, even give
me a reason for not taking the case, so——

Mr. DELAHUNT. They declined jurisdiction?
Mr. CASSILLY. They declined the case, and it was a child pornog-

raphy case, which I was appalled that that wasn’t something that
they would grab onto. So, I mean, given the number of prosecutors
around, local prosecutors around the Country, I don’t think that
the U.S. Attorneys are going to be lining up to take our cases or
consider most of this stuff. A lot of the attitude is—and I think, for
example, computer fraud, many, many, many computer frauds are
way under the guideline cutoffs that the U.S. Attorneys use. You
couldn’t get them to touch it.

Mr. DELAHUNT. What are the guidelines, in terms of is it a
$10,000 standard——

Mr. CASSILLY. My U.S. Attorney is using $100,000.
Mr. DELAHUNT. $100,000?
Mr. CASSILLY. Right, and a lot of computer frauds are much less

than that. If you don’t deal with them, the guy is just encouraged
to keep doing it again and again.

Mr. DELAHUNT. Right. No, again, I mean, but I think it is impor-
tant that the panel be aware that there is jurisdiction out there,
Federal jurisdiction that I would dare say in the vast majority of
cases runs parallel to State and local jurisdiction in terms of the
substantive crime itself, so that——

Mr. MCCAUL. If I could just add, two of our prosecutors are actu-
ally cross-designated to practice in the Western District and the
Northern District of Texas, but typically we will make that deter-
mination early on, is this going to be a Federal or a State case——

Mr. DELAHUNT. Right.
Mr. MCCAUL [continuing]. Based on the threshold amount of

money or, you know, the penalty provisions, Federal versus State.
But I agree, I think, yes, there are certainly some State offenses
that may not be Federal, and vice versa, and you need to respect
those differences.

Mr. DELAHUNT. Is the NDAA and NAAG and other groups, are
you working on any kind of model legislation? I mean, this is clear-
ly just a hearing, and I think that you can infer from the questions
that are being asked, you know, how should it work, that it might
be well worth the time and effort to begin drafting some concrete
proposals in terms of legislation for Congress to consider.

I mean, I can understand the jurisdictional issues. I also think
that in a forensic—you know, you said computer laboratories out
in San Diego—I would even expand it. I always, in high profile
cases or serious cases, it was always an inclination on the part of
local or State prosecutors to utilize the FBI lab, and we all know
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there is a long wait there, and there have obviously been problems
there. But the concept of a forensic laboratory I think is something
that is, on a regional basis, that would be readily available for
local, State law enforcement, just makes an awful lot of sense, par-
ticularly now with the issue of cyber crime.

Mr. MCCAUL. It is a great training mechanism, too, because the
FBI initially operates those labs. They can train law enforcement
and then turn it over to the local people.

Mr. DELAHUNT. But having NAAG and NDAA working with the
Department of Justice, too, to establish standards, I mean that can
be done in a working group environment.

Mr. MCCAUL. And NAAG has highlighted the issue of the juris-
dictional disputes and boundaries. I think they are paying close at-
tention. I think that is an excellent idea, that they could take a
stab at drafting something.

Mr. CASSILLY. It would be done a lot better, too, if there was
some financial assistance or incentive for some more regional co-
operation, too. I mean, it is really interesting that the San Diego
regional forensic lab has police officers working in the lab from 27
different jurisdictions. I mean, I challenge anybody to find anything
similar to that anywhere in this country.

Mr. DELAHUNT. That is good.
Mr. SMITH. Thank you, Mr. Cassilly.
The gentleman from Virginia, Mr. Goodlatte, is recognized.
Mr. GOODLATTE. Thank you, Mr. Chairman, and I want to thank

you and commend you for holding this hearing on a subject that
is of great interest to me. As Chairman of the Congressional Inter-
net Caucus, I see all of the great wonders of the Internet, its uses
for education, for conducting business, for communications. It is
really, now and in ways that we can’t even foresee, revolutionizing
the way we live.

But it has on it virtually all of the seamier sides of life, as well,
and while not every type of crime that is committed off of the Inter-
net is committed on the Internet, a great many of them are, of all
degrees of magnitude and all types, and that requires a great deal
of work by local law enforcement to handle those things. It cannot
be handled entirely by the Federal Government, by any stretch of
the imagination.

But, by the same token, it creates a whole set of new challenges
for local law enforcement, both from the standpoint of training and
from the standpoint of doing work, as Mr. Cassilly pointed out, that
really is benefitting somebody in a whole different part of the coun-
try in terms of fighting crime, but the burden gets spread around.

In my part of Virginia we have a local sheriff’s department that
is very, very dedicated to this, has been for the past several years,
called Operation Blue Ridge Thunder, the Bedford County Sheriff’s
Department, that operates originally under a grant from the U.S.
Department of Justice’s Office of Juvenile Justice and Delinquency
Prevention. And they have referred people for arrest in literally
dozens of jurisdictions around the country, that they have in their
task force and their sting operations and so on uncovered people
attempting to communicate with children and others in their area.

So having Federal Government support to help lift this burden
I think is very important, and I think this discussion about pos-
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sibly looking into ways to facilitate the recognition and action on
subpoenas that go across State lines might be something that this
Committee could very well work on.

I would like to ask each of these three witnesses if they have
participated in the pilot projects that I have referred to. It started
out with 10 cities and counties around the country. I think they
have expanded that to 20. They are now attempting to give smaller
grants to more law enforcement agencies, and they are trying to
use the ones that have the larger grants to be sort of a training
ground and a source of assistance for other local law enforcement
agencies in their particular States.

Mr. Stevens?
Mr. STEVENS. Yes, sir. If I may address that, as a matter of fact,

we have cooperated with the Blue Ridge Thunder, some of their in-
vestigations. We were one of the first 10 grant recipients in this
Internet Crimes Against Children’s Task Force, and we have heard
how important this is protecting our most valuable asset, our chil-
dren. As a matter of fact, the case that we worked with, I had 5
seconds of glory on 48 Hours, I believe.

But that is a unique model. It is a model that is being funded
by the Federal Government, giving local and State law enforcement
agencies Federal tools to work with. It is a unified, systematic pro-
gram where they are trained, where we are trained, and though we
have mentioned jurisdictional issues here, we found a way to
bridge these jurisdictional issues by all working off the same
model.

For instance, in Blue Ridge Thunder’s case, they provided us
with our probable cause, and we made application and got a search
warrant and waited at the airport for this predator to show up.

Mr. GOODLATTE. Along with the 48 Hours crew, I might add.
Mr. STEVENS. Yes, sir. Yes, sir. But it is a great model. That

needs support. That is a great——
Mr. GOODLATTE. Does it need more funding? Would it be a rec-

ommendation of you that the Congress put more money into this
program and empower more local law enforcement to——

Mr. STEVENS. Yes, sir. What I strongly suggest is that each State
has a model like this, at least one point of contact in that model.
There are satellite grants that are issued. Satellite grants are a
much smaller amount. But this is a great tool. It is a great tool for
all of us, to protect our children, our grandchildren.

Mr. GOODLATTE. Let me ask you, what I found in this area—and
we had a demonstration here on Capitol Hill through the Internet
Caucus a couple of years ago, of the types of these crimes that
occur on the Internet, and it is truly, I think, astounding to most
Members when they first see—Mr. Chairman, I think you had the
opportunity to see some of these types of absolutely the most hard-
core pornography, victimizing hundreds of thousands of children,
and they make these initial contacts in chat rooms.

And I find that Operation Blue Ridge Thunder and probably your
organization focuses on the ones who actually then become what
are referred to as travelers, and go to other jurisdictions to try to
meet with these children. But cutting them off at the pass, when
they engage in these initial, highly explicit sexual discussions with
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minors on the Internet, have you any experience in attempting to
prosecute people for that initial contact?

If we could make those chat rooms safer for children, both in
terms of educating them, keeping them away from them, but also
in terms of prosecuting people who attempt to engage in that type
of sexual discussion with minors, I don’t know where the constitu-
tional line is, but I think it ought to be tested and we ought to find
out whether there is a way to put a chilling effect on that very type
of behavior.

Mr. STEVENS. Many times, sir, what happens is you have to con-
tinue these chats, because technology crime is no different than
any other crime, but it is often you have to be able to place some-
one at that keyboard. Who is that person, that person you can’t
see?

And I often use the analogy that ‘‘she’’ can be a ‘‘he’’ and 13 can
be 30 on the Internet. No one knows who is at the other end of that
monitor and who is chatting with you, and often you have to con-
tinue to communicate so that you can figure out who that is. And
there may be problems with some of the laws, that you may only
have an attempt to commit a crime at that point because they
haven’t made that overt act. But legislation certainly could be
drafted, and——

Mr. GOODLATTE. Well, we want some guidance on that. Before we
jump out and challenge the Constitution, we want to make sure we
think we are on the right side.

Mr. MCCAUL. On undercover work, one case I illustrated in my
opening statement, in these chat rooms, the Internet Crimes
Against Children Task Force, they work very closely with us on
these cases. When the actual solicitation is made online, we typi-
cally tend to follow it through with a meeting, say at a hotel room
or something to that effect, so you do have the overt act and it is
a predisposition, you know, he is predisposed.

Mr. GOODLATTE. I agree with that, but the problem there is, that
sends the message to the person engaged in this type of activity
that as long as they keep it on the Internet, it is okay to do it, and
it is only when they attempt to try to have a face-to-face meeting
with the child, are they at risk. And if we could have a reach into
those chat rooms and have some enforcement mechanism to put a
stop to this, there are literally hundreds of thousands of those con-
versations going on right now, as we sit here, and it is an amazing
phenomenon and a very dangerous one, too.

Mr. STEVENS. Anyone can create a chat room. Anyone can name
it anything they want. Whether they are going to get someone to
chat with them, that is another story, but——

Mr. GOODLATTE. I don’t want to discourage you from going after
the ones that are—we arrested one in Bedford County who had a
machete and a baseball bat in the back seat of his car, and who
thought he was meeting with a 14-year-old girl and had come up
from North Carolina. They prosecuted a former chief of staff to the
Governor of West Virginia. I mean, they have had great success in
doing those things, but we need to take it a step further. We need
to figure out a way to do that constitutionally and effectively.

Mr. SMITH. Thank you, Mr. Goodlatte.
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The gentlewoman from Texas, Ms. Jackson Lee, is recognized for
her questions.

[The prepared statement of Ms. Jackson Lee follows:]

PREPARED STATEMENT OF THE HONORABLE SHEILA JACKSON LEE, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF TEXAS

Thank you Mr. Chairman.
Mr. Chairman, all Americans have a vested interest in balancing the policing of

cyber crimes with the protections, of civil liberties and speech on the internet. Find-
ing the right balance is crucial.

Last year this Subcommittee held a hearing on the series of well-planned and co-
ordinated cyber attacks on several of the nation’s biggest Internet sites. Two pop-
ular sites, Yahoo.com. and Buy.com, were shut down for several hours, while cites
such as CNN.com, ZDNet.com, Amazon.corn, eBay.com, and E*Trade were similarly
terrorized. These cyber attacks effected millions of Internet users and resulted in
revenue losses for several sites. While this damage was relatively minimal in pro-
portion to volume of the internet, these events were a wake-up call to many of us
as to the extent of cyber crime, and the degree to which we are all vulnerable.

The world of electronic communications is a developing one. Clearly, there is a
growing need for enforcement, and in many instances, strengthening of our laws so
that our law enforcement professionals can do their jobs and keep us all safe from
cyber criminals.

Having said this, we must also recognize the need to heed the warnings from the
examples of deprivations of civil liberties that are more and more abundant as the
internet continues to grow, and law enforcement struggles to keep up.

In a recent case in the state of Texas which I represent, law enforcement acting
on a tip from a local business, confiscated all of its competitor’s business computers
based on the accusation that the competitor engaged in electronic ‘‘spamming.’’ As
a result, the accused business, against which charges were eventually dropped, lost
months of business while incurring legal and other costs to get its equipment back.

To balance enforcement with protections, there must be a concerted effort to co-
ordinate law enforcement between federal, state and local entities. We must provide
them with the equiptment and training to enable them to keep up with the crimi-
nals who are operating in the cyber environment. In the process, we must protect
the rights of Americans to free political, commercial, and other speech over the
Internet.

To this end we have many challenges. We need a balanced international strategy
for combating cybercrime. We need round-the-clock federal, state and local law en-
forcement officials with expertise in, and responsibility for, investigating and pros-
ecuting cybercrime. We need new and more expansive procedural tools to allow state
authorities to more easily gather evidence located outside their jurisdictions, and
need to assess whether we have adequate tools at the federal level to effectively in-
vestigate cybercrime. We need to work in partnership with industry to address
cybercrime and security, where we can discuss challenges and develop effective solu-
tions that do not pose a threat to individual privacy. Finally, we need to teach our
young people about the responsible use of the Internet.

It is the role of government to protect all of these forms of speech, as well as
interstate commerce that over the Internet. To this end, we must send a clear mes-
sage to those who would attempt to interfere with the free speech and mobility of
citizens and industry through the internet—Americans take this very seriously.
Cyber criminals will be dealt with as are all other criminals.

I look forward to your comments.

Ms. JACKSON LEE. I thank the witnesses very much for your
presentation, and I have had the opportunity to peruse your writ-
ten statements, and so I am going to raise some of the questions
and concerns even though I did not get to hear all of your testi-
mony. And I welcome you, Mr. McCaul. You are based in Austin?

Mr. MCCAUL. Yes, ma’am.
Ms. JACKSON LEE. I welcome you and thank you for the very spe-

cial work that the State of Texas is doing on these issues. I think
if there is something that the Federal Government has, it is the
bully pulpit, if you will, and I hesitate to use the word ‘‘bully’’ be-
cause we are in another date, another time, yesterday, trying to di-
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minish bullying in the school yard. But I do think that the Federal
Government has that privilege because the Internet, although it is
personal and private, it is viewed as a national entity. Just the
very sound of its name suggests that it flows throughout the coun-
try, and of course throughout the world.

And with that in mind, I would like—I noted, Mr. Stevens, the
list of legislative initiatives—but I would like us to just be creative
and imagine what other roles the Federal Government could take
in this. And I appreciate Mr. McCaul’s comment that not one level
of government is the answer. It is an integrated process.

So let me ask a general question, but let me be pointed in my
questioning. First of all, we know that the criminal prosecution or
the ability to charge persons unfairly crosses all technologies. You
can go down to the Justice of the Peace court and file against your
neighbor wrongly. But I cite the case in Texas, the business case
where a business was accused of spamming, and of course all
records were seized, and it proved I guess to be a false case.

I would like to distinguish that because in that instance it is a
business issue. It doesn’t seem to have any life or death questions,
except of course a business person certainly doesn’t like being put
out of business. But when we deal with children, I think we can
raise the ante, because besides the chat room, I think the most hor-
rific final results of the predator is to solicit that child from the
safety of their home, their family, their neighborhood, their com-
munity, to leave that home and possibly never to be found again.

We have certainly had some stories where we have discovered
the criminal act, but we don’t know if we have had those that we
have not discovered. Solicitation after the child has been brutalized
psychologically and feels that this is a place that they should go,
and maybe ultimately winding up in a loss of life of that child.

I would like Mr. McCaul to walk me through the case that you
cited regarding a 25-year-old school teacher, how your Internet Bu-
reau actually was able to intercede, permeate this particular situa-
tion. Were you called in by the police on the ground, or did your
Internet Bureau first discover this particular——

Mr. MCCAUL. I believe that was a case that originated out of the
Internet Crimes Against Children’s Task Force, and there is a—
some of this is sort of sensitive in terms of techniques in under-
cover operations, so I am a little hesitant to get into specifics in
that respect, but the suspect was clearly predisposed to this type
of behavior and then went into this chat room and solicited sex. We
had an undercover officer, obviously, on the other end, where there
were conversations online about meeting in the hotel room and
having sex.

He showed up to a—this is a school teacher, which is to me
frightening—he showed up to a hotel room in Austin, Texas, and
was met with the Austin police and our peace officers. He showed
up with pornographic materials and various other sundries I would
rather not get into.

Ms. JACKSON LEE. His prototype, then, was made prior to. You
knew that he fit the—he had been sort of made beforehand——

Mr. MCCAUL. That is correct.
Ms. JACKSON LEE [continuing]. And you were able to intercept

him and do the work through the Internet Bureau.
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Mr. MCCAUL. As you know, if they are not predisposed, then you
have entrapment issues. He was clearly predisposed at that point
in time. And then we discovered, frighteningly, that he had also—
that he had already raped a 15-year-old in Waco, Texas, and so he
is facing charges on that.

Ms. JACKSON LEE. Let me ask all three of you now the question
I would like to pose, and I think I asked sort of the broad question,
what the Federal Government can do. I think that there is always
a higher standard for criminal acts, but here we have a situation
where it is very hard to get our hands around it.

But in relation to the Internet and technology, can we strike a
balance dealing with the respect for privacy and civil liberties, and
can we strike a balance with how we do property crimes? My con-
cern, if a hacker, a teenager, a 15-year-old is fooling around and
causes property loss, dollars, should I be so punitive and so final
on his penalties versus those that are engaged in these heinous
acts dealing with our children? Because that is where you get the
radar screen. That is where people begin to be horrified. Can we
manage to find some balance in that? Have we done so in the law
generally? Mr. Stevens?

Mr. STEVENS. If I might answer that, I have been involved in
technology crime for the past 10 years, and when we first got start-
ed, my previous—the division of work I was doing prior to this was
undercover narcotics. When I came into this field, I was very sen-
sitive and still am extremely sensitive to privacy issues. And I have
26 years with a police department, with the New York State Police,
and the last thing that I want to do is violate anyone’s civil rights
or violate anyone’s rights or privileges.

And I have encountered several different cases, one of which was
a bomber. He actually created a bomb, but he was a journalist as
well, so his writings were protected by law. The judge issued an
order. I made application for a search warrant, and a search war-
rant was authorized. I couldn’t visually examine his computer, but
I could create a search string to search for any bombs, nitrates, any
word I could come up with that referred to bombs and things of
that nature, thereby protecting his journalistic respect.

Properly trained law enforcement officers, with training relative
to legal issues, is the answer. And training is a big resource that
we all need, we all need at the State government and at local gov-
ernment. That is a real big issue.

Mr. SMITH. Mr. Stevens, I have heard of journalists throwing
verbal bombs but not material bombs. That is interesting.

Ms. JACKSON LEE. May I let Mr. McCaul and Mr. Cassilly an-
swer that sort of broad question?

Mr. SMITH. If you all will respond to the question, please.
Thanks.

Mr. MCCAUL. I’m sorry. Could you repeat the question?
Ms. JACKSON LEE. The balance between civil rights, civil lib-

erties, and property crimes, and crimes of sex against children, how
do you find the balance?

Mr. MCCAUL. Yes, I think you obviously respect civil rights. I
think that in our office we have, as I mentioned earlier, prioritized
these crimes. You cannot—unfortunately, it is so pervasive, you
cannot attack every one. We have prioritized these, first and fore-
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most protecting the kids, as I said, the child pornography type
cases, child predator type cases.

And with respect to a crime of property versus child pornography
or a more violent act over the Internet, I think most prosecutors
would lean toward the more violent act. But you are really in an
area of prosecutorial discretion, and in our State, as you know,
there are district attorneys all across the State and they have dis-
cretion to do what they want to do. But I will say that most of
them do the right thing, and I think they put crimes of violence
at the top.

Ms. JACKSON LEE. Thank you.
Mr. CASSILLY. I think one of the points, too, is that property

crimes probably for the most part go unreported. I recently at-
tended a workshop with private investigators in the cyber crime
area. These are people that are hired by large corporations and
businesses to investigate attacks on their computer systems and
theft of their intellectual property. And one of the points made by
the private investigator was that, for the most part, these folks
don’t want them going to law enforcement once they have solved
the cases, because they don’t want to attract the publicity, they
don’t want this sort of stuff known.

The other problem with property crimes is, they are much more
difficult to prosecute. I recently had a complaint from eBay, where
eBay had tracked back to my county a solicitation where some guy
was selling some collector’s item for $35 apiece, and eBay had
something like 100 complaints from all over the Nation where this
guy had taken people’s $35 and hadn’t sent them anything. They
wanted to know if I would prosecute, and I said, ‘‘Well, where are
the victims?’’ Well, the victims were—there wasn’t a single victim
inside the State of Maryland. I am not spending $300 a victim to
fly them in to testify about a $35 theft, even though the cumulative
value was $3,500. So basically the guy got away with a crime.

I think that for most of us, as a local prosecutor, I don’t need to
go looking for work, and if there is anything that is shady or close
to the line or something, I just throw it on the shelf and go to the
next thing that is more up front and easier to prove, and just is
that much more simple and direct as far as the case I have got.

Ms. JACKSON LEE. Thank you, Mr. Chairman.
I just, Mr. Cassilly, since you are close to this, being the people’s

lawyer, would that mean for example trying to deal reasonably
with a 15-year-old that is doing the property crime? You know, the
concern is, our children are sophisticated on one end, meaning that
they are expert computer users or have knowledge, that they might
be one of those offenders, those hackers, etcetera. Do we round
them up and throw them in jail?

Mr. CASSILLY. In my State system, and this is probably peculiar
to Maryland, I am not aware of the other States, but before the
prosecutor even gets to the juvenile, the juvenile is referred to the
juvenile services folks who determine whether counseling is appro-
priate, look at the background, look at the availability of a whole
bunch of other resources. It is only in the event that they can’t
work out anything with the kid and his parents, that the pros-
ecutor becomes involved.

Ms. JACKSON LEE. Thank you.
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Mr. SMITH. Thank you, Mr. Cassilly.
Thank you all, and let me say that we have learned a lot today,

both about standardization, about jurisdiction, about subpoenas,
and the need for additional resources for both training and prosecu-
tion, so it has been very helpful to us. We appreciate your testi-
mony, and frankly will look forward to your continued good advice,
and the Subcommittee stands adjourned.

[Whereupon, at 2:55 p.m., the Subcommittee was adjourned.]
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FIGHTING CYBER CRIME:
EFFORTS BY FEDERAL LAW ENFORCEMENT

TUESDAY, JUNE 12, 2001

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME,
COMMITTEE ON THE JUDICIARY,

Washington, DC.
The Subcommittee met, pursuant to notice, at 4 p.m., in Room

2237, Rayburn House Office Building, Hon. Lamar Smith [Chair-
man of the Subcommittee] presiding.

Mr. SMITH. The Subcommittee on Crime will come to order. We
welcome all the witnesses today. We look forward to your testi-
mony. As you know, this is an important subject, a subject and a
hearing that is going to give us ideas for future legislation. I’m
going to recognize myself for an opening statement and other Mem-
bers for an opening statement, and then we will proceed with your
testimony.

This is the Crime Subcommittee’s second of three hearings on
cyber crime. Today we will hear testimony from the Criminal Divi-
sion of the Department of Justice, the Federal Bureau of Investiga-
tion and the U.S. Secret Service on the role and needs of Federal
law-enforcement in this effort. In addition, we will hear from the
Center for Democracy and Technology, CDT, about online privacy
concerns related to law-enforcement efforts to protect the public.

The growth of the Internet has improved our economy, medicine
and technology. Unfortunately, it has brought new opportunities
for criminal activity, as well. Often, people think cyber crime sim-
ply refers to hacking, viruses and other intrusion tactics. Cyber
crime, however, threatens more than our businesses, economy or
national infrastructure. Cyber crime affects us individuals, as well.
Reprehensible crimes, such as child pornography and cyber stalk-
ing, terrorize our children and our families.

At the first hearing in this series, on May 24th, the Texas Dep-
uty Attorney General for Criminal Justice testified that, quote,
‘‘One of the biggest problems is that computer criminals are tar-
geting the most vulnerable of our society, children.’’ He pointed out
that, according to the Federal Bureau of Investigation, child por-
nography was virtually extinct prior to the advent of the Internet.
Now it is a serious plague on our society that must be stopped.

Adults also experience the dark side of the Internet revolution.
Using computer technology, criminal types steal life savings and
even identities of unsuspecting individuals. These pose serious
threats to the lives and the livelihoods of many individuals. But in
addressing these areas of crime, law-enforcement officers face sev-
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eral challenges. Identifying a sophisticated criminal can be dif-
ficult. Once they are identified, bringing a criminal to justice may
be problematic for jurisdictional reasons.

The criminal may be in a different State or even another country,
and then law enforcement officials must deal with extradition
issues. Also, retrieving the information stored on a computer and
using it for prosecution may be difficult if it requires highly tech-
nical skills not normally taught to investigators or prosecutors. As
long as there is technology, cyber crime will exist, yet cyber crime
must be curtailed as much as possible so that technology can legiti-
mately continue to enrich our lives and strengthen our economy.

Congress understands that law-enforcement officials must have
the appropriate training and equipment to fight fire with fire, or
computer technology with computer technology; but in doing so,
law-enforcement must remain cognizant of the need to protect the
law-abiding public’s privacy while protecting the public. The public
must understand that law-enforcement does need to use technology
to deal with this new emerging threat to our children, our economy
and our national security.

This hearing will focus on those efforts and challenges. We look
forward to hearing how to balance the concerns of law-enforcement
officials and the need to protect privacy and find common ground
to fight the growing trend of cyber crime. Before I recognize Mr.
Scott, the Ranking Member, for an opening statement, I would like
to congratulate the FBI, the Department of Justice and the Secret
Service on the successful Internet fraud investigation named Oper-
ation Cyber Law. Their efforts brought about criminal charges
against approximately 90 individuals and companies that de-
frauded 56,000 people out of more than $117 million.

With that congratulations, I will now recognize Mr. Scott for his
opening statement.

[The prepared statement of Mr. Smith follows:]

PREPARED STATEMENT OF THE HONORABLE LAMAR SMITH, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF TEXAS

This is the Crime Subcommittee’s second of three hearings on cyber crime. Today,
we will hear testimony from the Criminal Division of the Department of Justice, the
Federal Bureau of Investigation and the U.S. Secret Service on the role and needs
of federal law enforcement in this effort.

In addition, we will hear from the Center of Democracy and Technology (CDT)
about on-line privacy concerns related to law enforcement efforts to protect the pub-
lic.

The growth of the Internet has improved our economy, medicine and technology.
Unfortunately, it has brought new opportunities for criminal activity, too. Often peo-
ple think cyber crime simply refers to hacking, viruses and other intrusion tactics.

Cyber crime, however, threatens more than our businesses, economy or national
infrastructure. Cyber crime affects us as individuals, too.

Reprehensible Crimes, such as child pornography and cyber stalking, terrorize our
children and our families.

At the first hearing in this series on May 24th, the Texas Deputy Attorney Gen-
eral for Criminal Justice testified that ‘‘one of the biggest problems is that computer
criminals are targeting the most vulnerable of our society—children.’’ He pointed
out that according to the Federal Bureau of Investigation, child pornography was
virtually extinct prior to the advent of the Internet. Now it is a serious plague on
our society that must be stopped.

Adults also experience the dark side of the Internet revolution. Using computer
technology, criminal types steal life savings and even identities of unsuspecting indi-
viduals. These pose serious threats to the lives and the livelihoods of many individ-
uals.
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But in addressing these areas of crime, law enforcement faces several challenges.
Identifying a sophisticated criminal can be difficult. Once they are identified,

bringing the criminal to justice may be problematic for jurisdictional reasons. The
criminal may be in a different state or even another country and then law enforce-
ment officials must deal with extradition issues.

Also, retrieving the information stored on a computer and using it for prosecution
may be difficult if it requires highly technical skills not normally taught to inves-
tigators or prosecutors.

As long as there is technology, cyber crime will exist. Yet cyber crime must be
curtailed as much as possible so that technology can legitimately continue to enrich
our lives and strengthen our economy.

Congress understands that law enforcement officials must have the appropriate
training and equipment to fight fire with fire, or computer technology with computer
technology. But in doing so, law enforcement must remain cognizant of the need to
protect the law-abiding public’s privacy while protecting the public.

And the public must understand that law enforcement does need to use tech-
nology to deal with this new emerging threat to our children, our economy and our
national security.

This hearing will focus on those efforts and challenges. We look forward to hear-
ing how to balance the concerns of law enforcement officials and the need to protect
privacy and find common ground to fight the growing trend of cyber crime.

Before I recognize Bobby Scott, the ranking Member, for an opening statement,
I would like to congratulate the FBI, the Department of Justice, and the Secret
Service on the successful Internet fraud investigation named ‘‘Operation Cyber
Loss.’’ Their efforts brought about criminal charges against approximately 90 indi-
viduals and companies that defrauded 56,000 people out of more than $117 million.
With that, I recognize Mr. Scott.

Mr. SCOTT. Thank you. Mr. Chairman. I am pleased to join you
in convening the second hearing on the issue of cyber crime. In the
first hearing, we heard about State and local law-enforcement ef-
forts to combat cyber crime. Today we will focus on Federal law-
enforcement’s efforts to combat cyber crime and we will hear from
Federal agencies most involved in the issue, and one of our watch-
dog entities, working to ensure that we do not lose sight of our
basic rights and protections as citizens in our zeal to address the
menace posed by cyber crime.

Given the jurisdictional issues involved in crimes undertaken by
way of electronic communications, the Federal Government will be
in a better position to address such crimes in many instances and
State and local law-enforcement entities. However, the nature of
cyber crime remains the same despite the different medium: theft,
fraud, forgery, destruction of property and so forth, violation of
laws already on the books at State and local levels. So it is no sur-
prise that we heard from State and local law-enforcement wit-
nesses at the last hearing, that much of the role that they envision
for the Federal Government in fighting cyber crime focuses on their
need for resources, training, cooperation and assistance, not Fed-
eral usurpation of the enforcement effort.

Of course, in any case of criminal activity, including cases of
cyber crime, we are all better off with the emphasis being placed
on crime prevention, as opposed to placing it on after-the-fact solu-
tions. Thus, identifying ways to prevent cyber crime through better
system security, crime prevention education programs for users
and businesses, and early detection of and attention to potential
problems should provide our best defense to cyber crime.

The rapid advancements we’re seeing in information technology
in the context of the World Wide Web not only challenges our abil-
ity to enforce traditional criminal laws, but also challenges our
ability to protect and enforce basic rights of privacy and the other
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civil liberties our Constitution guarantees to us. Therefore, we
should look at updating our law-enforcement capacities in this con-
text, and it is just as incumbent upon us to make sure that these
basic guarantees are not eviscerated or seriously compromised.

We must never lose sight of the fact that the enduring success
of our system lies in the delicate balance our founding fathers
struck in giving our Government strong authority to provide for the
general welfare while protecting the sanctity of individual rights
and the freedoms of law-abiding citizens from undue Government
intrusion. It is interesting, Mr. Chairman, that we had a Supreme
Court case just yesterday that addressed that issue. So, Mr. Chair-
man, I look forward to the testimony, to learn more about the chal-
lenges and activities of our primary law-enforcement Federal agen-
cies in addressing the issue of cyber crime, as well as the chal-
lenges we face in preserving our civil liberties in the context of the
World Wide Web.

Thank you, Mr. Chairman.
Mr. SMITH. Thank you, Mr. Scott.
Do any other Members wish to be recognized for an opening

statement? The gentlemen from North Carolina, Mr. Coble, is rec-
ognized.

Mr. COBLE. Mr. Chairman, I will be very brief. I have no formal-
ized statement, and I may have to go to another meeting; but Mr.
Assistant Attorney General, I put this question to the Attorney
General last week, when we examined him up here, and I’m re-
peating this just for emphasis. I am concerned about your updating
the Subcommittee on the extent to which prosecution of intellectual
property crimes is becoming or has become a priority for the De-
partment of Justice, A, and, B, if you all are using the provisions
of the NET Act to pursue cyber pirates, or is it just a dead law?
I’m hoping not the latter—and what could we do to help in regard
to these two matters?

If I am not here at the conclusion of your testimony, if you can
touch on that, I would be appreciative.

Mr. CHERTOFF. I will do that.
Mr. COBLE. Thank you, Mr. Chairman.
Mr. SMITH. Thank you, Mr. Coble, and I will incorporate those

in my questions, so we will have the answers for you in that re-
gard. If no other Members wish to be recognized, we will go to our
witnesses and I will introduce them. They are Mr. Michael
Chertoff, Assistant Attorney General, Criminal Division, U.S. De-
partment of Justice; Mr. Thomas A. Kubic, Deputy Assistant Direc-
tor, Criminal Investigative Division, Federal Bureau of Investiga-
tion; James A. Savage, Jr., Deputy Special Agent in Charge, Finan-
cial Crimes Division, United States Secret Service; and Mr. Allen
B. Davidson, Associate Director, Center for Democracy and Tech-
nology.

Again. we welcome you all, and Mr. Chertoff, if you will
begin——
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STATEMENT OF MICHAEL CHERTOFF, ASSISTANT ATTORNEY
GENERAL, CRIMINAL DIVISION, U.S. DEPARTMENT OF JUS-
TICE
Mr. CHERTOFF. Thank you, Mr. Chairman. Mr. Chairman and

Members of the Subcommittee, thank you for giving me this oppor-
tunity to testify about the Department of Justice’s efforts to fight
cyber crime or computer crime. Although I have been Assistant At-
torney General for the Criminal Division for only little more than
a week, it is clear to me already that this issue being considered
by the Committee today is one of singular importance, and I com-
mend the Committee for holding this hearing.

Let me give you a few real world examples of what we face with
the cyber crime problem. These are drawn from real cases. A
woman places a notice or appears to place a notice on the Internet
that says, quote, ‘‘It is my fantasy to be raped. Here is my name,
home address and telephone number.’’ In fact, this posting was not
sent by the woman, but by a man who wanted to punish or harass
the woman for some personal spurning of his romantic advances.
Over the next few weeks, six strangers knock on her door in the
middle of the night, attempting to respond to the posting. Luckily,
the woman manages to convince them that the Internet notices
were hoaxes.

I will give you another example. A virus is released in a foreign
country. Within days, it has disrupted the communications of hun-
dreds of thousands of computers across the Internet, causing losses
estimated in the billions of dollars. The virus is designed so that
after it infects a computer, it will access the user’s computer pass-
words and relay them electronically back to the foreign country.

A third example, an organized group of hackers from Russia and
Eastern Europe commit a series of intrusions into more than 40
banks and e-commerce companies in the United States. The hack-
ers steal over one million credit card numbers from the company’s
databases and then sell them to organized crime. The hackers then
extort the companies, threatening to disclose their confidential in-
formation or damage their computer systems.

These scenarios are not alarmist speculation. They are based on
actual events and cases, and these are crimes that affect the pri-
vacy, safety and security of Americans. The Justice Department is
taking many steps to respond to the daunting challenges posed by
computer crime. In response to this escalating problem, law-en-
forcement agencies have devoted significant resources to developing
teams of investigators and forensic experts who have the special-
ized skills needed for cyber crime investigations.

The FBI and Secret Service, which are represented here today,
have particularly important investigative responsibilities with re-
spect to Internet and computer-related crimes, and they have been
in the forefront of this effort, as has the Department of Defense
and NASA. On the prosecution side, I am pleased that the Crimi-
nal Division has played a particular important role in combating
cyber crime.

The centerpiece of our effort is the Criminal Division’s Computer
Crime and Intellectual Property Section. The attorneys in this sec-
tion focus exclusively on issues relating to computer and intellec-
tual property crime, allowing them to serve as a nationally-recog-
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nized source of advice and expertise on cyber crime law. In addition
to responding daily for requests for information and advice from
the field, CCIPS’ attorneys coordinate multidistrict cases, like the
denial-of-service attacks last year, and work extensively with inter-
national counterparts to improve legal and operational support for
multinational cases.

As well in the Criminal Division, other sections have had to de-
velop computer expertise as traditional forms of crime have moved
on to the Internet. As you have noted, Mr. Chairman, the Fraud
Section has developed special programs to deal with the dramatic
growth in Internet fraud, which is affecting all of us in this coun-
try, various types of fraudulent online schemes, and our Child Ex-
ploitation and Obscenity Section has strongly promoted the depart-
ment’s efforts against one of the most distrubing facets of cyber
crime, the exploitation and abuse of children by online sexual pred-
ators and through the distribution of child pornography over the
Internet.

We recognize, Mr. Chairman, that our success in this area de-
pends on building networks of cooperation. We’re working closely
with State and local law-enforcement on operations and training.
We’re working with international law-enforcement because we real-
ize that cyber crime recognizes no international boundaries. We’re
working with the private sector to promote information-sharing on
our vulnerabilities. Our efforts in these regards are, not surpris-
ingly, documented on the Web site, the CCIPS web site,
www.cybercrime.gov.

Mr. Chairman, while the department does all it can to combat
cyber crime, Congress can lend substantial assistance to our ef-
forts. In particular, I would like to highlight three areas that merit
particular attention. First, Congress should examine the sub-
stantive computer crime law, the Computer Fraud and Abuse Act.
Given recent virus attacks that have caused damages in the bil-
lions of dollars, Congress should assure that the act’s coverage is
comprehensive and that the penalties for these crimes are commen-
surate with the harms caused.

Second, Congress should examine the procedural laws that gov-
ern law-enforcement investigations in the electronic environment.
For example, the statute that governs pen registers and trap and
trace devices should be clarified to assure that the privacy protec-
tions afforded the users of telephones will equally protect e-mail
communications. Similarly, antiquated rules which govern the pro-
cedure for tracing a communication when it passes out of the juris-
diction of the local court that issued the pen trap order, should be
examined and revised.

Under current law, law-enforcement authorities must apply for
the identical order in multiple jurisdictions, causing burdens and
delays that benefit no one but criminals. Congress should look at
the possibility of a single order that would cover these kinds of re-
quests comprehensively.

Third, a perceived or possible conflict between the Cable Act and
the record-keeping statutes that govern telephone companies and
Internet service providers has created roadblocks for important
law-enforcement investigations, now that cable companies are offer-
ing telephone and Internet service. Congress should consider clari-
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fying these laws to ensure that the rules governing law-enforce-
ment access to the records of a service provider—a service pro-
vider’s customers—do not depend on whether the service happens
to be transmitted over cable lines, telephone lines or some other
medium.

Finally, there is the critical issue of resources. The department
can work effectively to combat cyber crime only if we have ade-
quate resources to hire, equip and train investigators and prosecu-
tors. We stand ready to assist you in any way we can as you con-
sider these pressing issues.

Mr. Chairman, all of us are deeply concerned about the safety
and security——

Mr. SMITH. Mr. Chertoff, this being the second week that you’ve
been head of the Criminal Division, we have given you a little
extra time. But we need to conclude if we can.

Mr. CHERTOFF. I appreciate that, Mr. Chairman. I simply want
to say we’re all concerned about safety and security. We want to
balance it with privacy. That concludes my prepared statement. I
am, of course, pleased to answer any questions.

[The prepared statement of Mr. Chertoff follows:]

PREPARED STATEMENT OF MICHAEL CHERTOFF

Mr. Chairman and Members of the Subcommittee, thank you for this opportunity
to testify about the Department of Justice’s efforts to fight cybercrime. The issue
before this Subcommittee today is one of singular importance, and I commend the
Subcommittee for holding this hearing.

In my testimony today, I would like to outline briefly the nature of the cybercrime
problem and the Department’s current efforts to combat that problem. As this is
only my second week as head of the Criminal Division, I have not yet had the oppor-
tunity to undertake a full review of the problem and how we can best confront it.
However, it is clear to me that cybercrime is an extremely serious threat, and that
its complexity and constant evolution present a tremendous challenge to law en-
forcement.

THE NATURE AND SEVERITY OF CYBERCRIME

Over the last decade, use of computers and the Internet has grown exponentially.
Indeed, for many individuals it is an integral part of their daily lives. With little
more than a click of a mouse, people can communicate, transfer information, engage
in commerce, and expand their educational opportunities. Unfortunately, criminals
exploit these same technologies to commit crimes and harm the safety, security, and
privacy of us all. Indeed, as more people go online, more criminals are realizing that
online crime can be lucrative, especially given the amount of valuable commercial
and personal information now being stored electronically.

So-called ‘‘cybercrime’’ can be divided into two categories. On the one hand, we
are seeing the migration of ‘‘traditional’’ crimes from the physical to the online
world. These crimes include threats, child pornography, fraud, gambling, extortion,
and theft of intellectual property. Simply put, criminals are migrating online be-
cause they can reach more victims quickly, can collaborate with other criminals, can
disguise their identities, and can use the global nature of the Internet to remain
anonymous.

On the other hand, the Internet has spawned an entirely new set of criminal ac-
tivity that targets computer networks themselves. Included in this category are such
crimes as hacking, releasing viruses, and shutting down computers by flooding them
with unwanted information (so-called ‘‘denial of service’’ attacks). Our vulnerability
to—and the damages caused by—this type of crime are astonishingly high.

For example, in May of last year, the ‘‘I Love You’’ Virus began to infect com-
puters on the Internet. Within a short period of time, it had disrupted the commu-
nications of hundreds of thousands of computers, causing losses estimated in the bil-
lions of dollars. Just as disturbing, this virus demonstrated a new capability: when
it infected a computer, it accessed the user’s computer passwords and sent them
electronically to a computer in a foreign country. The implications of this virus—
and the many viruses that have followed it—are staggering.
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In March of this year, the FBI’s National Infrastructure Protection Center issued
a warning that an organized group of hackers from Russia and Eastern Europe had
committed a series of intrusions into more than forty banks and e-commerce compa-
nies in the United States. The hackers stole over 1,000,000 credit card numbers
from the companies’ data bases. They then embarked on extortion of many of the
companies, threatening to disclose confidential information or damage the victims’
computer systems. Evidence suggests that the hackers then sold many of the credit
card numbers to organized crime groups.

This crime—the investigation into which the Treasury Department participated
and which has to date resulted in two arrests—has grave implications. Not only did
it cause financial losses for the companies, but it harmed the privacy and security
of the ordinary citizens whose credit cards numbers and personal data were stolen.
Individuals victimized by these sorts of crimes rightfully fear the ramifications of
criminals’ gaining access to their private financial and personal data. Moreover, this
kind of crime strikes at the confidence of consumers, threatening the vital growth
of e-commerce.

Network crimes not only affect the security of individuals and businesses, they
can also threaten our nation’s critical infrastructures. Our power and water supply
systems, telecommunications networks, financial sector, and critical government
services, such as emergency and national defense services, all rely on computer net-
works. This reliance on computer networks creates new vulnerabilities.

For example, for a real-world terrorist to blow up a dam, he would need tons of
explosives, a delivery system, and a surreptitious means of evading armed security
guards. For a cyberterrorist, the same devastating result could be achieved by hack-
ing into the control network and commanding the computer to open the floodgates.
This is not a purely hypothetical scenario. Several years ago, a juvenile hacker
gained unauthorized access to the computers controlling the operations of the Roo-
sevelt Dam in Arizona.

Although there are as yet no definitive statistics on the scope of the problem,
there is no doubt that the number of crimes involving computers and the Internet
is rising dramatically. For example, the CERT Coordination Center, which was cre-
ated to warn about computer attacks and viruses, received over 21,000 network
crime incident reports last year. This is more than double the number of reports
it received the year before. Similarly, a survey conducted by the FBI and the Com-
puter Security Institute recently revealed substantial increases in computer crime.
Over 85 percent of the companies and government agencies surveyed reported com-
puter security breaches within the preceding twelve months, up from 70 percent last
year. Moreover, researchers at the University of California at San Diego recently
reported a methodology that enabled them to count the numbers of denial of service
attacks. Their research revealed that 4,000 attacks occur every week. Responding
to these threats is a daunting challenge.

JUSTICE DEPARTMENT RESPONSES TO CYBERCRIME

While there is little question that combating cybercrime is a tremendous chal-
lenge, it is one the Justice Department must be prepared to meet. I can assure you
that the Department is committed to arresting and prosecuting those individuals
who operate in cyberspace to threaten the security and privacy of our citizens, to
disrupt and damage commerce, and to compromise the integrity and availability of
the Internet itself. I am very encouraged by the extent to which our investigators
and prosecutors have been building a good enforcement foundation. One need only
look at the many success stories reflected on the website of the Computer Crime
and Intellectual Property Section, www.cybercrime.gov, to see their efforts in this
area.

From my perspective, as I begin my assessment of our cybercrime efforts and the
direction they should take in the future, at least three themes or elements seem to
emerge as particularly important to success in confronting cybercrime: developing
specialized expertise, building teamwork and partnerships, and assuring we have
legal authorities which are both effective and appropriate in the unique and ever-
evolving setting of computers and the Internet.

DEVELOPING SPECIALIZED EXPERTISE

Combating computer crime requires a team of professionals, including investiga-
tors, forensic experts, and prosecutors, all of whom have technical expertise. In addi-
tion to traditional investigative skills, cybercrime investigators must be well versed
in the intricacies of technology to insure that evidence is not lost or overlooked. Fo-
rensic experts must know how to handle electronic evidence to protect its integrity
for later use at trial, as well as how to recover and analyze digital evidence from
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computers with hard drives that store gigabytes of data. And prosecutors must un-
derstand the jargon and complexities of high-technology crimes and be able to trans-
late technical evidence into a form understandable to a judge and jury.

In response to the escalating problem, our law enforcement agencies have devoted
significant resources to developing cadres of investigators and forensic experts who
have the specialized skills needed for cybercrime investigations. The FBI and Secret
Service, which have particularly important investigative responsibilities with re-
spect to Internet and computer-related crimes, have certainly been in the forefront
of this effort.

On the prosecution side, I am pleased that the Criminal Division has played a
particularly important role, not only as a source of specialized cybercrime expertise,
but as a key player in the training of local, state and federal agents and prosecutors
in the laws governing cybercrime.

At the center of this effort is the Criminal Division’s Computer Crime and Intel-
lectual Property Section (‘‘CCIPS’’). This team of attorneys focuses exclusively on
issues relating to computer and intellectual property crime, allowing them to serve
as the nationally recognized source of advice and expertise on cybercrime law. In
addition to responding daily to requests for information and advice from the field,
CCIPS coordinates multi-district cases, and works extensively with international
counterparts to improve legal and operational support for multi-national cases, such
as the nationwide investigation of the distributed denial of service attacks in Feb-
ruary 2000 that eventually led to the arrest of an individual in Canada. The Sec-
tion’s important outreach and education mission includes publication of significant
reference materials for prosecutors such as Searching and Seizing Computers and
Obtaining Electronic Evidence in Criminal Investigations and Prosecuting Intellec-
tual Property Crimes and an extensive training program in which, last year alone,
CCIPS’ twenty-one attorneys gave over 200 presentations to prosecutors, agents,
judges, technical experts, and government and industry groups.

A particularly important aspect of developing, and then sharing expertise in the
field is our nationwide network of federal prosecutors called Computer and Tele-
communications Coordinators (or ‘‘CTCs’’)—at least one from each district—who
serve as the district’s prosecutorial expert on computer crime cases. The CTC initia-
tive was started by CCIPS in 1995, and has been strongly supported by our U.S.
Attorneys. CCIPS trains and supports these coordinators specially, so that they, in
turn, can serve as a resource for their offices and the law enforcement authorities
and concerned industry in their regions of the country.

In the Criminal Division, specialized expertise in combating cybercrime is not con-
fined to CCIPS. Other sections have developed this expertise as traditional forms
of criminality have moved onto the Internet.

For example, the Department has seen dramatic growth in various types of fraud-
ulent online schemes, and the Criminal Division’s Fraud Section has played a crit-
ical role in the Justice Department’s response, including overseeing a Department-
wide Internet Fraud Initiative begun in 1999. Its work to date has included (1) ad-
vising and supporting federal prosecutors throughout the country, including mainte-
nance of an Internet fraud brief bank; (2) developing specialized training on Internet
fraud for courses at the Department’s National Advocacy Center; (3) publishing ex-
tensive materials on the Department’s website, www.internetfraud.usdoj.gov, in
order to promote public understanding of Internet fraud schemes and how to deal
with them; and (4) supporting improvements in federal agencies’ investigative and
analytical resources, including the Internet Fraud Complaint Center, a joint project
of the FBI and the National White Collar Crime Center. The Department has also
been involved in the related problem of identity theft, in part by providing national
coordination of governmental efforts through the Identity Theft Subcommittee of the
Attorney General’s Council on White Collar Crime.

Of course, one of the most disturbing facets of cybercrime is the exploitation and
abuse of children, whether through distribution of child pornography over the Inter-
net or through the horrific conduct of sexual predators who operate online. The FBI,
the U.S. Attorneys’ Offices, and the Division’s Child Exploitation and Obscenity Sec-
tion have developed special expertise in investigating and prosecuting these crimes
and currently devote significant resources to the online aspects of child pornography
and luring cases. Moreover, in this area and others, the Department’s Office of
Legal Education, in conjunction with various components of the Criminal Division,
regularly sponsors classes regarding computer crime and electronic evidence.

BUILDING PARTNERSHIPS

As I noted at the beginning of my statement, the second element which seems
particularly important to our efforts against cybercrime is partnership building. Of
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course, from years as a prosecutor, I know that teamwork is essential to any suc-
cessful crime-fighting effort. But it strikes me that in the area of cybercrime the
need for effective partnerships, is not only especially important but also requires
partnerships well outside the traditional law enforcement community.

Certainly the complexity of cybercrime and the breadth, or potential breadth of
its impact, are part of the reason. However, another factor is the diversity of inter-
ests at play in the cyberworld, and hence in our efforts to combat cybercrime. These
include, among others, law enforcement interests, national security interests, pri-
vacy interests, and commerical interests. Without partnership, or at least dialogue,
we will allow those interests to conflict and collide in ways destructive of our efforts
to combat cybercrime.

I would like to briefly describe some of the efforts already underway in the De-
partment to build partnerships at the national and international levels and to en-
gage consumers, organizations and business in a cooperative effort against Internet
and computer related crime.

Because of the borderless and real-time nature of the Internet, and thus of
cybercrime, we at the federal level need effective partnerships with our law enforce-
ment colleagues at the federal, state and local levels, as well as overseas. A good
example of cooperation of the federal level, ‘‘Operation Cyber Loss,’’ is described in
detail in the testimony of FBI Deputy Assistant Director Kubic.

Certainly, within the United States, an important part of our partnership with
state and local counterparts is supporting them in developing the specialized exper-
tise I have already described as so important to our cybercrime efforts. For example,
the Department founded and funds the National Cybercrime Training Partnership,
a ground-breaking consortium of federal, state, and local entities dedicated to im-
proving the technical competence of law enforcement agents and prosecutors. In ad-
dition, we have worked with the National Association of Attorneys General to create
a 50-state list of state and local computer crime specialists, posted on the web, so
that agents and prosecutors from one jurisdiction can call upon their colleagues in
another jurisdiction for assistance in cybercrime matters. Also, our AUSAs special-
izing in cybercrime—the CTCs—are working in their jurisdictions to train state and
local agents and prosecutors.

The challenges on the international level are greater. When we deal with a trans-
border cybercrime, we need foreign law enforcement counterparts who not only have
the necessary technical expertise, but who are accessible and responsive, and who
have the necessary legal authority to cooperate with us and assist us in our inves-
tigations and prosecutions. The Criminal Division has played a central role in at-
tempting to build these sorts of partnerships internationally, and I expect it to con-
tinue to do so.

For example, within the larger law enforcement frame work of the G-8’s Lyon
Group, there is a Subgroup on High-tech Crime which, from its inception, has been
chaired by a senior attorney from CCIPS. One of its important accomplishments was
the development of a ‘‘24/7 network’’ which allows law enforcement contacts in each
participating country to reach out—24 hours a day, seven days a week—to counter-
parts in other countries for rapid assistance in investigating computer crime and
preserving electronic evidence. The Subgroup has also to date sponsored many meet-
ings, including three major conferences, that have brought together government and
private sector representatives of all the G-8 countries to discuss cybercrime issues.

As part of our efforts to forge an effective framework for international partner-
ship, the Department, and in particular the Criminal Division, has been engaged
in the lengthy and still ongoing process of negotiating a cybercrime treaty in the
Council of Europe. Since those negotiations have not yet concluded, I believe it
would be premature to discuss the treaty in detail. Nonetheless, if a solid text
emerges, it would be a significant legal instrument to assist us in combating
cybercrime.

One aspect of our work on the treaty I do want to note especially, however, is
the extent to which we have sought to engage the private sector, some elements of
which had expressed concerns about aspects of the evolving draft and about the
process at the Council of Europe, whose proceedings in this context have not been
open to the public. The United States delegation pressed hard for the COE to depart
from past practice and publish working drafts of the text, which it began to do more
than a year ago. Thereafter, representatives of the Justice Department, along with
those from the State and Commerce Departments—the agencies that form our dele-
gation—met on numerous occasions with industry and privacy groups to hear their
concerns. As a result, our delegation worked hard, and with a large measure of suc-
cess, to obtain a number of changes to the treaty sought by industry and privacy
groups.

VerDate 11-MAY-2000 11:53 Sep 28, 2001 Jkt 000000 PO 00000 Frm 00052 Fmt 6601 Sfmt 6621 G:\WORK\CRIME\052401\72616.001 HJUD2 PsN: HJUD2



47

Of course, our dialogue with industry on the international front is part of a much
broader partnership between law enforcement and industry to combat cybercrime
and protect the nation’s critical infrastructures.

As the builders and owners of the infrastructure that supports cyberspace, private
sector companies have primary responsibility for securing and protecting the Inter-
net. CCIPS, the National Infrastructure Protection Center (NIPC), and the CTC net-
work have engaged in regular outreach to industry to ensure that communications
channels are open between government and the private sector and to encourage co-
operation on efforts to prevent and combat computer and intellectual property
crimes. For example, the NIPC, in conjunction with the private sector, has devel-
oped the ‘‘InfraGard’’ initiative to expand direct contacts between government and
private sector infrastructure owners and operators, and to share information about
computer intrusions, vulnerabilities, and infrastructure threats.

Consumers, as the users of the infrastructure, also play an important role in se-
curing the Internet. In the real world, most people understand their responsibilities
regarding property: one should take appropriate steps to lock one’s doors, but one
should not enter other peoples’ homes without permission even if they leave their
doors unlocked. The Department has been working with the private sector and con-
sumers to promote the same kind of safety precautions and ethics in the online
world. One program we initiated with the Information Technology Association of
America is the Cybercitizen Partnership, a national campaign to raise awareness
about using computers responsibly and to provide educational resources to empower
concerned citizens. The Partnership has developed a website,
www.cybercitizenship.org, which provides information to parents, teachers, and chil-
dren about online ethics.

Certainly, one of the partnerships most important to our cybercrime efforts—one
I believe we strengthen through hearings such as this—is the partnership between
the Executive and Legislative branches. Of course, it is in the context of this part-
nership that we will focus on the third important element in our fight against
cybercrime, and that is assuring that we have appropriate and effective legal tools.

ASSURING AN EFFECTIVE LEGAL FRAMEWORK

Given my very recent arrival as head of the Criminal Division, I am not in a posi-
tion today to make specific recommendations about legislation. However, we are
looking at this area closely, and are aware that members of Congress are doing so
as well.

What I would like to do is to describe in general terms certain areas where our
career investigators and prosecutors have raised concerns about our current legal
framework for investigating and prosecuting cybercrime. For example, the adequacy
of the penalties for certain computer crimes has been questioned, particularly in the
aftermath of the ‘‘Melissa’’ virus case. In that case, even though the defendant
caused tens of millions, if not billions of dollars of damage. the maximum penalty
was five years imprisonment. Also, some prosecutors have expressed concern that
the particular statutory approach for computing the minimum thresholds of damage
in computer hacking cases, may in fact allow some significant criminals to go
unpunished.

There have also been questions about whether procedural statutes, some enacted
more than a decade ago, have withstood the changes brought about by the advance
of technology. The Pen Register and Trap and Trace Statute is a good example. The
‘‘pen/trap statute’’ establishes a set of procedures by which law enforcement authori-
ties can collect the non-content information associated with a communication. For
telephones, this means the source or destination of calls placed to or from a par-
ticular phone. Congress enacted this statute in 1986 to protect privacy by requiring
that the law enforcement authorities apply for a court order, allowing only govern-
ment attorneys (not agents) to apply for such orders, and creating a criminal offense
for any who use pen/trap devices without authority.

With the advances in technology, law enforcement authorities and the courts have
applied the pen/trap statute to new communications media, such as e-mail. In this
context, pen/trap devices can uncover the source—but not the content—of a par-
ticular Internet communication. For example, law enforcement authorities obtained
a pen/trap order on an e-mail account that was central to locating and arresting
James Kopp, who had evaded arrest for three years after being indicted for killing
a doctor in front of his wife and child in their home near Buffalo, New York, in
1998.

Although numerous courts across the country have applied the pen/trap statue to
communications on computer networks, no federal district or appellate court has ex-
plicitly ruled on its propriety. However, certain litigants have begun to challenge the
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application of the pen/trap statute to such electronic communications. The pen/trap
statute protects privacy and is an important investigative tool. Its application to the
cyberworld is vital.

Also, this legislation was passed in an era when telecommunication networks
were configured in such a way that, in most cases, the information sought could be
obtained by issuing an order to a single carrier. With deregulation, however, a sin-
gle communication may now be carried by multiple providers. For example, a tele-
phone call may be carried by a competitive local exchange carrier, which passes it
to a switch to a local Bell Operating Company, which passes it to a long distance
carrier, which hands it to a local exchange carrier elsewhere in the U.S., which in
turn may finally hand it to a cellular carrier. Under the structure of the current
statute, where a court may only authorize the installation of a pen register or trap
device ‘‘within the jurisdiction of the court,’’ identifying the ultimate source may re-
quire obtaining information from a host of providers located throughout the coun-
try—each requiring a separate order. Indeed, in one case the Justice Department
needed four separate orders to trace a hacker’s communications. You can imagine
the concern of our investigators and prosecutors about complying with this proce-
dure when confronted with an urgent need for information to prevent a serious
crime or trace one in progress.

Another procedural statute that Congress should consider examining is the Cable
Communications Policy Act (the ‘‘Cable Act’’) (47 U.S.C. § 551). Technological ad-
vances—and uncertainty about the Cable Act’s application to them—have created
roadblocks for important law enforcement investigations.

In 1984, Congress passed the Cable Act to regulate government access to records
pertaining to cable television service. Of course, at that time, cable companies did
not offer Internet access or telephone service. Today, they do. Yet a totally separate
legal regime governs government access to records pertaining to telephones and the
Internet. These laws include the wiretap statute (18 U.S.C. § 2510 et seq.), the Elec-
tronic Communications Privacy Act (‘‘ECPA’’) (18 U.S.C. § 2701 et seq.), and the pen/
trap statute (18 U.S.C. § 3121 et seq.). Cable companies have expressed concern that
they may expose themselves to liability for violating the Cable Act if they comply
with subpoenas and court orders for telephone or Internet records. This complication
has at times delayed or frustrated time-sensitive investigations. It makes little
sense for the rules governing law enforcement access to the records of communica-
tions customers to depend on the method by which the customer connects to the
Internet.

These are only a few of the legislative issues we are now reviewing. I know there
are other areas of concern, for example, with respect to further protections for chil-
dren and safeguarding personal information from unauthorized and even criminal
use. Moreover, part of our agenda will inevitably concern resources. Future budget
requests for the Division will make adequate resources for our efforts against
cybercrime a priority.

Conclusion
Mr. Chairman, I want to thank you again for this opportunity to testify about our

efforts to fight crime on the Internet. Citizens are deeply concerned about their safe-
ty and security when using the Internet, and we unfortunately have already encoun-
tered many examples of serious crimes against individuals and businesses and seri-
ous invasions of their privacy by criminals. Enhancing the ability of law enforce-
ment to fight cybercrime both promotes Internet users’ safety and security and en-
hances their privacy by deterring and punishing criminals. The Department of Jus-
tice stands ready to work with the Members of this Subcommittee to achieve these
important goals.

Mr. Chairman, that concludes my prepared statement. I would be pleased to an-
swer any questions that you may have at this time.

Mr. SMITH. Thank you, Mr. Chertoff.
Mr. Kubic?

STATEMENT OF THOMAS T. KUBIC, PRINCIPAL DEPUTY AS-
SISTANT DIRECTOR, CRIMINAL INVESTIGATIVE DIVISION,
FEDERAL BUREAU OF INVESTIGATION

Mr. KUBIC. Good afternoon, Mr. Chairman and Members of the
Subcommittee. I, too, am pleased to be with you today and to dis-
cuss some of the work of the FBI, as well as do what I can to en-
lighten the Committee on the issue of cyber crime today. Rather
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than repeat some things which already have been covered, I would
submit for the record my full statement at this time.

Mr. SMITH. Without objection, any witness will have their full
statement made a part of the record.

Mr. KUBIC. Thank you. I would like to make just a few points.
The first is that, cyber crimes are, in fact, unique. The cyber crimi-
nal operating in that environment stands much less of a chance of
being apprehended and located than many other criminals that we
are constantly faced with. The crime is committed oftentimes with-
out the knowledge of the individual who is being victimized, as is
the case when computer time is stolen.

Additionally, during the initial stages of a computer crime inves-
tigation, it is often difficult to ascertain the objective of the crime
or the motive of the crime. So we don’t know, at the start these in-
trusions, for example, if the effort is to steal intellectual property
or if the effort is to launch a virus or, in fact, it is just a mere theft
to steal credit cards. These problems are not quite as vexing in the
real world. Considering the example of a bank robbery, it is very
clear when a man enters the bank with a gun, to steal, that he is
there to rob the bank, and he leaves behind an awful lot of physical
evidence, which is not always the case in the cyber world of inves-
tigations.

What little evidence is left in a cyber crime is very perishable
and often is gone before the investigators arrive on the scene.
Thus, it is the nature of cyber crime which leads to the need for
extra or special expertise on the part of the investigators, as well
as continuing training throughout the course of the cycle of the in-
vestigator’s career.

The second point I would like to make is that cyber crimes are
evolving, as Assistant Attorney General Chertoff has pointed out.
This is an area where there are new crimes that are being con-
ceived of and committed by cyber criminals on a regular basis. Ad-
ditionally, the rapidly developing technology leaves us in a situa-
tion where law-enforcement does play a good bit of catchup in order
to stay current and to develop techniques to save and preserve the
evidence it has found.

With regard to the FBI’s response, there have been two major
initiatives. The first was the National Infrastructure Protection
Center, which I believe you may be very familiar with. That mis-
sion, of NIPC, established 3 years ago, was to identify intrusions,
to get word out as to the nature of those, so that security people
in the private sector can understand what the issue is, what the
vulnerabilities are, and fix those.

There are, in fact, NIPC-trained agent in all 56 FBI field offices;
16 of those offices have full squads devoted to the investigation of
intrusions. During the course of the investigation, if it is deter-
mined that it is a white-collar crime case, that is, the motive of the
intrusion is to steal money, additional resources are brought into
the mix, particularly white-collar crime investigators.

The second is the Internet Fraud Complaint Center, and I think
that the Chairman has noted some of the results of that investiga-
tion or that effort. Established a little more than a year ago, the
Internet Fraud Complaint Center serves as a clearinghouse where,
in fact, complaints can be received, analyzed and investigative re-
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1 New York Times, November 12, 1999
2 Source: Forrester Research, Inc., <http://www.Forrester.com>

ports submitted to not only Federal investigators, but also State
and local investigators.

There is no question that to effectively combat computer crime
or cyber crime, it needs a marriage, a task force approach, with not
only prosecutors who are skilled and knowledgeable of the law, but
also investigators, State, local and Federal. The FBI is, in fact,
committed to the safety and security of the cyber world and those
who either shop or conduct business in the cyber world, as well as
those who visit just to obtain information.

Thank you, Mr. Chairman.
[The prepared statement of Mr. Kubic follows:]

PREPARED STATEMENT OF THOMAS T. KUBIC

GOOD MORNING MR. CHAIRMAN AND MEMBERS OF THE SUB-
COMMITTEE ON CRIME. I AM PLEASED TO APPEAR TODAY ON BEHALF OF
THE FEDERAL BUREAU OF INVESTIGATION AND SHARE WITH YOUR SUB-
COMMITTEE THE FBI’S EFFORTS TO ADDRESS CYBER CRIME.

LET ME BEGIN BY EMPHASIZING THAT THE FBI PLACES A HIGH PRI-
ORITY ON INVESTIGATING CYBER CRIME MATTERS AND IS COMMITTED
TO WORKING WITH THIS SUBCOMMITTEE AND ALL OF CONGRESS TO EN-
SURE THAT LAW ENFORCEMENT AND THE PRIVATE SECTOR HAVE THE
NECESSARY TOOLS AND PROTECTIONS TO COMBAT THESE CRIMES. IT IS
ONLY WITH THE EFFECTIVE COORDINATION AND COOPERATION BE-
TWEEN ALL LEVELS OF GOVERNMENT AND PRIVATE SECTOR COMPANIES
THAT EFFORTS TO COMBAT CYBER CRIME WILL SUCCEED. THE FBI REC-
OGNIZES AND APPRECIATES THE INTEREST AND EFFORTS OF PRIVATE
SECTOR COMPANIES IN PREVENTING CYBER CRIME AS WELL AS THEIR
WILLINGNESS TO WORK WITH LAW ENFORCEMENT TO ADDRESS THE
PROBLEM.

I WOULD LIKE TO FIRST PROVIDE AN FBI PERSPECTIVE AS TO THE EX-
TENT OF THE CYBER CRIME PROBLEM ALONG WITH THE UNIQUE CHAL-
LENGES FACED BY LAW ENFORCEMENT IN ADDRESSING IT, AND THEN
GIVE YOU AN OVERVIEW OF WHAT THE FBI IS DOING TO ADDRESS THE
PROBLEM INCLUDING DETAILS CONCERNING THE INTERNET FRAUD
COMPLAINT CENTER AND A RECENT NATIONWIDE INTERNET FRAUD OP-
ERATION.

THE INTERNET IS CHANGING THE WORLD AS WE KNOW IT, AND PROM-
ISES TO CHANGE HOW WE BUY THINGS, HOW WE COMMUNICATE, WHERE
WE GET ENTERTAINMENT, NEWS, AND WEATHER, WHERE WE WORK, AND
MUCH, MUCH MORE WHILE BRINGING ENORMOUS BENEFITS TO SOCIETY.
THE GROWTH AND UTILIZATION OF THE INTERNET AS A COMMUNICA-
TIONS AND COMMERCE TOOL IS UNSURPASSED IN MODERN HISTORY.
CURRENT TRENDS REFLECT THIS REMARKABLE GROWTH:

• INTERNET USERS IN THE U.S. REACHED 65 MILLION IN 1998, OVER
100 MILLION IN 1999, AND ARE EXPECTED TO EXCEED 200 MILLION
THIS YEAR.1

• BUSINESS-TO-BUSINESS E-COMMERCE TOTALED OVER $100 BILLION
IN 1999 (MORE THAN DOUBLING FROM 1998) AND IS EXPECTED TO
GROW TO OVER ONE TRILLION DOLLARS BY 2003. WORLDWIDE NET
COMMERCE, BOTH BUSINESS-TO-BUSINESS AND BUSINESS-TO-CON-
SUMER, WILL HIT AN ESTIMATED $6.8 TRILLION IN 2004.2

THE VAST MAJORITY OF COMMUNICATION AND COMMERCE CON-
DUCTED VIA THE INTERNET IS FOR LAWFUL PURPOSES. HOWEVER, THE
INTERNET IS INCREASINGLY UTILIZED TO FOSTER FRAUDULENT
SCHEMES. JUST AS PRIOR TECHNOLOGICAL ADVANCES HAVE BROUGHT
DRAMATIC IMPROVEMENTS FOR SOCIETY, THEY HAVE ALSO CREATED
NEW OPPORTUNITIES FOR WRONGDOING. THE UNIQUE CHALLENGES
FACING LAW ENFORCEMENT IN ADDRESSING CYBER CRIME REVOLVE
AROUND THE NEBULOUS NATURE OF CYBER CRIME. THE INITIAL STAGES
OF A CYBER CRIME INVESTIGATION INVOLVE A HIGH DEGREE OF UNCER-
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TAINTY. IT IS OFTEN DIFFICULT TO QUICKLY IDENTIFY AND ASSESS
WHAT TYPE OF CRIME, IF ANY, HAS BEEN COMMITTED. FOR EXAMPLE,
WHEN THE FBI RECEIVES A COMPLAINT INDICATING THAT A BUSINESS
HAS EXPERIENCED SOME TYPE OF INTRUSION INVOLVING ITS COMPUTER
NETWORK, THE POSSIBLE CRIMES COMMITTED ARE INDETERMINATE. IT
COULD BE A MALICIOUS HACKING INCIDENT AIMED AT DAMAGING OR
SABOTAGING THE NETWORK, A POSSIBLE TERRORIST ATTACK, SOME
FORM OF ESPIONAGE, A DENIAL OF SERVICE ATTACK, AS WELL AS ANY
MYRIAD FORM OR COMBINATION OF TRADITIONAL CRIMES SUCH AS
FRAUDS OR EXTORTIONS. CONTRAST THIS WITH A MORE TRADITIONAL
CRIME IN THE PHYSICAL WORLD SUCH AS A BANK ROBBERY. WHEN A
SUBJECT WALKS INTO A BANK WITH A GUN DEMANDS MONEY, THE TYPE
OF CRIME BEING COMMITTED IS ABUNDANTLY CLEAR TO EVERYONE.
MOREOVER, IN A BANK ROBBERY, THERE IS TYPICALLY A NUMBER OF
PHYSICAL TYPES OF EVIDENTIARY VALUE SUCH AS FINGERPRINTS, SHOE
IMPRESSIONS, SURVEILLANCE VIDEO AND/OR PHOTOGRAPHS, MONEY
TAKEN, AND SEVERAL WITNESSES. NONE OF THIS IS AVAILABLE IN THE
COMMISSION OF AN ON-LINE CRIME. WHAT LITTLE EVIDENCE IS AVAIL-
ABLE IN AN ON-LINE CRIME WILL USUALLY NOT EXIST FOR LONG. WITH-
OUT AN IMMEDIATE RESPONSE BY SKILLED CYBER INVESTIGATORS, IT
WILL OFTEN BE FOREVER LOST.

THIS ELUSIVE NATURE OF CYBER CRIME TRANSLATES INTO A CRITICAL
NEED FOR HIGH LEVELS OF EXPERTISE IN INVESTIGATING CYBER CRIME
MATTERS. IT IS RARELY CLEAR AT THE OUTSET OF AN INVESTIGATION AS
TO THE ULTIMATE PURPOSE BEHIND A COMPUTER INTRUSION. HOW-
EVER, OUR INVESTIGATIONS HAVE DEVELOPED EVIDENCE THAT IN A MA-
JORITY OF CASES, THE PURPOSE OF INTRUSIONS IS TO FACILITATE ON-
GOING CRIMINAL ACTIVITY AND SEEK FINANCIAL GAIN.

BY WAY OF EXAMPLE, ON MARCH 1, 2000, A COMPUTER HACKER ALLEG-
EDLY COMPROMISED MULTIPLE E-COMMERCE WEB SITES IN THE U.S.,
CANADA, THAILAND, JAPAN AND THE UNITED KINGDOM, AND APPAR-
ENTLY STOLE AS MANY AS 28,000 CREDIT CARD NUMBERS WITH LOSSES
ESTIMATED TO BE AT LEAST $3.5 MILLION. THOUSANDS OF CREDIT CARD
NUMBERS AND EXPIRATION DATES WERE POSTED TO VARIOUS INTERNET
WEB SITES. AFTER AN EXTENSIVE INVESTIGATION, ON MARCH 23, 2000,
THE FBI ASSISTED THE DYFED POWYS (WALES, UK) POLICE SERVICE IN
A SEARCH AT THE RESIDENCE OF THE SUBJECT WHO WAS THEN AR-
RESTED IN THE UK ALONG WITH A CO-CONSPIRATOR UNDER THE UK’S
COMPUTER MISUSE ACT OF 1990.

THIS CASE WAS PREDICATED ON THE INVESTIGATIVE WORK BY THE
FBI, THE DYFED POWYS POLICE SERVICE IN THE UNITED KINGDOM,
INTERNET SECURITY CONSULTANTS, THE ROYAL CANADIAN MOUNTED
POLICE (RCMP), AND THE INTERNATIONAL BANKING AND CREDIT CARD
INDUSTRY. THIS CASE ILLUSTRATES THE BENEFITS OF LAW ENFORCE-
MENT AND PRIVATE INDUSTRY, AROUND THE WORLD, WORKING TO-
GETHER IN PARTNERSHIP ON COMPUTER CRIME INVESTIGATIONS. LOSS
ESTIMATES ARE STILL BEING DETERMINED.

AS WORLDWIDE DEPENDENCE ON TECHNOLOGY INCREASES, HIGH-
TECH CRIME IS BECOMING AN INCREASINGLY ATTRACTIVE SOURCE OF
REVENUE FOR ORGANIZED CRIME GROUPS, AS WELL AS AN ATTRACTIVE
OPTION FOR THEM TO MAKE COMMERCIAL AND FINANCIAL TRANS-
ACTIONS THAT SUPPORT CRIMINAL ACTIVITY. CRIMINAL ACTIVITY IN
THE CYBER WORLD PRESENTS A DAUNTING CHALLENGE AT ALL LEVELS
OF LAW ENFORCEMENT. IN THE PAST, A NATION’S BORDER ACTED AS A
BARRIER TO THE DEVELOPMENT OF MANY CRIMINAL ENTERPRISES, OR-
GANIZATIONS AND CONSPIRACIES. OVER THE PAST FIVE YEARS, THE AD-
VENT OF THE INTERNET AS A BUSINESS AND COMMUNICATION TOOL
HAS ERASED THESE BORDERS. CYBER CRIMINALS AND ORGANIZATIONS
POSE SIGNIFICANT THREATS TO GLOBAL COMMERCE AND SOCIETY.

THE USE OF THE INTERNET FOR CRIMINAL PURPOSES IS ONE OF THE
MOST CRITICAL CHALLENGES FACING THE FBI AND LAW ENFORCEMENT
IN GENERAL. UNDERSTANDING AND USING THE INTERNET TO COMBAT
INTERNET FRAUD IS ESSENTIAL FOR LAW ENFORCEMENT. THE FRAUD
BEING COMMITTED OVER THE INTERNET IS THE SAME TYPE OF WHITE
COLLAR FRAUD THE FBI HAS TRADITIONALLY INVESTIGATED BUT POSES
ADDITIONAL CONCERNS AND CHALLENGES BECAUSE OF THE NEW ENVI-
RONMENT IN WHICH IT IS LOCATED. THE ACCESSABILITY OF SUCH AN
IMMENSE AUDIENCE COUPLED WITH THE ANONYMITY OF THE SUBJECT,
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REQUIRE A DIFFERENT APPROACH. THE INTERNET IS A PERFECT VEHI-
CLE TO LOCATE VICTIMS AND PROVIDE THE ENVIRONMENT WHERE THE
VICTIMS DON’T SEE OR SPEAK TO THE FRAUDSTERS. THE INTERNET EN-
VIRONMENT OFTEN CREATES A FALSE SENSE OF SECURITY AMONG
USERS LEADING THEM TO CHECK OUT OPPORTUNITIES FOUND ON THE
INTERNET LESS THOROUGHLY THAN THEY MIGHT OTHERWISE. ANYONE
IN THE PRIVACY OF THEIR OWN HOME CAN CREATE A VERY PERSUASIVE
VEHICLE FOR FRAUD OVER THE INTERNET. THE EXPENSES ASSOCIATED
WITH THE OPERATION OF A ‘‘HOME PAGE’’ AND THE USE OF ELECTRONIC
MAIL (E-MAIL) ARE MINIMAL. CON ARTISTS DO NOT REQUIRE THE CAP-
ITAL TO SEND OUT MAILERS, HIRE PEOPLE TO RESPOND TO THE MAIL-
ERS, FINANCE AND OPERATE TOLL FREE NUMBERS. THIS TECHNOLOGY
HAS EVOLVED EXPONENTIALLY OVER THE PAST FEW YEARS AND WILL
CONTINUE TO EVOLVE AT A TREMENDOUS RATE.

INTERNET FRAUD DOES NOT HAVE TRADITIONAL BOUNDARIES AS SEEN
IN THE TRADITIONAL SCHEMES. NO ONE KNOWS THE FULL EXTENT OF
THE FRAUD BEING COMMITTED ON THE INTERNET. NOT ALL VICTIMS RE-
PORT FRAUD, AND THOSE WHO DO, DO NOT REPORT IT TO ONE CENTRAL
REPOSITORY. FOR TRADITIONAL FRAUD SCHEMES THE FBI HAS SYSTEMS
IN PLACE TO IDENTIFY AND TRACK FRAUD THROUGHOUT THE COUNTRY.
FOR EXAMPLE, A CON MAN OPENS UP SHOP IN CHICAGO, FINDS A LOCA-
TION, OBTAINS PHONES, HIRES PERSONNEL, AND BEGINS TO DEFRAUD
PEOPLE. WHEN VICTIMS DON’T RECEIVE WHAT THEY WERE PROMISED
AND REALIZE THAT THEY HAVE BEEN DEFRAUDED, THEY WILL CONTACT
THEIR LOCAL FIELD OFFICE OF THE FBI, AND PROVIDE THE COMPLAINT
INFORMATION, WHICH WILL BE FORWARDED TO THE CHICAGO OFFICE
(WHERE THE FRAUD IS OCCURRING). THE FBI IN CHICAGO RECEIVES A
NUMBER OF THESE COMPLAINTS AND INITIATES AN INVESTIGATION.
FRAUD OVER THE INTERNET DOES NOT NEED A PHYSICAL LOCATION,
NOR PERSONNEL, NOR TELEPHONES. INTERNET FRAUD IS DISJOINTED,
AND SPREAD THROUGHOUT THE COUNTRY AND OTHER COUNTRIES. THE
TRADITIONAL METHODS OF DETECTING, REPORTING, AND INVES-
TIGATING FRAUD FAIL IN THIS VIRTUAL ENVIRONMENT. VICTIMS OF
FRAUD HAVE BEEN UNSURE OF HOW OR WHERE TO REPORT WHAT THEY
SEE OR WHAT THEY HAVE EXPERIENCED ON THE INTERNET. LAW EN-
FORCEMENT AGENCIES HAVE RECEIVED COMPLAINTS IN A PIECEMEAL
FASHION, MOST NOT REACHING A LEVEL TO ADVANCE THE COMPLAINT
TO AN INVESTIGATION. ANOTHER PROBLEM IS VENUE. WITHOUT SOME
TECHNICAL INVESTIGATORY STEPS IT IS DIFFICULT TO IDENTIFY THE
LOCATION OF A WEBSITE OR THE ORIGIN OF AN E-MAIL.

THE INTERNET PROVIDES CRIMINALS WITH A TREMENDOUS WAY TO
LOCATE NUMEROUS VICTIMS AT MINIMAL COSTS. THE VICTIMS OF
INTERNET FRAUD NEVER SEE OR SPEAK TO THE SUBJECTS, AND OFTEN
DON’T KNOW WHERE THE SUBJECTS ARE ACTUALLY LOCATED. CRIMES
COMMITTED USING COMPUTERS AS A COMMUNICATION OR STORAGE DE-
VICE HAVE DIFFERENT PERSONNEL AND RESOURCE IMPLICATIONS THAN
SIMILAR OFFENSES COMMITTED WITHOUT THESE TOOLS. ELECTRONIC
DATA IS PERISHABLE—EASILY DELETED, MANIPULATED AND MODIFIED
WITH LITTLE EFFORT. THE VERY NATURE OF THE INTERNET AND THE
RAPID PACE OF TECHNOLOGICAL CHANGE IN OUR SOCIETY RESULT IN
OTHERWISE TRADITIONAL FRAUD SCHEMES BECOMING MAGNIFIED
WHEN THESE TOOLS ARE UTILIZED AS PART OF THE SCHEME. THE
INTERNET PRESENTS NEW AND SIGNIFICANT INVESTIGATORY CHAL-
LENGES FOR LAW ENFORCEMENT AT ALL LEVELS. THESE CHALLENGES
INCLUDE: THE NEED TO TRACK DOWN SOPHISTICATED USERS WHO COM-
MIT UNLAWFUL ACTS ON THE INTERNET WHILE HIDING THEIR IDENTI-
TIES; THE NEED FOR CLOSE COORDINATION AMONG LAW ENFORCEMENT
AGENCIES; AND THE NEED FOR TRAINED AND WELL-EQUIPPED PER-
SONNEL TO GATHER EVIDENCE, INVESTIGATE, AND PROSECUTE THESE
CASES. VICTIMS ARE OFTEN SCATTERED AROUND THE COUNTRY IN DIF-
FERENT JURISDICTIONS OR COUNTRIES THAN THE SUBJECT(S). SUB-
JECTS LOCATED IN OTHER COUNTRIES ARE INCREASINGLY TARGETING
VICTIMS IN THE U.S. UTILIZING THE INTERNET. EVIDENCE CAN BE
STORED REMOTELY IN LOCATIONS NOT IN PHYSICAL PROXIMITY TO EI-
THER THEIR OWNER OR THE LOCATION OF CRIMINAL ACTIVITY. IN ADDI-
TION, LOSSES SUFFERED BY VICTIMS IN INDIVIDUAL JURISDICTIONS MAY
NOT MEET PROSECUTIVE THRESHOLDS EVEN THOUGH TOTAL LOSSES
THROUGH THE SAME SCHEME MAY BE SUBSTANTIAL. IN ORDER TO SUB-
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POENA RECORDS, UTILIZE ELECTRONIC SURVEILLANCE, EXECUTE
SEARCH WARRANTS, SEIZE EVIDENCE AND EXAMINE IT IN FOREIGN
COUNTRIES, THE FBI MUST RELY UPON LOCAL AUTHORITIES FOR ASSIST-
ANCE. IN SOME CASES, LOCAL POLICE FORCES DO NOT UNDERSTAND OR
CANNOT COPE WITH TECHNOLOGY. IN OTHER CASES, THESE NATIONS
SIMPLY DO NOT HAVE ADEQUATE LAWS REGARDING CYBER CRIME AND
ARE THEREFORE LIMITED IN THEIR ABILITY TO PROVIDE ASSISTANCE.
OUR LEGAL ATTACHE PROGRAM PROVIDES CRITICAL CONTRIBUTIONS IN
THESE MATTERS.

CYBER CRIME EXISTS ACROSS FBI PROGRAM BOUNDARIES AND WITH-
OUT REGARD TO INTERNATIONAL BORDERS. AMONG THE FBI PROGRAM
AREAS IMPACTED BY CYBER CRIME ARE: SECURITIES AND COMMODITIES
TRANSACTIONS, PRIME BANK SCHEMES, TELEMARKETING SCHEMES, ON-
LINE BANKING FRAUDS, GOVERNMENT PROGRAM AND PRIVATE HEALTH
CARE FRAUD SCHEMES, ONLINE PHARMACY SCHEMES, ONLINE AUCTION
FRAUDS, IDENTITY THEFT, INTELLECTUAL PROPERTY THEFT, BUSINESS-
TO-BUSINESS FRAUDS, NON-DELIVERY OF SERVICES, SO-CALLED NIGE-
RIAN LETTER SOLICITATIONS, CREDIT CARD FRAUD, E-COMMERCE AND
TRADING, E-COMMERCE AND GOVERNMENT PROCUREMENT, ONLINE
GAMBLING, ORGANIZED CRIME/DRUGS, TERRORISM, FUGITIVES, PUR-
CHASE AND SALE OF STOLEN/COUNTERFEIT MERCHANDISE, CHILD POR-
NOGRAPHY, DENIAL OF SERVICE ATTACKS, INTRUSIONS, MONEY LAUN-
DERING, AND AS A BUSINESS TOOL TO TRANSACT CRIMINAL ACTIVITY.

CRIMINALS COMMONLY USE COMPUTERS TO COMMUNICATE, STORE IN-
FORMATION, AND PERFORM FINANCIAL AND OTHER TRANSACTIONS. IN-
FORMATION WHICH AT ONE TIME WAS MAINTAINED IN PAPER FILES NOW
RESIDES IN DIGITAL FORMAT ON HARD DRIVES AND NETWORKS, AND IN-
FORMATION THAT ONCE WAS TRANSMITTED AS ANALOG VOICE OVER
TELEPHONE CONNECTIONS IS NOW TRANSMITTED IN DIGITAL FORMAT
OVER THE INTERNET. THE RESULT IS THAT THESE DEVICES OFTEN CON-
TAIN CRITICAL EVIDENCE OF CRIMINAL ACTIVITY NOT ONLY WITH RE-
SPECT TO COMPUTER CRIMES, BUT ALSO WITH RESPECT TO CONVEN-
TIONAL CRIMES WHERE USE OF A COMPUTER IS MERELY INCIDENTAL TO
THE CRIME.

IN ADDITION TO THE BASIC INVESTIGATIVE STEPS REQUIRED IN ANY
INVESTIGATION, CYBER CRIME INVESTIGATIONS REQUIRE THAT NEW
TYPES OF QUESTIONS BE ASKED, NEW CLUES LOOKED FOR, AND NEW
RULES BE FOLLOWED CONCERNING THE COLLECTION AND PRESERVA-
TION OF EVIDENCE. IN ORDER TO SUCCESSFULLY CONDUCT THESE IN-
VESTIGATIONS, INVESTIGATORS REQUIRE SIGNIFICANTLY ADVANCED
SKILLS. REGARDLESS OF WHETHER THE COMPUTER SYSTEM ITSELF IS
THE TARGET OF CRIMINAL ACTIVITY OR THE COMPUTER SYSTEM (OR
INTERNET) IS USED IN FURTHERANCE OF A CRIME, THE FACT THAT A
COMPUTER IS INVOLVED BRINGS INTO PLAY AND CREATES A NECESSITY
AND REQUIREMENT FOR A QUALIFIED PERSON TO COMPETENTLY HAN-
DLE THE COMPUTER-RELATED AND INTERNET ISSUES. COMPUTER ANAL-
YSIS AND RESPONSE TEAM (CART) RESOURCES ARE HEAVILY RELIED
UPON BY FIELD OFFICES TO RESPOND TO THE WIDE VARIETY OF COM-
PUTER FACILITATED CRIMES. THE FBI HAS SUPPORTED LOCAL REGIONAL
COMPUTER FORENSIC LABS (RCFL) INITIATIVES IN SAN DIEGO AND DAL-
LAS. THESE COOPERATIVE VENTURES BETWEEN THE FBI, DEA AND
OTHER FEDERAL AGENCIES, AND STATE AND LOCAL LAW ENFORCEMENT
PROVIDE COMPUTER FORENSIC SUPPORT TO ALL LAW ENFORCEMENT
AGENCIES WITHIN THEIR RESPECTIVE TERRITORIES. THE DEVELOPMENT
OF SUCH REGIONAL LABS IS, IN OUR VIEW, VERY IMPORTANT, BOTH IN
ORDER TO LEVERAGE LAW ENFORCEMENT RESOURCES AND TO ENSURE
THE DEVELOPMENT AND IMPLEMENTATION OF SOUND NATIONAL
STANDARDS FOR COMPUTER FORENSICS.

TO THIS POINT, WE HAVE DISCUSSED IN GENERAL THE POTENTIAL
THREAT POSED BY CYBER CRIME, WHY IT HAS BECOME AND WILL CON-
TINUE TO BE ONE OF THE MOST SIGNIFICANT CRIME PROBLEMS , AND
BRIEFLY DESCRIBED SOME OF THE MYRIAD FACETS OF CYBER CRIME. I
WOULD LIKE TO NOW FOCUS THE DISCUSSION ON WHAT THE FBI IS
DOING TO ADDRESS THE AREA OF CYBER CRIME.
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INTERNET FRAUD COMPLAINT CENTER (IFCC)

THE DEVELOPMENT OF A PROACTIVE STRATEGY TO INVESTIGATE
INTERNET FRAUD THROUGH THE ESTABLISHMENT OF AN INTERNET
FRAUD COMPLAINT CENTER (IFCC) AS A CENTRAL REPOSITORY FOR
CRIMINAL COMPLAINTS WAS ESSENTIAL. THE IFCC IS A JOINT OPER-
ATION WITH THE FBI AND THE NATIONAL WHITE COLLAR CRIME CENTER
(NW3C). THE NW3C IS A NON-PROFIT ORGANIZATION WHICH IS PARTIALLY
FUNDED BY THE DEPARTMENT OF JUSTICE. THE MISSION OF NW3C IS TO
PROVIDE A NATIONWIDE SUPPORT SYSTEM FOR THE PREVENTION, IN-
VESTIGATION AND PROSECUTION OF ECONOMIC CRIMES. A LITTLE OVER
A YEAR AGO, ON MAY 8, 2000, THE IFCC OPENED ITS DOORS TO COMBAT
THE GROWING PROBLEM OF CRIMINAL FRAUD OVER THE INTERNET. THE
IFCC WAS NECESSARY TO ADEQUATELY IDENTIFY, TRACK, AND PROS-
ECUTE NEW FRAUDULENT SCHEMES ON THE INTERNET ON A NATIONAL
AND INTERNATIONAL LEVEL. IT SERVES AS A CLEARINGHOUSE FOR THE
RECEIPT, ANALYSIS, AND DISSEMINATION OF CRIMINAL COMPLAINTS
CONCERNING FRAUDS PERPETRATED OVER THE INTERNET. IFCC PER-
SONNEL COLLECT, ANALYZE, EVALUATE, AND DISSEMINATE INTERNET
FRAUD COMPLAINTS TO THE APPROPRIATE LAW ENFORCEMENT AGENCY.
THE IFCC PROVIDES A MECHANISM BY WHICH THE MOST EGREGIOUS
SCHEMES ARE IDENTIFIED AND ADDRESSED THROUGH A CRIMINAL IN-
VESTIGATIVE EFFORT.

THE IFCC PROVIDES A CENTRAL ANALYTICAL REPOSITORY FOR CRIMI-
NAL COMPLAINTS REGARDING INTERNET FRAUD, AND IT ACTS AS A RE-
SOURCE FOR ENFORCEMENT AGENCIES AT ALL LEVELS OF GOVERNMENT
TO INCLUDE REGULATORY AGENCIES. IT PROVIDES ANALYTICAL SUP-
PORT, AND AIDS IN DEVELOPING AND PROVIDING TRAINING MODULES TO
ADDRESS INTERNET FRAUD. THE FBI AND THE NATIONAL WHITE COLLAR
CRIME CENTER (NW3C) COSPONSOR THE IFCC. THIS PARTNERSHIP IS MU-
TUALLY BENEFICIAL FOR BOTH ENTITIES IN THAT IT ALLOWS BOTH
AGENCIES TO SHARE STAFFING RESPONSIBILITIES AND, BY FORWARDING
COMPLAINTS TO FBI FIELD DIVISIONS, UTILIZE THE FBI’S INVESTIGATIVE
RESOURCES TO ADDRESS THIS NEW TECHNO CRIME.

THE IFCC IDENTIFIES CURRENT CRIME PROBLEMS, AND DEVELOPS IN-
VESTIGATIVE TECHNIQUES TO ADDRESS NEWLY IDENTIFIED CRIME
TRENDS. THE INFORMATION OBTAINED FROM THE DATA COLLECTED IS
PROVIDING THE FOUNDATION FOR THE DEVELOPMENT OF A NATIONAL
STRATEGIC PLAN TO ADDRESS INTERNET FRAUD.

IFCC’S MISSION IS TO DEVELOP A NATIONAL STRATEGIC PLAN TO AD-
DRESS FRAUD OVER THE INTERNET, AND TO PROVIDE SUPPORT TO LAW
ENFORCEMENT AND REGULATORY AGENCIES AT ALL LEVELS OF GOV-
ERNMENT FOR FRAUD THAT OCCURS OVER THE INTERNET.

IFCC’S PURPOSE IS THE FOLLOWING:

• TO DEVELOP A NATIONAL STRATEGY TO ADDRESS INTERNET
FRAUD;

• TO DEVELOP CRIMINAL INTERNET FRAUD CASES AND REFER FOR
CRIMINAL PROSECUTIONS COMPANIES AND INDIVIDUALS RESPON-
SIBLE;

• TO REDUCE THE AMOUNT OF ECONOMIC LOSS BY INTERNET FRAUD
THROUGHOUT THE UNITED STATES;

• TO PROVIDE AN ANALYTICAL REPOSITORY FOR INTERNET FRAUD
COMPLAINTS;

• TO RECEIVE, ANALYZE AND REFER ALL FRAUDULENT ACTIVITY
IDENTIFIED ON THE INTERNET;

• TO IDENTIFY CURRENT CRIME TRENDS OVER THE INTERNET;
• TO DEVELOP INVESTIGATIVE TECHNIQUES TO ADDRESS THOSE

IDENTIFIED CRIME PROBLEMS;
• TO TRACK FRAUD FACILITATED BY THE INTERNET AND PROVIDE

ANALYTICAL SUPPORT OF INTERNET CRIME TRENDS;
• TO ACT AS AN INVESTIGATIVE RESOURCE FOR INTERNET FRAUD;
• TO DEVELOP TRAINING MODULES TO INVESTIGATE INTERNET

FRAUD;
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• TO DEVELOP INFORMATION PACKETS FROM COMPLAINTS GEN-
ERATED AND FORWARD THAT INFORMATION TO THE APPROPRIATE
LAW ENFORCEMENT AGENCIES.

PUBLIC AWARENESS OF THE EXISTENCE AND PURPOSE OF THE IFCC IS
PARAMOUNT TO THE SUCCESS OF THIS EFFORT. THE IFCC PROVIDES A
CONVENIENT AND EASY WAY FOR THE PUBLIC TO ALERT AUTHORITIES
OF A SUSPECTED CRIMINAL ACTIVITY OR CIVIL VIOLATION. VICTIMS OF
INTERNET CRIME ARE ABLE TO GO DIRECTLY TO THE IFCC WEB SITE
(WWW.IFCCFBI.GOV) TO SUBMIT THEIR COMPLAINT INFORMATION, RE-
LIEVING CONSIDERABLE FRUSTRATION FOR THE VICTIM IN TRYING TO
DECIDE WHICH LAW ENFORCEMENT AGENCY SHOULD RECEIVE THE
COMPLAINT. THE FBI WEB PAGE ALSO AIDS IN THIS EFFORT. A DETAILED
EXPLANATION OF THE COMPLAINT CENTER, ITS PURPOSE AND CONTACT
NUMBERS, IS PROVIDED SO THAT CONSUMERS CAN REPORT INTERNET
FRAUD. THE FBI WEB PAGE PROVIDES VICTIMS WITH A HYPERLINK TO
THE IFCC WEB PAGE. MANY OTHER WEB SITES WHICH PROVIDE INFOR-
MATION ON FRAUD MATTERS CONTAIN LINKS TO THE IFCC WEB SITE
(E.G., THE DEPARTMENT OF JUSTICE SITE,
WWW.INTERNETFRAUD.USDOJ.GOV).

THE FBI HAS ALSO ESTABLISHED AN INTERNET FRAUD COUNCIL
WORKING GROUP CONSISTING OF FEDERAL AND STATE LAW ENFORCE-
MENT AGENCIES, INTERNATIONAL LAW ENFORCEMENT AGENCIES, FED-
ERAL AND STATE ENFORCEMENT AGENCIES, AND REPRESENTATIVES OF
THE PRIVATE BUSINESS SECTOR. THE GROUP’S PURPOSE IS TO CREATE
A NETWORK TO SHARE INFORMATION, DISCUSS PERTINENT ISSUES, REC-
OMMEND LEGISLATIVE SOLUTIONS, AND OBTAIN THE MAXIMUM BENEFIT
FOR ALL PARTICIPATING MEMBERS.

DURING THE START-UP PHASE OF IFCC, THE ENTIRE STAFF PROCESSED
INCOMING COMPLAINTS AND FORWARDED THEM TO LAW ENFORCEMENT
AGENCIES. IN ITS FIRST YEAR OF OPERATION, THE IFCC RECEIVED 36,410
COMPLAINTS, OF THOSE COMPLAINTS, 5,907 WERE INVALID, INCOMPLETE
OR DUPLICATIVE, RESULTING IN 30,503 VALID CRIMINAL COMPLAINTS.
THOSE COMPLAINTS WERE REFERRED TO AN AVERAGE OF TWO TO
THREE LAW ENFORCEMENT AGENCIES. THIS REFERRAL PROCESS HAS
SPAWNED HUNDREDS OF CRIMINAL INVESTIGATIONS THROUGHOUT THE
COUNTRY. THE FBI STAFF AT THE IFCC HAVE BEGUN TO USE THE DATA
TO IDENTIFY

MULTIPLE VICTIMS, VARIOUS CRIME TRENDS AND SAME SUBJECT
CASES THUS INITIATING THE INVESTIGATIVE PHASE OF THE CENTER’S
OPERATIONS. THIS PROCESS WASN’T FULLY FUNCTIONAL UNTIL JANU-
ARY 1, 2001. UTILIZING THIS PROCESS IN WHICH THE IFCC STAFF DRAFT
INTERNET INVESTIGATIVE REPORTS AND FORWARDS THOSE REPORTS TO
MULTIPLE LAW ENFORCEMENT AGENCIES, THE IFCC HAS INVESTIGATED
AND REFERRED 545 INVESTIGATIVE REPORTS ENCOMPASSING OVER 3,000
COMPLAINTS TO 51 0F 56 FBI FIELD DIVISIONS AND 1,507 LOCAL AND
STATE LAW ENFORCEMENT AGENCIES. IFCC HAS ALSO REFERRED 41
CASES ENCOMPASSING OVER 200 COMPLAINTS TO INTERNATIONAL LAW
ENFORCEMENT AGENCIES. THE IFCC HAS RECEIVED COMPLAINTS OF
VICTIMS FROM 89 DIFFERENT COUNTRIES.

AUCTION FRAUD IS BY FAR THE MOST REPORTED INTERNET FRAUD,
COMPRISING NEARLY TWO-THIRDS OF ALL COMPLAINTS. PAYMENT FOR
MERCHANDISE THAT WAS NEVER DELIVERED ACCOUNTS FOR 22% OF
COMPLAINTS, AND CREDIT AND DEBIT CARD FRAUD MAKEUP ALMOST 5%
OF COMPLAINTS. ANOTHER 5% OF COMPLAINTS STEM FROM VARIOUS
TYPES OF INVESTMENT FRAUDS AND CONFIDENCE FRAUD SCHEMES
SUCH AS HOME IMPROVEMENT SCAMS AND MULTI-LEVEL MARKETING
SCHEMES. IT HAS BEEN THE EXPERIENCE OF THE FBI THAT FURTHER IN-
VESTIGATION INTO THESE COMPLAINTS OFTEN REVEALS A VARIETY OF
FRAUDS BEING PERPETRATED BY SUBJECTS. SUBJECTS ENGAGED IN ONE
TYPE OF FRAUD SCHEME SUCH AS ON-LINE AUCTION FRAUD ARE FRE-
QUENTLY INVOLVED IN OTHER TYPES OF FRAUD SCHEMES SUCH AS
BANK FRAUD, INVESTMENT FRAUDS AND/OR PONZI/PYRAMID SCHEMES.

BUSINESSES THAT CONDUCT A SIGNIFICANT AMOUNT OF COMMERCE
OVER THE INTERNET ARE EXPOSED TO LOSSES IN THE MILLIONS OF DOL-
LARS DUE TO VARIOUS FRAUD SCHEMES. WITH ASSISTANCE FROM THE
PRIVATE SECTOR, THE IFCC IS DEVELOPING A BUSINESS-FRIENDLY SYS-
TEM FOR RAPID DATA TRANSFER OF MULTIPLE COMPLAINTS IN AN EF-
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FORT TO BETTER SERVE THESE CRIME VICTIM-COMPANIES’ NEEDS. THIS
PROCESS WILL PERMIT THE INTERNET COMPANIES THAT ARE EXPERI-
ENCING THESE LOSSES TO FILE BULK COMPLAINTS AND THOSE COM-
PLAINTS WILL THEN BE DISTRIBUTED BY IFCC TO THE APPROPRIATE
LAW ENFORCEMENT AGENCIES.

IN EFFECT, THE IFCC OPERATES AS PART OF A CYBER COMMUNITY
WATCH IN WHICH THE SELF POLICING EFFORTS OF HONEST AND VIGI-
LANT INTERNET USERS AND INTERNET SERVICE PROVIDERS RESULT IN
POTENTIAL FRAUDULENT ACTIVITY OVER THE INTERNET BEING
BROUGHT TO THE ATTENTION OF LAW ENFORCEMENT THROUGH THE
IFCC. THE IFCC DOES MUCH MORE THAN JUST COLLECT COMPLAINT IN-
FORMATION. IT ENSURES THAT THE INFORMATION, ALONG WITH ADDI-
TIONAL INVESTIGATIVE INFORMATION DEVELOPED BY IFCC PERSONNEL,
IS DISSEMINATED TO THE APPROPRIATE AGENCIES, AND THAT IDENTI-
FIED FRAUD SCHEMES CAN BE PREVENTED OR MITIGATED. WHILE
OTHER AGENCIES HAVE FRAUD DATABASES THAT COMPLEMENT THAT
OF THE IFCC, ONLY THE IFCC PROACTIVELY PROVIDES SUCH INFORMA-
TION TO APPROPRIATE LAW ENFORCEMENT AGENCIES. THE IFCC PROC-
ESSES ALL COMPLAINTS IT RECEIVES REGARDLESS OF THE ALLEGED
DOLLAR LOSS. MANY OF THE COMPLAINTS RECEIVED DO NOT ALLEGE
LOSSES WHICH MEET MINIMUM DOLLAR THRESHOLDS FOR FEDERAL
PROSECUTION, BUT THEY CAN OFTEN BE SUCCESSFULLY WORKED BY
LOCAL LAW ENFORCEMENT AGENCIES. AT A MINIMUM, THEY FORM PART
OF A DATABASE WHICH ENABLES IFCC TO POTENTIALLY CONNECT THEM
WITH A WIDESPREAD FRAUD SCHEME AND/OR ORGANIZED CRIMINAL
GROUP. IN THIS LIGHT, ALL COMPLAINTS ALLEGING FRAUD OVER THE
INTERNET ARE IMPORTANT. NO VICTIM SHOULD FEEL LIKE ANY LOSS
THEY SUFFERED IS TOO INSIGNIFICANT TO REPORT. IT IS ONLY BY VIC-
TIMS AND BUSINESSES REPORTING POTENTIALLY FRAUDULENT ACTIV-
ITY THAT LAW ENFORCEMENT BECOMES AWARE OF IT AND CAN TAKE
ACTION. THIS POINT IS MADE CLEAR BY ACTION TAKEN RECENTLY BY
THE FBI AND OTHER LAW ENFORCEMENT AGENCIES IN OPERATION
CYBER LOSS.

OPERATION CYBER LOSS

THE SUCCESS OF THE IFCC WAS DEMONSTRATED THROUGH IFCC’S KEY
ROLE IN OPERATION CYBER LOSS. THE FBI AND THE DEPARTMENT OF
JUSTICE ANNOUNCED ON MAY 23, 2001 A NATIONWIDE INVESTIGATION
INTO INTERNET FRAUD, CODE NAMED ‘‘OPERATION CYBER LOSS,’’ INITI-
ATED BY THE FBI’S INTERNET FRAUD COMPLAINT CENTER (IFCC) AND
COORDINATED BY FBI OFFICES, U.S. POSTAL INSPECTION SERVICE
(USPIS), INTERNAL REVENUE SERVICE—CRIMINAL INVESTIGATIVE DIVI-
SION, U.S. CUSTOMS SERVICE, UNITED STATES SECRET SERVICE, AND NU-
MEROUS STATE AND LOCAL LAW ENFORCEMENT ENTITIES. THE INTER-
NET FRAUD SCHEMES EXPOSED AS PART OF THIS INVESTIGATION REP-
RESENT OVER 56,000 VICTIMS NATIONWIDE WHO SUFFERED CUMULATIVE
LOSSES IN EXCESS OF $117 MILLION. AMONG THE INTERNET FRAUD
SCHEMES HIGHLIGHTED BY OPERATION CYBER LOSS WERE THOSE IN-
VOLVING ON-LINE AUCTION FRAUD, SYSTEMIC NON-DELIVERY OF MER-
CHANDISE PURCHASED OVER THE INTERNET, CREDIT/DEBIT CARD
FRAUD, IDENTITY THEFT, VARIOUS INVESTMENT AND SECURITIES
FRAUDS, MULTI-LEVEL MARKETING AND PONZI/PYRAMID SCHEMES. AP-
PROXIMATELY 90 SUBJECTS HAVE BEEN CHARGED AS A RESULT OF OP-
ERATION CYBER LOSS FOR WIRE FRAUD, MAIL FRAUD, CONSPIRACY TO
COMMIT FRAUD, MONEY LAUNDERING, BANK FRAUD, AND INTELLEC-
TUAL PROPERTY RIGHTS (SOFTWARE PIRACY). TWENTY-SIX DIFFERENT
FBI FIELD OFFICES THROUGHOUT THE COUNTRY HAVE BEEN INVOLVED
IN THE CYBER LOSS INVESTIGATION. AS IS TRUE OF INTERNET FRAUD IN
GENERAL, SUBJECTS AND VICTIMS INVOLVED IN THIS OPERATION WERE
SCATTERED THROUGHOUT THE WORLD. ACTION TAKEN IN CONNECTION
WITH THIS OPERATION REPRESENTS ONLY A SMALL FRACTION OF CASES
REFERRED BY THE IFCC AND ONLY REPRESENT CASES CULMINATING IN
SIGNIFICANT PROSECUTIVE ACTION.

THE SCHEMES IDENTIFIED AS PART OF OPERATION CYBER-LOSS VARY
WIDELY IN TYPE AND COMPLEXITY. THEY TEND TO BE MULTI-JURISDIC-
TIONAL WITH SUBJECTS AND VICTIMS SCATTERED ACROSS THE UNITED
STATES AND THE WORLD. WHILE MANY OF THE SCHEMES INVOLVED AN
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ELEMENT OF ON-LINE AUCTION FRAUD, THIS WAS OFTEN ONLY ONE AS-
PECT OF A SUBJECT’S FRAUDULENT ACTIVITIES. THE CASES REFLECT
THE NATURE OF FRAUDSTERS TO MIGRATE FROM ONE FRAUDULENT
SCHEME TO ANOTHER, AND IS INDICATIVE OF CRIMINAL BEHAVIOR THAT
WOULD ONLY CONTINUE TO EXPAND IF LEFT UNADDRESSED.

THE FBI RECOGNIZES THAT THE IFCC AND INITIATIVES SUCH AS OPER-
ATION CYBER LOSS, WHILE IMPORTANT FIRST STEPS IN ADDRESSING
INTERNET FRAUD, REPRESENT MERELY THE TIP OF THE ICEBERG WHEN
IT COMES TO THE THREAT POSED BY CYBER CRIME. THEY ARE A PIECE
OF A DEVELOPING COMPREHENSIVE FBI STRATEGIC PLAN ADDRESSING
ALL ASPECTS OF CYBER CRIME WHICH WILL ALLOW THE FBI AND LAW
ENFORCEMENT TO EFFECTIVELY AND EFFICIENTLY MAINTAIN A HIGH
LEVEL RESPONSE CAPABILITY AND PROSECUTORIAL SUCCESS IN AREAS
WHERE EITHER: (1) A COMPUTER SYSTEM AND/OR THE INTERNET ARE
USED IN FURTHERANCE OF A CRIME; OR (2) A COMPUTER SYSTEM IS THE
VICTIM OF A CRIME. THE USE OF A COMPUTER SYSTEM OR THE INTER-
NET IN FURTHERANCE OF CRIME IS NOT LIMITED TO ONE FBI PROGRAM
AREA BUT IS INCREASINGLY FOUND IN CRIMINAL INVESTIGATIVE DIVI-
SION AND NATIONAL INFRASTRUCTURE PROTECTION CENTER CASES. IN
MANY INSTANCES WHERE A COMPUTER SYSTEM IS SERIOUSLY TAR-
GETED, THE PURPOSE OF THE ATTACK IS TO FACILITATE ONGOING
CRIMINAL ACTIVITY.

THE FBI HAS TAKEN A NUMBER OF OTHER STEPS TO ADDRESS CYBER
CRIME. THE NATIONAL INFRASTRUCTURE PROTECTION CENTER (NIPC)
WAS CREATED IN FEBRUARY, 1998, AND WAS GIVEN A NATIONAL CRIT-
ICAL INFRASTRUCTURE PROTECTION MISSION PER PRESIDENTIAL DECI-
SION DIRECTIVE (PDD) 63. THE NIPC MISSION INCLUDES: DETECTING, AS-
SESSING, WARNING OF AND INVESTIGATING SIGNIFICANT THREATS AND
INCIDENTS CONCERNING OUR CRITICAL INFRASTRUCTURES. IT IS AN
INTERAGENCY CENTER PHYSICALLY LOCATED WITHIN THE
COUNTERTERRORISM DIVISION AT FBI HEADQUARTERS. IN CONJUNC-
TION WITH THE CENTER, THE FBI CREATED THE NATIONAL INFRASTRUC-
TURE PROTECTION AND COMPUTER INTRUSION PROGRAM (NIPCIP) AS AN
INVESTIGATIVE PROGRAM WITHIN THE COUNTERTERRORISM DIVISION.
THE FBI HAS 56 FIELD OFFICES WITH NIPCIP SQUADS WITH 16 REGIONAL
NIPCIP SQUADS, WHICH ARE COMPRISED OF SPECIALLY TRAINED INVES-
TIGATORS AND ANALYSTS. INITIAL INVESTIGATIONS INTO COMPUTER IN-
TRUSION MATTERS HAVE BEEN PRIMARILY CONDUCTED BY NIPCIP
SQUADS. DURING THE COURSE OF SUCH INVESTIGATIONS, IT IS INCREAS-
INGLY FOUND THAT THE INTRUSION WAS MERELY THE FIRST STEP IN A
MORE TRADITIONAL CRIMINAL SCHEME INVOLVING FRAUD OR OTHER FI-
NANCIAL GAIN. AT THIS POINT IN AN INVESTIGATION, THE CASE WOULD
NORMALLY BE TURNED OVER TO THE SUBSTANTIVE SQUAD HANDLING
THOSE TYPES OF CRIMINAL SCHEMES. THIS HAS BEEN THE CASE IN NU-
MEROUS INCIDENTS INVOLVING COMPUTER INTRUSIONS INTO THE
DATABASES OF CREDIT CARD COMPANIES, FINANCIAL INSTITUTIONS, ON-
LINE BUSINESSES, ETC. TO OBTAIN CREDIT CARD OR OTHER IDENTIFICA-
TION INFORMATION FOR INDIVIDUALS. THIS INFORMATION IS THEN
USED IN SCHEMES TO DEFRAUD INDIVIDUALS AND/OR BUSINESSES. DUE
TO THE NATURE OF CYBER CRIME AND THE MANNER IN WHICH IT
CROSSES TRADITIONAL PROGRAM BOUNDARIES, A NUMBER OF FBI FIELD
OFFICES HAVE FORMED ‘‘HYBRID’’ SQUADS WHICH COMBINE NIPCIP,
CART, WHITE COLLAR CRIME, VIOLENT CRIME, AND ORGANIZED CRIME/
DRUG TRAFFICKING RESOURCES AND INVESTIGATORS ON ONE SQUAD TO
ADDRESS CYBER CRIME MATTERS. IN ADDITION, THE FBI CONTINUES TO
DEVELOP AND OPERATE CYBER CRIME TASK FORCES CONSISTING OF IN-
VESTIGATORS AND RESOURCES FROM OTHER FEDERAL AGENCIES AS
WELL AS STATE AND LOCAL AGENCIES. THE FBI CONSIDERS SUCH TASK
FORCES AN EFFICIENT AND EFFECTIVE MEANS TO LEVERAGE RE-
SOURCES AND EXPERTISE IN COORDINATING INVESTIGATIONS INTO
CYBER CRIME. THE COMPLEX NATURE OF CYBER CRIME INVESTIGATIONS
MAKE COOPERATION AND COORDINATION AMONG LAW ENFORCEMENT
AGENCIES VITAL IN THIS AREA. CYBER CRIME TASK FORCES PROVIDE AN
INVALUABLE MECHANISM TO COVER INVESTIGATIVE AREAS THAT CROSS
JURISDICTIONAL AND PROGRAM LINES. THE FBI PLANS TO AGGRES-
SIVELY PURSUE DEVELOPMENT OF SUCH TASK FORCES IN ALL FBI FIELD
DIVISIONS.
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NO LESS IMPORTANT THAN COOPERATION AMONG OTHER LAW EN-
FORCEMENT AGENCIES IN COMBATING CYBER CRIME IS THE NEED FOR
COOPERATION AND COORDINATION BETWEEN LAW ENFORCEMENT AND
THE PRIVATE SECTOR. THE FBI CONTINUES TO PLACE A HIGH PRIORITY
ON IMPROVING AND DEVELOPING PRIVATE SECTOR OUTREACH PRO-
GRAMS TO FACILITATE REPORTING AND INVESTIGATION OF CYBER
CRIME. FOCUS GROUPS HAVE BEEN AND WILL CONTINUE TO BE ESTAB-
LISHED WITH THE PRIVATE SECTOR TO DEVELOP LONG TERM WORKING
RELATIONSHIPS WHICH WILL AID IN IDENTIFYING CYBER CRIME PROB-
LEMS AND THE IMPACT THEY HAVE ON THEIR BUSINESSES AS WELL AS
THE FORMATION OF PROACTIVE STRATEGIES TO ADDRESS THE THREATS.
THESE RELATIONSHIPS PROMOTE PRIVATE SECTOR REPORTING OF
CRIMINAL ACTIVITY, THREAT ASSESSMENT/WARNING TO THE PRIVATE
SECTOR AND PRIVATE SECTOR ASSISTANCE TO LAW ENFORCEMENT (SUB-
JECT MATTER EXPERTISE, TECHNICAL EXPERTISE, ETC.).

FUNDAMENTAL TO THE EFFECTIVENESS OF EFFORTS TO ADDRESS
CYBER CRIME ARE IDENTIFICATION AND IMPLEMENTATION OF RECRUIT-
MENT AND TRAINING NEEDS. INTENSIVE TRAINING PROGRAMS ARE NEC-
ESSARY TO SUPPORT INVESTIGATIVE EFFORTS AT THE FEDERAL, STATE
AND LOCAL LEVELS. CYBER INVESTIGATORS REQUIRE CYBER SKILLS IN
THE BASIC PERFORMANCE OF THEIR JOB. THE FBI CURRENTLY PROVIDES
SIGNIFICANT BLOCKS OF COMPUTER AND INTERNET TRAINING TO ALL
ITS NEW AGENT CLASSES. IN ADDITION, SIMILAR AND MORE ADVANCED
TRAINING IS INCREASINGLY PROVIDED TO AGENTS AS PART OF STAND-
ARD ON-GOING TRAINING PROGRAMS.

THE FBI IS COGNIZANT OF ALL THE DIFFICULTIES FACED BY CON-
GRESS IN CONTEMPLATING ANY PROPOSED LEGISLATION WHICH WOULD
AFFECT THE INTERNET. IT REQUIRES A DELICATE BALANCING OF INDI-
VIDUAL RIGHTS AND POTENTIAL HARM TO SOCIETY; OF FREE COMMERCE
AND THREATS TO NATIONAL AND GLOBAL COMMERCE. ON-LINE CHILD
PORNOGRAPHY AND THE SEXUAL EXPLOITATION OF CHILDREN PRESENT
SUCH ISSUES. WHILE THERE ARE SOME WHO BELIEVE THE FBI’S INNO-
CENT IMAGES INITIATIVE WHICH UTILIZES UNDERCOVER AGENTS POS-
ING AS CHILDREN ON-LINE TO IDENTIFY AND INVESTIGATE POTENTIAL
SEXUAL PREDATORS TO INFRINGE UPON INDIVIDUAL RIGHTS, MOST
WOULD AGREE THAT THIS IS OUTWEIGHED BY THE POTENTIAL HARM TO
CHILDREN AND SOCIETY IN GENERAL IF THESE SEXUAL PREDATORS ARE
NOT STOPPED. THE FBI FULLY SUPPORTS THE DEPARTMENT OF JUS-
TICE’S VIEW THAT ANY LEGISLATION AFFECTING THE INTERNET
SHOULD: 1) TREAT PHYSICAL ACTIVITY AND ‘‘CYBER’’ ACTIVITY IN THE
SAME WAY; 2) BE TECHNOLOGY NEUTRAL; AND 3) BE CAREFULLY CRAFT-
ED TO ACCOMPLISH THE LEGISLATION’S OBJECTIVES WITHOUT STIFLING
THE GROWTH OF THE INTERNET OR CHILLING ITS USE AS A COMMUNICA-
TIONS MEDIUM.

THE FBI IS COMMITTED TO ENSURING THE SAFETY AND SECURITY OF
THOSE WHO USE THE INTERNET WHILE MAINTAINING AN APPRECIATION
OF THE INTERNET AS AN IMPORTANT MEDIUM FOR COMMERCE AND
COMMUNICATION. FOCUSED LAW ENFORCEMENT EFFORTS WILL PRO-
MOTE GREATER CONSUMER CONFIDENCE AND TRUST IN THE INTERNET
AS A SAFE AND SECURE MEDIUM OF COMMERCE AND COMMUNICATION.
THE IFCC SERVES AS AN EXAMPLE OF AN INNOVATIVE APPROACH TO AN
EMERGING CRIME PROBLEM. IT PROVIDES THE BENEFITS OF COMMU-
NITY POLICING, FORGING AN EFFECTIVE PARTNERSHIP BETWEEN LAW
ENFORCEMENT AT ALL LEVELS, ORDINARY CITIZENS, CONSUMER PRO-
TECTION ORGANIZATIONS SUCH AS THE NW3C, AND THE BUSINESS COM-
MUNITY. ADDRESSING THE EMERGING AND DYNAMIC THREAT OF CYBER
CRIME REQUIRES CONTRIBUTIONS FROM ALL SEGMENTS OF OUR SOCI-
ETY. THE FBI’S IFCC SERVES TO FACILITATE AND COORDINATE THIS COL-
LABORATIVE EFFORT. THANK YOU.

Mr. SMITH. Thank you, Mr. Kubic.
Mr. Savage?
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STATEMENT OF JAMES A. SAVAGE, JR., DEPUTY SPECIAL
AGENT IN CHARGE, FINANCIAL CRIMES DIVISION, UNITED
STATES SECRET SERVICE
Mr. SAVAGE. Mr. Chairman, Members of the Subcommittee,

thank you for the opportunity to address the Subcommittee regard-
ing Federal law-enforcement efforts in combating cyber crime, par-
ticularly the efforts of the Secret Service in this regard. I, too, have
submitted a comprehensive statement for the record. I would like
to summarize; however, before I begin, I would like to acknowledge
our partners from the FBI and Department of Justice who assist
us in our efforts to combat cyber crime and are critical components
in the overall effort.

I will also acknowledge the representative from the Center for
Democracy and Technology, which keeps us ever-mindful in respect
to keeping the balance between law-enforcement and privacy. The
Secret Service fights cyber crime as part of our core mission to pro-
tect the integrity of this Nation’s financial payment systems. Since
our inception in 1865 and an initial mandate to suppress the coun-
terfeiting of currency, modes and methods of payment have evolved
and so has our mission. Computers and other chip devices are now
the facilitators of criminal activity or the target of such.

In this era of change, one constant that remains is our close
working relationship with banking and finance sector. We believe
that protection of the banking and financial infrastructure is our
core competency area. Mr. Chairman, there’s no shortage of infor-
mation, testimony or anecdotal evidence regarding the nature and
variety of cyber-based threats to our banking and financial infra-
structures. There is, however, a scarcity of information regarding
successful models to combat such crime in today’s high-tech envi-
ronment. That is where the Secret Service can make a significant
contribution to today’s and future discussions of successful law-en-
forcement efforts to combat cyber crime.

The Secret Service has developed a highly-effective formula for
combating high-tech crime, as demonstrated by our New York Elec-
tronic Crimes Task Force. This task force, hosted by the Secret
Service, includes 50 different law-enforcement agencies, over 100
different private sector corporations and six different universities.
Mr. Chairman, the private sector members of this task force read
like a who’s-who of the American banking, finance and tele-
communications sectors. Companies that have competed tooth and
nail with each other in the marketplace come to our task force with
a cooperative spirit and a shared goal of preventing computer-
based crime and reducing consumer fraud.

The notion of these companies, these competitors and 100 others,
sitting down at the same table to share information, knowledge and
resources with both each other and with law-enforcement is why
we believe we have found a truly unique, innovative and effective
formula for combating cyber crime. The task force provides a col-
laborative crime-fighting environment which reflects our recogni-
tion that in today’s high-tech electronic crime environment, out-of-
the-box problems demand out-of-the-box solutions.

How effective has this task force been? Since 1995, the New York
task force has charged over 800 individuals with electronic crimes
valued at more than $425 million. It has trained over 10,000 law-
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enforcement personnel, prosecutors and private industry represent-
atives in the criminal abuses of technology and how to prevent
them. Based on this enormous success of the task force, the Secret
Service hopes to replicate the model developed by our New York
field office in additional venues around the country in the very
near future.

An important component of our investigative response to cyber
crime is the Electronic Crimes Special Agent Program. This pro-
gram is comprised of approximately 175 special agents who have
received extensive training in the forensic identification, preserva-
tion and retrieval of electronically-stored evidence. We have placed
at least one of these highly-trained specialists in every one of our
field offices across the country.

Because of the success of the ECSAT program and the boundless
nature of electronic crimes, domestic and foreign law-enforcement
agencies regularly request training, assistance or seek to exchange
information with the Secret Service. As an example, the Secret
Service is coordinating with the FBI and NIPC in several areas, to
include current investigations involving hackers who have targeted
e-commerce sites in the United States. The Secret Service believes
there is value in sharing information from our investigations with
both those in the private sector and academia, who are devoting
substantial resources to protecting their networks and researching
new solutions.

Law-enforcement must move from a reactive posture to a
proactive or preventative posture by helping its customers to help
themselves. The Secret Service learned long ago that our agency
needed the full support of others outside our agency to create and
maintain a successful and comprehensive security plan during the
execution of our protective duties. This predisposition toward dis-
cretion and trust naturally permeates our investigative mission
where we enjoy quiet successes with our private sector partners.

We have jointly resolved many significant cases with the help of
our private sector counterparts, such as network intrusions and
compromises of critical information systems. I must point out, how-
ever, that such cases are usually not publicized without the express
consent of the U.S. Attorney and the victim, because it would
breach our confidential relationship and discourage the victims of
electronic crimes from reporting such incidents.

Let me relate the Secret Service’s mission in fighting cyber crime
to the bigger picture of critical infrastructure protection. In this
context, our efforts to combat cyber assaults which target informa-
tion and communication systems which support the financial sec-
tor, are part of the larger and more comprehensive critical infra-
structure protection scheme. The whole notion of infrastructure
protection embodies an assurance and confidence in the delivery of
critical functions and services that in today’s world are increasingly
interdependent and interconnected.

To put this all into perspective, the public’s confidence is lost if
such delivery systems and services are unreliable or unpredictable,
regardless of because the cause of the problem. The Secret Service
recognizes that its role in investigating computer-based attacks
against the financial sector can be significant in the larger plan for
the protection of our Nation’s critical infrastructures. When we ar-
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rest a criminal who has disrupted a sensitive communications net-
work and are able to restore the normal operation of the host, but
it a bank, telecom carrier or medical service provider, we believe
we have made a significant contribution toward ensuring the reli-
ability of the critical systems that the public relies upon on a daily
basis.

The Secret Service is convinced that building trusted partner-
ships with the private sector, local law-enforcement and academia
is the model for combating electronic crimes in the information age.

If there are any questions, I would be happy to entertain them,
and thank you for your time.

[The prepared statement of Mr. Savage follows:]

PREPARED STATEMENT OF JAMES A. SAVAGE, JR.

Mr. Chairman, members of the subcommittee, thank you for the opportunity to
address the subcommittee regarding federal law enforcement efforts in combating
cyber crime, and particularly the efforts of the Secret Service in this regard.

The Secret Service fights cyber crime as part of our core mission to protect the
integrity of this nation’s financial payment systems. This role has evolved from our
initial mandate to suppress the counterfeiting of currency upon our creation in 1865.
Since this time, modes and methods of payment have evolved and so has our mis-
sion. Computers and other ‘‘chip’’ devices are now the facilitators of criminal activity
or the target of such. The perpetrators involved in the exploitation of such tech-
nology range from traditional fraud artists to violent criminals—all of whom recog-
nize new opportunities and anonymous methods to expand and diversify their crimi-
nal portfolio.

In this era of change, one constant that remains is our close working relationship
with the banking and finance sector. Our history of cooperation with the industry
is a result of our unique responsibilities and status as an agency of the Department
of the Treasury. We believe that protection of the banking and financial infrastruc-
ture is our ‘‘core competency’’ area. As an agency, we seek to manage and apply our
investigative resources in the most efficient manner possible for the benefit of our
banking and finance customers.

Mr. Chairman, there is no shortage of information, testimony, or anecdotal evi-
dence regarding the nature and variety of cyber-based threats to our banking and
financial infrastructures and the need to create effective solutions. There is, how-
ever, a scarcity of information regarding successful models to combat such crime in
today’s high tech environment. That is where the Secret Service can make a signifi-
cant contribution to today’s and future discussions of successful law enforcement ef-
forts to combat cyber crime.

The Secret Service has found a highly-effective formula for combating high tech
crime—a formula that has been successfully developed by our New York Electronic
Crimes Task Force. While the Secret Service leads this innovative effort, we do not
control or dominate the participants and the investigative agenda of the task force.
Rather, the task force provides a productive framework and collaborative crime-
fighting environment in which the resources of its participants can be combined to
effectively and efficiently make a significant impact on electronic crimes. Other law
enforcement agencies bring additional criminal enforcement jurisdiction and re-
sources to the task force while representatives from private industry, such as tele-
communications providers, for instance, bring a wealth of technical expertise.

Within this New York model, established in 1995, there are 50 different federal,
state and local law enforcement agencies represented as well as prosecutors, aca-
demic leaders and over 100 different private sector corporations. The wealth of ex-
pertise and resources that reside in this task force coupled with unprecedented in-
formation sharing yields a highly mobile and responsive machine. In task force in-
vestigations, local law enforcement officers hold supervisory positions and represent-
atives from other agencies regularly assume the lead investigator status. These in-
vestigations encompass a wide range of computer-based criminal activity, involving
e-commerce frauds, intellectual property violations, telecommunications fraud, and
a wide variety of computer intrusion crimes.

Since 1995, the task force has charged over 800 individuals with electronic crimes
valued at more than $425 million. It has trained over 10,000 law enforcement per-
sonnel, prosecutors, and private industry representatives in the criminal abuses of
technology and how to prevent them. We view the New York Electronic Crimes Task
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Force as the model for the partnership approach that we hope to employ in addi-
tional venues around the country in the very near future.

An important component in our investigative response to cyber crime is the Elec-
tronic Crimes Special Agent Program (ECSAP). This program is comprised of ap-
proximately 175 special agents who have received extensive training in the forensic
identification, preservation, and retrieval of electronically stored evidence. Special
Agents entering the program receive specialized training in all areas of electronic
crimes, with particular emphasis on computer intrusions and forensics. ECSAP
agents are computer investigative specialists, qualified to conduct examinations on
all types of electronic evidence, including computers, personal data assistants, tele-
communications devices, electronic organizers, scanners and other electronic para-
phernalia.

The Secret Service ECSAP program relies on the 4-year-old, Treasury-wide Com-
puter Investigative Specialist (CIS) initiative. All four Treasury law enforcement bu-
reaus—the Internal Revenue Service, Bureau of Alcohol, Tobacco and Firearms,
U.S. Customs Service and the U.S. Secret Service—participate and receive training
and equipment under this program.

All four Treasury bureaus also jointly participate in curriculum development and
review, equipment design and distribution of training assets. As a result, financial
savings by all Treasury bureaus are realized due to economies of scale. Additionally,
agents from different bureaus can work together in the field in an operational ca-
pacity due to the compatibility of the equipment and training. In the end, the crimi-
nal element suffers and the taxpayer benefits.

Because of the recognized expertise of those in ECSAP, other law enforcement
agencies regularly request training from the Secret Service or advice concerning
their own computer forensics programs. These requests have come from agencies all
across the country, as well as foreign countries such as Italy and Thailand. The Se-
cret Service recognizes the need to promote international cooperation and remains
proactive in the dissemination of information to law enforcement agencies, both do-
mestically and internationally, regarding program initiatives and current financial
and electronic crimes trends.

Mr. Chairman, we are committed to working closely with our law enforcement
counterparts worldwide in response to cyber crime threats to commerce and finan-
cial payment systems. This commitment is demonstrated by the Secret Service’s ef-
fort to expand our overseas presence. We currently have 18 offices in foreign coun-
tries and a permanent assignment at Interpol, as well as several overseas initia-
tives. Recently, new offices have been opened in Frankfurt, Lagos, and Mexico City.
The Secret Service is also considering opening new offices in Bucharest and New
Dehli. Our expanded foreign presence increases our ability to become involved in
foreign investigations that are of significant strategic interest.

In addition to providing law enforcement with the necessary technical training
and resources, a great deal more can be accomplished in fighting cyber crime if we
are able to harness additional resources that exist outside government in the private
sector and academia. The Secret Service believes there is value in sharing informa-
tion during the course of our investigations with both those in the private sector
and academia who are devoting substantial resources to protecting their networks
and researching new solutions. On occasion the Secret Service has shared case-spe-
cific information derived from our criminal investigations after taking appropriate
steps to protect privacy concerns and ensure that there are no conflicts with pros-
ecutorial issues. I would further add that there are many opportunities for the law
enforcement community to share information with our private sector counterparts
without fear of compromise. The Secret Service recognizes the need for a ‘‘paradigm
shift’’ with respect to this type of information sharing between law enforcement and
our private sector and academic counterparts.

Finally, law enforcement in general is not sufficiently equipped to train the
masses nor can it compete with academic institutions of higher learning in the area
of research and development. However, our partnerships with industry and aca-
demia have demonstrated that this should be an integral part of the solution.

Partnerships are a very popular term in both government and the private indus-
try these days and everyone agrees that there is great benefit in such an approach.
Unfortunately, however, partnerships cannot be legislated, regulated, or stipulated.
Nor can partnerships be purchased, traded or incorporated. Partnerships are built
between people and organizations who recognize the value in joint collaboration to-
ward a common end. They are fragile entities which need to be established and
maintained by all participants and built upon a foundation of trust.

The Secret Service, by virtue of the protective mission for which we are so well
known, has always emphasized discretion and trust in executing our protective du-
ties. We learned long ago that our agency needed the full support and confidence
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of local law enforcement and certain key elements of the private sector to create and
maintain a successful and comprehensive security plan. Furthermore, we are also
keenly aware that we need to maintain a trusted relationship with our protectees
so that we can work with them and their staffs to maintain the delicate balance
between security and personal privacy.

This predisposition towards discretion and trust naturally permeates our inves-
tigative mission where we enjoy quiet successes with our private sector partners.
We have successfully investigated many significant cases with the help of our pri-
vate sector partners such as network intrusions and compromises of critical infor-
mation or operating systems. In such cases, even though we have technical expertise
that is second to none, we still rely on our private sector counterparts to collaborate
with us in identifying and preserving critical evidence to solve the case and bring
the perpetrator to justice. Equally important in such cases is conducting the inves-
tigation in a manner that avoids unnecessary disruption or adverse consequences
to the victim or business. With the variety of operating platforms and proprietary
operating systems in the private sector, we could not accomplish these objectives
without the direct support of our private sector counterparts.

In fact, in one recently completed complex investigation involving the compromise
of a wireless communications carrier’s network, our case agent actually specified in
the affidavit of the federal search warrant that representatives of the victim busi-
ness be allowed to accompany federal agents in the search of the target residence
to provide technical assistance. This is unprecedented in the law enforcement arena
and underscores the level of trust we enjoy with those we have built relationships
with in the private sector. It is also indicative of the complexity of many of these
investigations and serves to highlight the fact that we in law enforcement must
work with private industry to be an effective crime fighting force. In approving this
search warrant, the court recognized that in certain cases involving extraordinarily
complex systems and networks, such additional technical expertise can be a critical,
and sometimes imperative, component of our investigative efforts.

I must point out, however, that such cases are usually not publicized without the
express consent of the U.S. Attorney and the corporate victim because it would
breach our confidential relationship and discourage the victims of electronic crimes
from reporting such incidents.

Four recently-concluded investigations demonstrate the breadth of cases the Se-
cret Service is working, and provide concrete evidence of the continuing success of
ECSAP. The cases include the malicious shutdown of a medical service provider’s
communications system, an intrusion into a telecommunication provider’s network,
an attack on a private investment company’s trading network, and the disruption
of a financial institution’s complete operating system and communications network.

The first case was initiated on March 5, 2001, when a local Secret Service field
office received information that a medical diagnostic service provider had suffered
a catastrophic shutdown of its computer network and communications system. The
company reported that they were unable to access doctor schedules, diagnostic im-
ages, patient information, and essential hospital records, which adversely affected
their ability to provide care to patients and assist dependent medical facilities.

Within a matter of hours, a Secret Service ECSAP agent was able to regain con-
trol of the network by coordinating with the facility’s system administrator to tem-
porarily shutdown and reconfigure the computer system. The ECSAP agent also es-
sentially ‘‘hacked’’ into the compromised system, and modified compromised pass-
word files to ‘‘lock out’’ the attacker. This was accomplished while maintaining con-
trol of the computer system log files containing evidence of how the intrusion had
occurred.

Using this evidence, a federal search warrant was obtained for the residence of
a former employee of the hospital, who had recently been terminated from his posi-
tion as system administrator. Computer equipment was seized pursuant to the war-
rant, the suspect admitted to his involvement, and federal computer fraud charges
are pending.

A case with obvious critical infrastructure implications was initiated on February
20, 2001, when two major wireless telecommunications service providers notified the
New York Electronic Crimes Task Force that they had identified two hackers in dif-
ferent remote sites who were attacking their systems. These hackers were manipu-
lating the systems to obtain free long distance service, re-route numbers, add calling
features, forward telephone numbers, and install software that would ensure their
continued unauthorized access.

The level of access obtained by the hackers was virtually unlimited, and had they
chosen to do so, they could have shut down telephone service over a large geo-
graphic area, including ‘‘911’’ systems, as well as service to government installations
and other critical infrastructure components.
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On March 20, 2001, the Secret Service simultaneously executed search warrants
in New York City and Phoenix and computer equipment was seized at both loca-
tions. One suspect was arrested on federal computer fraud charges, while the other
suspect was questioned and released pending a decision by the Department of Jus-
tice as to whether or not to pursue federal charges.

The third case occurred from March 9, 2000, through March 14, 2000, when a
company located in New York, NY, received several Internet-based ‘‘denial of serv-
ice’’ attacks on its servers. A ‘‘denial of service’’ attack occurs when a perpetrator
launches malicious programs, information, codes, or commands to a target or victim
computer which causes a degradation of service or shutdown, thereby denying ac-
cess by legitimate customers to those computers. In this instance, the company was
a prominent provider of electronic trading services on Wall Street.

While the attacks were still occurring, the company’s CEO contacted the Secret
Service’s New York Electronic Crimes Task Force. The CEO identified a former em-
ployee as a suspect, based upon the fact that the attacks preyed on vulnerabilities
which would only be known to the former employee. These attacks continued
through March 13, 2000, when ECSAP agents and task force members identified the
attacking computer and arrested the former employee for violating Title 18, USC,
Section 1030 (Computer Fraud). In a post-arrest statement, the suspect admitted
that he was responsible for the denial of service attacks. As a result of the attacks,
the company and its customers lost access to trading systems. Approximately $3.5
million was identified in lost trading fees, commissions, and liability as a result of
the customers’ inability to conduct any trading.

The last case began just two weeks ago when a financial institution notified local
police who in turn notified the local office of the Secret Service, that its entire bank-
ing and communications network had been shut down. The institution reported that
it was severely crippled, as it had no access to electronic data used in support of
its ATMs, banking transactions, employee payroll and all other critical functions.
Working with the local police and the bank’s technical staff, a former employee
emerged as a suspect and electronic evidence was developed that strongly indicated
his involvement. The suspect was promptly interviewed by agents and police in
which he admitted to disabling the bank’s system and ‘‘hacking’’ an unrelated data-
base in his attempts to exact revenge upon the bank CEO. Federal charges are
pending.

Let me relate the Secret Service’s mission in fighting cyber crime to the bigger
picture of critical infrastructure protection. As previously stated, we target cyber
crime as it may affect the integrity of our nation’s financial payment and banking
systems. As we all know, the banking and finance sector comprises a very critical
infrastructure sector and one which we have historically protected and will continue
to protect. In this context, our efforts to combat cyber assaults which target informa-
tion and communication systems which support the financial sector are part of the
larger and more comprehensive critical infrastructure protection scheme. The whole
notion of infrastructure protection embodies an assurance and confidence in the de-
livery of critical functions and services that in today’s world are increasingly inter-
dependent and interconnected. To put this all in perspective, the public’s confidence
is lost if such delivery systems and services are unreliable or unpredictable regard-
less of the cause of the problem.

We also recognize that our unique protective responsibilities, including our duties
as the lead federal agency for coordinating security at National Special Security
Events, demand heightened electronic security awareness and preparation. A well-
placed cyber attack against a weak technology or support infrastructure system can
render an otherwise sound physical security plan vulnerable and inadequate.

Mr. Chairman, it should also be noted that all deliberate infrastructure attacks,
before they rise to such a threshold, are also cyber crimes and are likely to be dealt
with initially by law enforcement personnel, both federal and local, in the course
of routine business. In fact, I don’t believe there is universal agreement as to when
a ‘‘hack’’ or network intrusion rises to the threshold of an infrastructure attack and
corresponding national security event but we would all probably recognize one when
it reached catastrophic proportions.

Given this continuum and interplay between computer-based crimes and national
security issues, the Secret Service recognizes that its role in investigating computer-
based attacks against the financial sector can be significant in the larger plan for
the protection of our nation’s critical infrastructures. When we arrest a criminal
who has breached and disrupted a sensitive communications network and are able
to restore the normal operation of the host—be it a bank, telecommunications car-
rier, or medical service provider—we believe we have made a significant contribu-
tion towards assuring the reliability of the critical systems that the public relies
upon on a daily basis.
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As a footnote, the Secret Service met recently with representatives of the Finan-
cial Services Information Sharing and Analysis Center (FS/ISAC) that was created
pursuant to Presidential Decision Directive (PDD) 63. The directive mandated the
Department of the Treasury to work with members of the banking and finance sec-
tor to enhance the security of the sector’s information systems and other infrastruc-
tures, a responsibility managed by Treasury’s Assistant Secretary of Financial Insti-
tutions. The role of the FS/ISAC is to devise a way to share information within the
financial services industry relating to cyber threats and vulnerabilities. The Secret
Service feels that it can make a significant contribution to the work of the FS/ISAC
and is exploring common areas of interest with the FS/ISAC, to include information
sharing.

The Secret Service is also continuing to receive requests from local law enforce-
ment agencies and others for assistance, and we welcome those requests. On an
alarmingly increasing basis, our local field offices and the Financial Crimes Division
of the Secret Service receive desperate pleas from local police departments for phys-
ical assistance, training and equipment in the area of computer forensics and elec-
tronic crimes so that they can continue to provide a professional level of service and
protection for their citizens. In short, the Secret Service has become another option
for local law enforcement, the private sector and others to turn to when confronted
with network intrusions and other sophisticated electronic crimes.

Over the past 3 years, Secret Service ECSAP agents completed 2,122 examina-
tions on computer and telecommunications equipment. Although the Secret Service
did not track the number of exams done for other law enforcement agencies during
this period, it is estimated that some 10 to 15 percent of these examinations fell
in this category. Many of the examinations were conducted in support of other agen-
cies’ investigations such as those involving child pornography or homicide cases sim-
ply because the requesting agency did not have the resources to complete the exam-
ination itself.

In spite of our limited resources, we do provide physical assistance on a regular
basis to other departments, often sending ECSAP agents overnight to the requesting
venue to perform computer related analyses or technical consultation. In fact, so
critical was the need for even basic training in this regard that the Secret Service
joined forces with the International Association of Chiefs of Police and the National
Institute for Justice to create the ‘‘Best Practices Guide to Searching and Seizing
Electronic Evidence’’ which is designed for the line officer and detective alike. Mr.
Chairman, with your permission, I would like to submit a copy of this guide for the
record.

We have also worked with this group to produce the interactive, computer-based
training program known as ‘‘Forward Edge’’ which takes the next step in training
officers to conduct electronic crime investigations. Forward Edge incorporates vir-
tual reality features as it presents three different investigative scenarios to the
trainee. It also provides investigative options and technical support to develop the
case. Copies of state computer crime laws for each of the fifty states as well as cor-
responding sample affidavits are also part of the two-CD training program and are
immediately accessible for instant implementation.

Thus far we have dispensed over 220,000 ‘‘Best Practices Guides’’ to local and fed-
eral law enforcement officers and it is expected that later this summer we will dis-
tribute, free of charge, over 20,000 Forward Edge training CDs.

In an additional effort to further enhance information sharing between the law
enforcement community and the financial industry, the Secret Service recently cre-
ated the ‘‘E Library’’ Internet website which serves as a mechanism for all members
to post specific information, images and alerts relating to fictitious financial instru-
ments, counterfeit checks, and credit card skimming devices. This website is acces-
sible free of charge to all members of the law enforcement and banking communities
and is the only such tool of its kind.

In today’s high tech criminal environment, the challenge to federal law enforce-
ment and government is to identify existing repositories of expertise and provide a
framework for inclusion and productive collaboration amongst the many government
agencies and their respective industry and academic counterparts. The Secret Serv-
ice is convinced that building trusted partnerships with the private sector and local
law enforcement is the model for combating electronic crimes in the Information
Age.

Mr. Chairman, that concludes my prepared statement, and I would be happy to
answer any questions that you or other members of the subcommittee may have.

Mr. SMITH. Thank you, Mr. Savage.
Mr. Davidson?
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STATEMENT OF ALAN B. DAVIDSON, ASSOCIATE DIRECTOR,
CENTER FOR DEMOCRACY AND TECHNOLOGY

Mr. DAVIDSON. Thank you. Mr. Chairman and Subcommittee
Members, I thank you for this opportunity to testify on the impor-
tant issue of cyber crime. Thank you for holding this hearing and
also for allowing us to participate on a panel with the Government
witnesses who are most deeply engaged in dealing with this impor-
tant issue. The Center for Democracy and Technology is a public
interest organization that promotes civil liberties on the Internet.

We have been involved in policy issues surrounding cyber secu-
rity, privacy and cyber crimes since our formation in 1994. We also
coordinate a digital privacy and security working group that in-
cludes over 50 companies, public interest groups and associations,
who are all thinking hard about how to deal with these issues of
privacy and security online.

Mr. Chairman, our Nation is at a point where revolutionary
changes in communications and computer technology have created
new concerns about public safety, about security and about privacy
online. Cyber crime is a serious problem and it demands a real, but
limited, response from Government. Our main point today is that
as Congress considers cyber crime, it should also strengthen out-
dated privacy laws. We need to do that in order to restore what is
a shifting balance between Government surveillance and personal
privacy, in order to build user trust and confidence in what is be-
coming an economically-vital new medium.

We need to do this in order to afford law-enforcement agencies
and online service providers with the clear guidance that they need
and that they deserve. In the digital age, the home is exploding.
Information that we once kept in our desk drawers is now moving
out into electronic form, onto the desktop, and out onto computer
networks where it is less secure and less private than it used to
be. Our calendars, our checkbooks, our stock portfolios, our diaries,
our personal communications, are all making their way out of our
possession and onto these networks, where they are afforded far
fewer legal protections and fewer of the technical safeguards that
used to protect them.

All this contributes to our concern about cyber crime. It also pro-
vides new tools for law-enforcement and it shifts the balance that
has existed for a long time in terms of our constitutional and legal
framework for protecting privacy, both online and offline. It points
to the need to rewrite many of the surveillance and privacy laws
that were last visited by Congress in 1986, that have been outdated
by these technological changes.

I would like to quickly emphasized two major points—two major
themes in my testimony. The first is that concerns about cyber
crime need not and should not become an excuse for sweeping new
authorities or greater Government surveillance capability. The
Government has a real, but limited role in protecting security on-
line. On the Internet we have to recognize that users are the most
important first line of defense, and it is giving users the tools to
protect themselves and the secure systems to operate on that is
going to do more to protect security online than anything else that
Government can do, and industry is doing a lot in that regard and

VerDate 11-MAY-2000 11:53 Sep 28, 2001 Jkt 000000 PO 00000 Frm 00072 Fmt 6601 Sfmt 6601 G:\WORK\CRIME\052401\72616.001 HJUD2 PsN: HJUD2



67

I think you will be hearing more about that in your hearing on
Thursday.

In that regard, it is not clear that new Government authorities
or investigatory powers are needed. Hacking, the distributed de-
nial-of-service attacks, breaking into other people’s computers, de-
stroying data, these are all crimes and they should be prosecuted
and they are already illegal. Substantial authorities exist for inves-
tigating crimes, as well, and I think that on balance we will find
that the digital age is actually a net plus for law-enforcement, be-
cause it provides access to so much more information than was
ever available before.

There is a real risk, however, that concerns about cyber crime
will be used as an excuse for implementing much broader kinds of
surveillance systems than we have seen before. This point is best
underscored by what is happening in Europe right now, where the
implementation of a new Council of Europe Convention on Cyber
Crime, with new data retention proposals that have recently been
proposed or put forward to implement it, are creating huge con-
cerns about personal privacy, cost burdens and changes to the
Internet architecture.

Earlier versions of this treaty include very damaging provisions
that would have had Internet service providers retaining sensitive
information for long periods of time. With the help of the Justice
Department, we appreciate that some of the worst provisions of
that treaty have been changed, but many parts of it still contain
too few limitations on Government action. We will be watching
carefully to see how it is implemented.

The second major theme I will cover quickly is just to say that
we really do need to strengthen our weak and outdated privacy
protections. The last time the Congress revisited the privacy laws
was in 1986, before the invention of the World Wide Web, before
one out of every two Americans carried cellphones, those laws con-
tained far too few protections or great ambiguities about how law-
enforcement gets access to sensitive information like our geo-
graphical location.

The extension of pen registers into the Internet introduces new
questions about how these rules are going to apply in a world
where source and destination information is much more revealing
than it ever used to be in the online world, in the telephony world.
So I would encourage the Committee to take up a lot of the provi-
sions that it considered last year in H.R. 5018, providing greater
protections for all of this information that is out there and is avail-
able on the network, and I think that is necessary if we are going
to realize the promise of the Internet to protect—promote privacy
and individual freedom online.

Thank you.
[The prepared statement of Mr. Davidson follows:]

PREPARED STATEMENT OF ALAN B. DAVIDSON

SUMMARY

Mr. Chairman and Subcommittee Members, thank you for calling this hearing
and giving CDT the opportunity to testify about cybercrime. Our nation is at a point
where revolutionary changes in communications and computer technology have cre-
ated new concerns about public safety, security, and privacy online. Cybercrime is
a serious problem that demands a real, though limited, response from government.
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That response must be crafted recognizing that the digital age also offers tremen-
dous new capabilities for law enforcement, while the rise of personal information on-
line has eroded essential privacy guarantees under law.

As Congress considers cybercrime it should also strengthen outdated privacy laws
to restore the shifting balance between government surveillance and personal pri-
vacy, to build user trust and confidence in this economically vital new medium, and
to afford law enforcement agencies, online service providers, and Internet users the
clear guidance they deserve.

This testimony explores three broad themes:
Cybercrime is a serious problem, but must be considered in the context of today’s

technology, law enforcement capabilities, and eroding personal privacy protections.
• The Internet’s unique open and decentralized architecture offers new chal-

lenges to traditional approaches to crime. But care must be taken that efforts
to address cybercrime do not stifle the innovation or freedom that have been
hallmarks of the Internet’s success.

• The digital age offers tremendous new tools for law enforcement. The soaring
collection of electronic records about online and offline activity have created
a wealth of information to investigate and prosecute crimes. On balance, the
digital age is likely to be a major net plus for law enforcement capabilities.

• Privacy rules have not kept pace with these changes. Astonishingly, the last
significant update to our privacy and surveillance rules came in 1986—before
the invention of the World Wide Web, before the Internet became a fixture
in schools, homes, and businesses, before more than one in two Americans
used mobile phones.

Concerns about cybercrime need not, and should not, become an excuse for sweep-
ing new authorities or greater government surveillance capability.

• The government has a real, but limited, role in promoting security online. The
nature of the Internet makes its users the first and most important line of
defense against cybercrime, and government alone can do little to guarantee
Internet security. Government does have an important role focused on getting
its own house in order, training personnel to deal with new technologies, and
supporting R&D.

• It is not clear that new government authorities or investigatory powers are
needed. Substantial authorities already exist for investigating and pros-
ecuting most cybercrime.

• There is a real risk that cybercrime concerns will become an excuse to imple-
ment sweeping new authorities that jeopardize personal privacy. Past efforts
to mandate key recovery encryption backdoors, deployment of the ‘‘Carnivore’’
surveillance tool, and expansion of CALEA requirements demonstrate a track
record of invasive responses. The point is best underscored in Europe, where
implementation of a new Council of Europe Convention on Cybercrime and
new data retention proposals are creating huge concerns about personal pri-
vacy, cost burdens, and Internet architecture.

Congress should strengthen weak and outdated privacy protections. While improve-
ments to security technology can come from the private sector, only legislation can
update the 1980s surveillance and privacy laws in order to provide confidence in the
network and resolve gaps and ambiguities in the law. Top priorities should
include——

• Providing heightened protections for access to wireless location information,
now available for tens of millions of Americans carrying (or driving) mobile
phones.

• Increasing the standard for use of pen registers and trap and trace devices,
and limiting their use on the Internet since address data for email and Web
browsing can be much more revealing than telephone numbers dialed.

• Providing enhanced protection for personal information on networks.
This testimony provides a more detailed list of needed reforms. As a starting

point, we would encourage Congress to take up the helpful protections developed
and passed by the House Judiciary Committee last September in H.R. 5018 of the
last Congress.

It should be noted that nothing in these proposals would deny law enforcement
the tools needed to fight crime and defend national security. No law enforcement
agency would be prohibited from locating a criminal suspect or monitoring a terror-
ist’s email. All these proposals do is to set clear and strong privacy guidelines for
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use of electronic surveillance techniques and require public reporting as the founda-
tion of oversight and accountability.

These are complex issues vital to the future health and growth of the Internet.
CDT looks forward to working with the Subcommittee, the Justice Department, and
others in the law enforcement community to evaluate cybercrime proposals and to
flesh out needed privacy enhancements, in order to restore the trust, security, and
privacy consistent with the Internet’s promise of promoting economic opportunity
and individual freedom.

The Center for Democracy and Technology is a non-profit, public interest organi-
zation dedicated to promoting civil liberties and democratic values on the Internet.
Our core goals include ensuring that the Constitutionøs protections extend to the
Internet and other digital media. CDT also coordinates the Digital Privacy and Se-
curity Working Group (DPSWG), a forum for more than 50 computer and commu-
nications companies, public interest groups, and associations working on informa-
tion privacy and security.

CONTEXT: LAW ENFORCEMENT CAPABILITIES AND PRIVACY PROTECTIONS IN A DIGITAL
AGE

As the Internet becomes increasingly important to consumers and businesses, con-
cerns about criminal activity online and cybercrime are becoming more prevalent.
The rapid pace of change has made it harder for Internet users to protect them-
selves, and creates real challenges for law enforcement.

Concerns about cybercrime are serious. But there are also many reasons to believe
the important balance between investigatory powers and individual liberty—en-
shrined in our legal system and guaranteed by the constitution—has shifted in this
digital age, and that greater protections are actually needed for personal privacy.
Part of this context is that the digital age offers remarkable and effective investiga-
tive tools for law enforcement. At the same time, the amount of personal informa-
tion available electronically is rising and there is great need for updates in outdated
surveillance and privacy law.
The Internet: Rising use, growing concerns, and an eroding balance

The Internet is at once a new communications medium and a new locus for social
organization on a global basis. Because of its decentralized, open, and global nature,
the Internet holds out unprecedented promise to promote expression, spur economic
opportunity, and reinvigorate civic discourse. Individuals and groups can create new
communities for discussion and debate, grassroots activism and social organization,
artistic expression and consumer protection. The Internet has become a necessity in
most workplaces and a fixture in most schools and libraries.

Every day, Americans use the Internet to access and transfer vast amounts of pri-
vate data. Financial statements, medical records, and information about children ¿
once kept securely in a home or office ¿ now travel through the network. Electronic
mail, online publishing and shopping habits, business transactions and Web surfing
profiles can reveal detailed blueprints of peopleøs lives. And as more and more of
our lives are conducted online and more and more personal information is trans-
mitted and stored electronically, the result has been a massive increase in the
amount of sensitive data available to both potential criminals as well as government
investigators.

As social, economic, and personal activities move online, criminal activity taking
place or being investigated through the use of the Internet is increasing as well and
will likely to continue to increase. One element of concern about cybercrime is the
rise of both familiar forms of criminal behavior extended to the instrumentality of
the Internet, as well as new harmful acts—such as hacking or identity theft—
unique to the digital age. Another concern is the tremendous changes in law en-
forcement methods that will be needed to adopt to a world where criminal activity
is moving off of street corners and into cyberspace. These concerns are exacerbated
by new public education problems, as people and business rapidly adopt new online
activities without a clear understanding of how to protect themselves and using
technologies that may not have adequately accounted for security needs.

A natural reaction in the face of cybercrime concerns is to seek new governmental
authorities and powers. A starting point for considering these government actions
is the old doctors’ adage: First do no harm. There is a real risk that sweeping new
mandates or regulations providing incremental improvements in security could un-
dermine many of the open and decentralized features that have been essential to
innovation, growth, and freedom online.

More broadly, cybercrime must be addressed in the context of the important pro-
tections for individual liberty that stem from the U.S. constitution and are en-
shrined in our legal system. The Congress and our courts have often denied power-
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ful surveillance tools or police powers to the government in order to guarantee basic
liberties. In considering cybercrime, it is appropriate to look at both the new capa-
bilities now available to government as well as the eroding state of legal privacy
protections.
The Digital Age Presents Tremendous New Tools For Law Enforcement

While the Justice Department frequently complains that digital technologies pose
new challenges to law enforcement, it is clear that the digital revolution has also
been a boon to government surveillance and collection of information. For example,
in testimony last year before a Senate appropriations subcommittee, FBI Director
Freeh outlined the Bureau’s success in many computer crime cases. Online surveil-
lance and tracking led to the arrest of the Phonemasters who stole calling card
numbers; an intruder on NASA computers, who was arrested and convicted in Can-
ada; the thieves who manipulated Citibank’s computers and who were arrested with
cooperation of Russian authorities; and the creator of the Melissa virus, among oth-
ers. More recently, alleged hackers who distributed the ‘‘I Love You’’ virus and initi-
ated last year’s debilitating distributed denial of service attacks on prominent U.S.
web sites have been identified.

In many of these cases, it is the Internet itself that has provided the key instru-
mentality in investigating and gathering information. Examples include the Justice
Department’s successful ‘‘Innocent Images’’ campaign to prosecute child pornog-
raphy, and the recent highly-publicized crackdown on Internet fraud.

Electronic surveillance is going up, not down, in the face of new technologies.
Computer files are a rich source of stored evidence: in a single investigation last
year, the FBI seized enough computer data to nearly fill the Library of Congress
twice. The FBI estimates that over the next decade, given planned improvements
in the digital collection and analysis of communications, the number of wiretaps will
increase 300 per cent. Online service providers, Internet portals and Web sites are
facing a deluge of government subpoenas for records about online activities of their
customers. Everywhere we go on the Internet we leave digital fingerprints, which
can be tracked by marketers and government agencies alike. The FBI has even re-
quested additional funds to ‘‘data mine’’ these public and private sources of digital
information for their intelligence value.

The FBI is also becoming adept at using data collected and stored by the private
sector. For example, a recent story in the Wall Street Journal detailed how federal
law enforcement agencies have begun purchasing detailed collections of personal
data from commercial ‘‘look-up’’ companies. While this raises concerns about agen-
cies skirting the Privacy Act’s restrictions on the government’s own data collection
efforts, it is clear that the FBI is adopting to and using these new and rich data
sources.
Privacy Rules Have Not Kept Pace With These Rapid Changes

Another important context for considering cybercrime is that outdated surveillance
and privacy laws have not kept up with changing technology and offer only reduced
protections. Electronic privacy and surveillance are today governed by a complex
statutory and constitutional framework that has slowly eroded in the face of techno-
logical change.

Remarkably, the 1986 Electronic Communications Privacy Act of 1986 (ECPA), 18
USC 2701 et seq. (setting standards for access to stored electronic communications
and transactional records) was the last significant update to the privacy standards
of the electronic surveillance laws. Astonishing and unanticipated changes have oc-
curred since then, including——

• the development of the Internet and the World Wide Web, and their wide-
spread use;

• the convergence of voice, data, video, and fax over wire, cable and wireless
systems, and the rising deployment of high-bandwidth broadband facilities;

• the increasing use of mobile telephones and devices, including those that ac-
cess the Internet;

• the proliferation of service providers in a decentralized, competitive commu-
nications market; and

• the movement of information out of people’s homes or offices and onto net-
works controlled by third parties.

These changes have left gaps and ambiguities in the surveillance law framework.
In some cases, such as the rise of mobile location information or the development
of the Web, whole new types of information never available before to law enforce-
ment can now be accessed under a legal framework that never contemplated their
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existence. In other cases, such as the use of pen registers for Internet traffic or the
standard for accessing location information, the standards and procedures for lawful
access are unclear at best.

These gaps create privacy problems, and they also create confusion on the part
of law enforcement officers. Greater clarity and enhanced protection is needed both
to promote public confidence in law enforcement and to provide deserved guidance
about what is and is not acceptable behavior for electronic surveillance and data-
gathering.

Most fundamentally, as a result of these changes personal data is moving out of
the desk drawer and off of the desktop computer, out onto the Internet and out of
personal control. More and more, this means that information is being held and
communicated in configurations where it is in the hands of third parties and there-
fore not afforded the full protections of the Fourth Amendment under current doc-
trine. In a world where the Internet is increasingly essential for access to commerce,
community, and government services, personal privacy should not be the price of liv-
ing online. Rather, it is necessary to adopt legislative protections that map Fourth
Amendment principles onto the new technology.

CONCERNS ABOUT CYBERCRIME NEED NOT, AND SHOULD NOT, BECOME AN EXCUSE FOR
SWEEPING NEW GOVERNMENT AUTHORITIES OR GREATER SURVEILLANCE CAPABILITY.

The government has a real, but limited, role in promoting security online.
At the root of many concerns about cybercrime are problems relating to computer

security. Hacking, unauthorized access to computers, denial of service attacks, and
the theft, alteration or destruction of data are all already federal crimes, and appro-
priately so. But Internet security is not a problem primarily within the control of
the federal government. Particularly, it is not a problem to be solved through the
criminal justice system. Internet security is primarily a matter most effectively ad-
dressed by the private sector, which has built this amazing, complex and rapidly-
changing medium in a short time without government interference.

The government’s limited role in cybersecurity stems from the unique technical
features of the decentralized, global, user-controlled Internet:

• Unlike traditional broadcast or telecommunications media, where security
concerns could be focused on a relatively small number of large companies,
today’s cybersecurity solutions must apply to literally millions of individuals
around the world who create, publish, transmit, route, process, and sell on-
line.

• The Internet’s architecture is open, with few (if any) gatekeepers over online
activities—a feature essential to the innovation in online services, content,
and technologies, and essential to the Internet’s promise in promoting free ex-
pression worldwide.

• The Internet is global, so the actions of any one national government will only
have an incremental effect on behavior and are unlikely to prevent undesir-
able activity online.

In such an environment, it is the Internet’s users who are the first and most impor-
tant line of defense in the fight against cybercrime. Providing technology to protect
users online—such as strong encryption tools and secure software and networks—
is likely to be far more effective and scale far better than direct government inter-
vention.

It must be stressed that the source of the security problem is not the architectural
openness of the Internet, nor is it inherently a function of the anonymity that open-
ness affords. Indeed, this robust and decentralized architecture is what makes the
Internet as resilient as it is. Rather, the problem is that security measures compat-
ible with the open and anonymous nature of the Internet have been given a low pri-
ority as the Internet has grown. The explosion of services and business online and
the rapid rollout of new software with new features have often come at the expense
of good technical security. In that sense, heightened concerns about cybercrime are
a helpful wake-up call, not only because they highlight the lack of security but be-
cause they also emphasize the bottom line risks.

It is clear that the private sector is stepping up its security efforts, with an effec-
tiveness that the government is not likely to match given the rapid pace of technical
change and the decentralized nature of the medium. The tools for warning, diag-
nosing, preventing and even investigating infrastructure attacks through computer
networks are uniquely in the hands of the private sector. In these ways, Internet
crime is quite different from other forms of crime.

In this environment, government has an important but limited role focused on
getting its own house in order, hiring trained staff, and supporting R&D. First, it
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must get its own computer security house in order. The Administratio’s National
Plan for cyber-security, which focuses on protecting the governmentøs own systems,
has some laudable and long-overdue elements. We are concerned, though, that it re-
lies too heavily on a monitoring system that threatens privacy and other civil lib-
erties (‘‘FIDNet’’) and gives too little priority to closing the known vulnerabilities
and fundamental security flaws in government computer systems. (Target date for
fixing ‘‘the most significant known vulnerabilities’’ in critical government computers:
May 2003.) To improve government computer security and enforce the computer
crime laws, the government needs the resources and Title 5 authority to hire and
retain skilled investigators and computer security experts. Law enforcement must
undertake the daunting task of training a new generation of public safety officers
whose most important weapon is not a gun but a laptop.

The government should do more to support basic research and development in
computer security. It is a positive step that the U.S. government has stopped fight-
ing deployment of encryption. We are concerned, though, that a range of new sur-
veillance initiatives ranging from ‘‘Carnivore’’ to CALEA and ‘‘wiretapping for the
Internet’’ are being used to build surveillance features without adequate attention
to security ¿ and may themselves constitute a security vulnerability. While the po-
tential for the government to help is limited, the risk of government doing harm
through design mandates or further intrusions on privacy is very high.

IT IS NOT CLEAR THAT NEW GOVERNMENT AUTHORITIES OR INVESTIGATORY POWERS
ARE NEEDED.

Substantial authorities already exist for investigating and prosecuting cybercrime.
It appears that most of the ‘‘cybercrime’’ activities conducted online could be pros-
ecuted through existing criminal law. The Computer Fraud and Abuse Act and other
statutes broadly make hacking, unauthorized access to computers, and the theft, al-
teration or destruction of data already federal crimes. Powerful statutes exist to
punish distribution of obscenity or child pornography online. Existing criminal stat-
utes covering a range of topics from fraud to abuse of a minor are being applied
to or have been adopted to include online behavior.

It is always appropriate to consider whether our laws have been outdated by
changes in technology, and several proposals have been under consideration to
amend the computer crime statute and the electronic surveillance laws to enhance
law enforcement authorities. The Subcommittee, after careful analysis, may find
that some modest changes are appropriate. But we urge caution, especially in terms
of any changes that would enhance surveillance powers or government access to in-
formation. For example, the Justice Department had proposed changes to the com-
puter fraud statutes that would lower the $5000 loss threshold before criminal pen-
alties apply. However, there is reason to believe that prosecutors are unwilling to
bring even cases that meet the threshold because of stiff mandatory minimums that
apply. Removing the damage threshold would only exacerbate the situation and also
could make de minimus activity or online pranks serious federal crimes.

Some in government have argued that the Internet requires greater investigatory
powers. In particular, they complain about anonymity or lack of traceability on the
Internet. This is a red herring. The digital age of web logs, ISP records, credit card
transactions, electronic banking, cookies, and clickstreams is creating a wealth of in-
vestigatory capability where none existed before. While there is not perfect
traceability online, there is probably more traceability online than in the real world.
An anonymous vandal can throw a brick through a bank window and run away
down any number of streets. An anonymous pickpocket can steal your wallet with
credit cards and melt into the crowd. Yet we do not require people to carry identi-
fication cards, nor do we install checkpoints on our streets. We do not have perfect
traceability in the real world, for good reasons. We do not need perfect identity and
traceability online either.

Nonetheless, the Justice Department has sought further expansions in its surveil-
lance authorities. But surely, before enacting any enhancements to government
power, we should ensure that current laws adequately protect privacy. For example,
the government has proposed extending the pen register statute—designed for cap-
turing digits dialed on a phone—to the Internet. Yet, the current standard for pen
registers imposes little effective judicial control, reducing judges to mere rubber-
stamps. Pen registers as applied to Internet communications are far more revealing
than phone numbers, and there is a great deal of ambiguity about how they might
be applied online. In this and other cases, we must tighten the standards for govern-
ment surveillance and access to information, thus restoring a balance between gov-
ernment surveillance and personal privacy and building user trust and confidence
in these economically vital new media.
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These are complex issues. CDT is prepared to work with the Committee and the
Justice Department to evaluate cybercrime proposals, to flesh out needed privacy
enhancements, and to convene our DPSWG working group as a forum for building
consensus.

THERE IS A REAL RISK THAT CYBERCRIME CONCERNS WILL BECOME AN EXCUSE TO
IMPLEMENT SWEEPING NEW AUTHORITIES THAT JEOPARDIZE PERSONAL PRIVACY.

Americans are already deeply concerned about their privacy, especially online.
Changes in technology are making ever more information available to government
investigators, often with minimal process falling far short of Fourth Amendment
standards. There is a real risk that concerns over the very real problems of
cybercrime will serve as justification for legislation or other government mandates
that will be harmful to civil liberties and the positive aspects of the Internet. Such
a course is especially unjustified when there is so much to be done to improve secu-
rity without changing the architecture or protocols of the Internet or further eroding
privacy.

Examples abound already here in the U.S. For much of the last decade, the gov-
ernment has sought to force Internet users to adopt ‘‘key recovery’’ backdoors for
their encryption products in the name of fighting crime online—despite the security
risks and privacy concerns raised by creating backdoors in security tools. In the
name of protecting critical infrastructure, some have promoted ‘‘Caller ID for the
Internet’’—a system of mandatory identification for Internet traffic of dubious prac-
ticality that would eliminate much privacy online. While these proposals have been
largely rejected ‘‘Carnivore’’—the FBI’s aptly-named Internet surveillance tool—has
been deployed despite concerns that it is ripe for abuse and accesses too much infor-
mation without appropriate legal standards in place. The CALEA statute, passed to
preserve government phone tapping capabilities from the specter of digital age com-
munications, has since been expanded to include a wide variety of new services in-
cluding turning mobile phones into location tracking devices for law enforcement—
with little judicial oversight.

It is understandable that many are concerned about new surveillance proposals
put forward to fight cybercrime. We have avoided some of the worst of these pro-
posals here in the U.S. Unfortunately, there is evidence that many of the most dam-
aging surveillance proposals are taking root outside of the U.S.

Recent efforts in Europe on cybercrime, and particularly the experience of the re-
cent Council of Europe’s proposed Convention on CyberCrime, underscore this point.
Early versions of that Convention—developed in part in consultation with U.S. law
enforcement officials—contained data retention and other requirements that would
have forced ISPs and web services to keep and produce vast quantities of private
data at substantial expense and with few privacy protections. Only in response to
outcry from industry and public interest advocates were the worst of these provi-
sions modified in recent drafts. But the Convention still contains few privacy protec-
tions and lacks an appropriate balance between provisions for law enforcement and
preservation of individual rights. We note that the Convention would not require
any changes in U.S. law, and we will carefully monitor any efforts to use it as an
excuse for changes in the U.S.

A major concern about the COE Convention is how it will be implemented by indi-
vidual nations. With few clear privacy guidelines built in, it is feared that many will
use the Convention as a justification for imposing new design mandates on Internet
providers that will threaten many of the Internet’s most important characteristics.
In recent weeks, a serious proposal has been floated in Europe to require that all
Internet traffic be retained for seven years. Besides being impractical and prohibi-
tively expensive, if not virtually impossible, such an effort would be an unprece-
dented invasion of personal privacy and a severe rollback of initiatives in Europe
and elsewhere to limit the retention of personal data.

In addition to affecting the human rights of Internet users worldwide, proposals
such as these have an impact on U.S. users as well. They risk subjecting consumers
and businesses engaging in global Internet communications and commerce to poten-
tial surveillance, industrial espionage, or invasions of privacy. And they risk
squelching the promise of the Internet as a medium that promotes the free flow of
information and the exchange of democratic ideas.

The U.S. has been a force for democratic values, individual liberty, and human
rights worldwide. There is a real risk now that cybercrime efforts here and abroad
will threaten these very values. It is important that we continue to be an example
and resist the temptation to implement cybercrime proposals that would jeopardize
the promise of the Internet to promote liberty.
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The Need for Enhanced Privacy Protections
Considering the broad sweep of the digital revolution, it is apparent that the

major problem now is not that technology is outpacing government’s ability to inves-
tigate crime, but, to the contrary, that changes in communications and computer
technology have outpaced the privacy protections in our laws. Technology is making
ever-increasing amounts of information available to government under minimal
standards falling far short of Fourth Amendment protections. Gabs in our surveil-
lance laws leave information unprotected, or create ambiguities, ultimately harming
public faith in law enforcement and undermining public trust in the online activities
that have become such an important part of the digital age.

While improvements to security, technology, or corporate policies to promote pri-
vacy can come from the private sector, only legislation can update the legal frame-
work governing electronic surveillance and privacy. Companies can adopt great pri-
vacy practices about the disclosure of information, but they have little choice but
to produce sensitive data they hold when presented with a lawful order. Consumers
and businesses increasingly recognize that only legislation can provide adequate pri-
vacy protections for such information and these protections themselves can be a key
enabler of trust and security online.

Congress should adopt a comprehensive legislative approach to cybercrime that
recognizes the urgent need for additional privacy protections. The Congress could
start by taking up the helpful changes to surveillance law developed and passed by
the House Judiciary Committee in the last Congress, under H.R. 5018, including:

• Provide heightened protections for access to wireless location information, re-
quiring a judge to find probable cause to believe that a crime has been or is
being committed. Today tens of millions of Americans are carrying (or driv-
ing) mobile devices that could be used to create a detailed dossier of their
movements over time—with little clarity over how that information could be
accessed and without an appropriate legal standard for doing so.

• Increase the standard for use of pen registers and trap and trace devices, re-
quiring a judge to at least find that specific and articulable facts reasonably
indicate criminal activity and that the information to be collected is relevant
to the investigation of such conduct.

• Add electronic communications to the Title III exclusionary rule in 18 USC
2515 and add a similar rule to the section 2703 authority. This would prohibit
the use in any court or administrative proceeding of email or other Internet
communications intercepted or seized in violation of the privacy standards in
the law.

Require a judicial warrant for government seizure of read or unread email stored
with a service provider for up to one year. (Currently, the warrant requirement
applies for only 180 days, and the government has maintained that it could ob-
tain email with a mere subpoena as soon as it is opened, no matter how recent
it is.)

• Require statistical reports for 2703 disclosures, similar to those required by
Title III.

Require high level Justice Department approval for applications to intercept elec-
tronic communications, as is currently required for interceptions of wire and oral
communications.

In addition, other issues—some of broader scope—need to be addressed:
• Define and limit what personal information is disclosed to the government

under a pen register or trap and trace order served on Internet service pro-
viders. Transactional or addressing data for electronic communications like
email and Web browsing can be much more revealing than telephone num-
bers dialed.

• Define clearly what transactional information can be collected on Internet
communications and under what standard, making it clear that Internet que-
ries are content, which cannot be disclosed without consent or a probable
cause order.

• Improve the notice requirement under ECPA to ensure that consumers re-
ceive notice whenever the government obtains information about their Inter-
net transactions.

• Provide enhanced protection for personal information on networks: probable
cause for seizure without prior notice, and a meaningful opportunity to object
for subpoena access.
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• Require notice and an opportunity to object when civil subpoenas seek per-
sonal information about Internet usage.

The bills put before this Committee last year were efforts towards a modest im-
provement in privacy protections without in any way denying the government any
investigative tools. They should serve as a starting point, and we hope that Mem-
bers will consider reintroducing them in the near future and begin to address the
privacy concerns of many Americans and the imbalance that exists in today’s elec-
tronic surveillance laws.

CONCLUSION

The issue of cybercrime appropriately demands public attention and real, but lim-
ited, involvement by government. More broadly, it speaks to the need for moderniza-
tion of our surveillance laws and greater privacy protections to counteract new
threats to privacy online.

Protecting national security and public safety in this digital age is a major chal-
lenge and priority for our country. On balance, however, we believe that new
sources of data and new tools available will prove to be of great benefit to govern-
ment surveillance and law enforcement. These new technologies are likely to make
law enforcementøs job harder in some ways. There is no doubt that resources will
be needed to deal with change as the Internet alters traditional methods of crime
fighting and information gathering.

The real cybercrime risk is that concerns about public safety will become a jus-
tification for sweeping new surveillance proposals or design mandates that destroy
the best features of innovation and freedom on the global, open Internet. It is essen-
tial that we offer a measured response to these concerns, and urgently take up the
need to reform privacy protections in the electronic surveillance laws.

Mr. SMITH. Thank you, Mr. Davidson.
Mr. Chertoff, let me ask a question that Mr. Coble was going to

ask and I would have asked in any case, anyway, and that is what
priority is the Administration going to give to the prosecution of in-
tellectual property crimes?

Mr. CHERTOFF. Mr. Chairman, we’re going to give it very high
priority. I think there’s no doubt in this day and age the most valu-
able kind of property we have this country, in many instances, is
intellectual property. It is the source of value for our businesses.
It is a source of value for private people and it is something that
we have a very serious obligation to protect. One of the reasons we
have the section I described in my opening testimony was to con-
centrate expertise in intellectual property investigations in a group
of lawyers who, though experience and education, will become real-
ly the cutting edge of these kinds of investigations and prosecu-
tions.

We are aggressively pursuing these crimes. It is a very high pri-
ority and we’re going to use all the tools we can to pursue it.

Mr. SMITH. Thank you. Let me address my first question to Mr.
Chertoff, Mr. Kubic, and Mr. Savage, as well; and it is this: You
three individuals have made the point in your testimony that basi-
cally our current laws are outdated, much as Mr. Davidson said.
Our privacy laws are outdated because we really have not had any
legislation since 1986. The same can be said about our high-tech
or intellectual property or cyber crime law, I think, particularly in
the areas—just to mention three, I would say child pornography,
fraud and gambling, perhaps.

In the past, we have had laws that have dealt with these crimes
in what you referred to as the physical world, as opposed to the on-
line world. What changes in the laws need to be made to bring our
laws up to date so that we can apprehend and convict the cyber
criminals? If you will, be specific about what changes you think
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need to be made in the laws, because that is really the direction
we’re heading with these three hearings on this subject. Mr.
Chertoff, if you will begin and hen I’ll go to the other two individ-
uals.

Mr. CHERTOFF. I will be happy, Mr. Chairman. Obviously, there
are two types of laws. There are substantive laws against fraud
and child pornography which we can apply, really, equally to the
Internet as we do in the physical world. But there also a series of
what I would call procedural or process laws, which were written
in the last couple of decades at a time when computers and Inter-
net use were really not what they are today.

I will take a concrete example. When you deal with telephony,
you have pen registers and traps and traces which allow you to de-
termine, not the content of conversations, but where telephone calls
are being placed and where telephone calls are being placed from.
In applying that law to the Internet, it has been unclear sometimes
to the courts whether the law gives us the authority to use those
devices in the world of e-commerce, in the world of the Internet.

By the same token, laws that were written to govern pen reg-
isters and trap and trace devices jurisdiction by jurisdiction, court
by court, really do not work very well in a world in which data
moves internationally with great speed and where we are very
happy to go to a judge and get an order under the prevailing legal
standard, but it becomes difficult to go to 10 or 15 or 20 judges at
one time.

These are the kinds of procedural fixes that we need to bring into
law. They don’t affect privacy, but they do affect efficiency.

Mr. SMITH. Very good. Thank you.
Mr. Kubic?
Mr. KUBIC. Actually, Mr. Chairman, I cannot add too much to

that. I think we have been very effective in working with the De-
partment of Justice in terms of substantively what to charge. The
frustration for the investigator comes to the forefront when he or
she interacts with the prosecuting attorney and confronts different
rules that define what, in fact, can be obtained through the court
order. So it is an issue that I think needs some careful study and
attention, and I think we can come back with some recommenda-
tions for your consideration.

Mr. SMITH. Very good. Thank you.
Mr. Savage?
Mr. SAVAGE. Yes, Mr. Chairman, nothing more to add, other than

to make the analogy law-enforcement needs the same tools it has
in the physical world, to be able to apply those to the cyber world,
with the extra dimension, as previously mentioned, the speed and
diffusion of evidence, electronic evidence, is so great that we need
greater flexibility in terms of orders or judicial tools that would
allow us to get the same information we might have in the physical
world, but get it in the cyber world.

Mr. SMITH. Thank you.
Mr. Davidson, I have actually got another question for you that

might let you say what you want to say anyway, but in all fairness,
if you want to respond, you may.

Mr. DAVIDSON. Well, I just wanted to respond to Mr. Chertoff’s
comment, because I agree, I think, that the pen register is, for ex-
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ample, a great example of an area where we need to revisit the
law, but I think to show the complexity of this, there is a feeling
that, on the Internet, the notion of extending a statute that was
designed to talk about—provide digits dialed on a telephone to law-
enforcement on what is a very low legal threshold, based on rel-
evance to an ongoing investigation, reveals much more on the
Internet than it did in the context of digits dialed.

Mr. SMITH. Let me get in a quick question, since my time is up,
and then, as you said at one point in your testimony, it is not clear
that new Government authorities or investigative powers are need-
ed, but then you conceded, I think, the Subcommittee may find that
some modest changes are appropriate. Do you want to very quickly
tell us what those modest changes are?

Mr. DAVIDSON. Well, I will defer in some ways to Mr. Chertoff’s
comments about where there are different difficulties in applying
the law.

Mr. SMITH. My suspicion was that there was perhaps more
agreement than disagreement, and that confirms it, I think, to
some extent. Thank you.

The gentlemen from Virginia, Mr. Scott, is recognized for his
questions.

Mr. SCOTT. Thank you, Mr. Chairman.
Mr. Savage, you had indicated that some of the banks and others

had gotten together to share resources or share ideas. Are there
any intellectual property or antitrust implications that we should
be addressing and having groups get together like that?

Mr. SAVAGE. Mr. Scott, of course all the participants, especially
at the beginning of such efforts, are particular mindful of such con-
cerns. However, after developing personal relationships amongst
each other, they realize that, in fact, there are ways to avoid such
concerns and still yet be able to share important information and
resources. Oftentimes, competitive concerns do not rear their head
when you’re talking about addressing particular investigative as-
pects in a generic fashion, about a variety of cases.

Mr. SCOTT. But codes and things like that, software that one
bank may have that another one might not have figured out how
to do yet, the intellectual property exchanges and the antitrust im-
plications of getting together and agreeing to do things certain
ways, are those things that we ought to be looking at to make sure
that the antitrust laws and intellectual property laws allow that to
happen?

Mr. SAVAGE. Mr. Scott, it is difficult for me to speak for the pri-
vate sector, but I do know in our conversations with them, they feel
like they have been able to overcome a lot of those concerns, but
certainly the Government needs to promote avenues and methods
for them to more freely exchange information amongst themselves
and with us.

Mr. SCOTT. You indicated that you keep secret sine crime re-
ports.

Mr. SAVAGE. I’m sorry?
Mr. SCOTT. You keep secret some reports of cyber crime, so that

you would encourage the reporting of the crimes?
Mr. SAVAGE. Absolutely.
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Mr. SCOTT. You can’t keep it secret and prosecute it at the same
time.

Mr. SAVAGE. Mr. Scott, the point I was trying to make is that
what is very important to the Secret Service is that when a cor-
porate victim steps forward and raises their hand and says, ‘‘We
have a problem,’’ or ‘‘We have suffered a problem,’’ that we’re able
to respond in a fashion that addresses their concerns with where
they are in the marketplace, their potential public exposure, their
operational aspects, their duties to their customers, and to that ex-
tent we do not treat that relationship lightly. If there is a success
that we do encounter, if it were to be publicized, we would seek
their express permission, as well as that of the U.S. Attorney.

It is far more important for the Secret Service to have the suc-
cess than it is to have others knowing about it.

Mr. SCOTT. Mr. Chertoff, the trap and trace on e-mails, when you
get an order allowing this, you have indicated that it is inconven-
ient to go to different judges. Is your proposal to allow one judge
to give an order, regardless of the jurisdiction or are you looking
for a blanket order so that once you get the order, you can take
it where you want?

Mr. CHERTOFF. I think what we’re looking for, Congressman, is
the ability to go to a single judge, satisfy the appropriate standard,
and have that order apply with nationwide jurisdiction, not be sub-
ject only to the particular district in which the judge is sitting.

Mr. SCOTT. Well, if the judge sits and hears that you need a trap
and trace, is that just one computer that you’re talking about ? If
you had several computers, if they were e-mailing within your ju-
risdiction, would you have to go back to have a trap and trace for
each different computer within that jurisdiction?

Mr. CHERTOFF. I don’t want to stretch myself beyond my tech-
nical competence, so I am going to let Mr. Kubic chime in, but I
think it—what we’re trying to do, and I use the analogy with the
telephone, if you want to get the identity of whoever has generated
a particular transmission, typically in the old days with telephony,
you could pretty much figure out where the communication was
being routed from, what jurisdiction you have to be concerned
about.

Nowadays, it is possible to move the communications through a
lot of different computers and a lot of different intermediaries, and
to avoid a problem, you want to—you know, you technically want
to make sure you have covered all of those intermediate stops for
the communication. That is what we want to address. I will let Mr.
Kubic talk about the actual mechanics of that process.

Mr. KUBIC. I wish I could.
Actually, what we do is we work very closely with the Internet

service providers, so that when we get a court order, we would go
to the Internet service provider. It is at that point that the ques-
tions come up, because some of the routing of the e-mail messages
go out-of-state, sometimes they go through another country, and it
gets very, very confusing very quickly.

We have had occasions where some of the service providers have
requested conflicting-type orders. So, for instance, they were mix-
ing up orders that would provide the content of the e-mail when,
in fact, we’re just simply seeking a trap and trace order. So the

VerDate 11-MAY-2000 11:53 Sep 28, 2001 Jkt 000000 PO 00000 Frm 00084 Fmt 6601 Sfmt 6601 G:\WORK\CRIME\052401\72616.001 HJUD2 PsN: HJUD2



79

people who are trying to do the job get confronted with the battery
of corporate counsel, who might not have a real good under-
standing of the law. We engage in a little bit of an educational
process in so doing.

But I think what we’re saying is that there needs to be a very
clear—clearly-written language in any legislation proposed, that
precisely spells out the how-to, so that not only the Federal agents,
but also the recipients of the order clearly understand what they
are being asked to do and what the overages are.

Mr. SCOTT. Mr. Chairman, could I get an additional minute, so
that Mr. Davidson could——

Mr. SMITH. Without objection, the gentlemen is recognized for an
additional minute.

Mr. SCOTT. Before you respond, Mr. Davidson, if someone has an
expectation of privacy on their e-mail, what limitations should we
be looking for, particularly in light of the fact that trap and trace
is, as I understand it—has to be issued by the judge, based on the
certification of law enforcement that it is needed—the judge has no
discretion—and whether or not it is possible to an e-mail without
getting the content?

Mr. DAVIDSON. Well, I think this is—it highlights a very difficult
problem which I was trying to get at before, about the extension
of the trap and trace and pen register statute into the Internet
world. The fact is that the source of destination of e-mail traffic
may be much more revealing then the digits dialed on a telephone,
partly because e-mail addresses are much more intimately con-
nected to a person and an individual than a telephone, which may
be used by many different people, and this especially applies to the
extension of pen registers and trap and traces to finding Web
URLs, resource locators, when you type in http, which is our un-
derstanding of a desire of the Justice Department, also and we
have seen this in the context of the implementation of Carnivore.

I think that what you hit on is the fact we do need clarity in
these laws. There’s a great deal of ambiguity about how these stat-
utes apply to the Internet, and when we add that clarity, we need
to think about upping the standard a little bit. Right now, judges
do not have any discretion. Once the showing is made, they are re-
quired to issue these orders. Judges should be given that discre-
tion, to weigh the circumstances of a particular presentation, and
we also need to think very carefully about this blurring line be-
tween source and destination and the content that might be embed-
ded in a URL, where you go search for a book or something like
that, and may be much more revealing than digits dialed.

Mr. SMITH. Thank you, Mr. Scott.
The gentleman from Wisconsin, Mr. Green, is recognized for his

questions.
Mr. GREEN. Thank you, Mr. Chairman.
Mr. Chertoff, your opening remarks got my attention. The first

example that you gave is remarkably like something that happened
in my district back in northeastern Wisconsin, in which a couple
that had broken up, divorced, the ex-husband was posting photos,
intimate photos, of his ex-wife on the Internet and e-mailing them
to places that she frequents, business and such, and we have been
looking for ways to provide tools for prosecutors to deal with that
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instance, which is remarkably like the one that you pointed out.
What tools do you think we should be looking for? What would help
you in those kinds of situations?

Mr. CHERTOFF. Well, I think this is a problem which is increas-
ing. I think we have some very good statutes now. One of the
issues we have to address, though, are statutes that couch crimi-
nality in terms of dollar value, where you have, for example, com-
puter invasions or intrusions that do damage above a certain
amount of money, and the reality is that sometimes the damage
that is done cannot be quantified, but it can be, in fact, more seri-
ous than monetary damage.

I think one of the things I would like to do going forward is to
sit and look comprehensively at all the statutes that cover identity
theft, computer crime and make sure we have what I would call
a seamless system, where we are really covering the kinds of inva-
sions of privacy and damage that we are becoming concerned
about.

Mr. GREEN. What I would like to do, if I can, is to send you a
draft of what we have been working on, because we have been flail-
ing about, trying to figure out just how to get our arms around this
situation, and would welcome your thoughts and comments. Let me
shift gears to Mr. Kubic and Mr. Savage. Last session, I co-au-
thored legislation with Senator Collins which passed, dealing with
the problem of fake IDs and how they were being either trans-
mitted or marketed over the Internet, and the legislation passed
and created a committee to deal with the issue of Internet fake
IDs, and how their could be a cross-agency task force on the sub-
ject.

Are you aware of whether or not that task force has, in fact, been
assembled and if there has been any progress on this issue?

Mr. KUBIC. Congressman, I am unaware of whether or not that
specific task force has been assembled. However, the Department
of Justice does host and share regular meetings that deal with the
theft of—identity theft—broadly. I’m not sure if that was what you
had in mind.

Mr. GREEN. One of the things that the testimony suggested last
session was that about 83 percent of all fake IDs, everything from
the fake IDs we often think of for underage alcohol abuse to forged
passports and such, 83 percent by next year will be procured over
the Internet, and for a variety of reasons, it is difficult for us to
trace and block that. That was the reason for the legislation, and,
as I said, it created actually a task force on that.

Mr. Savage I don’t know if you’re aware of whether or not that
task force has been created.

Mr. SAVAGE. Congressman, as I understand it, we participate in
the same task force or the same group alluded to by Mr. Kubic, and
it is my understanding that suffices for the task force envisioned,
but I am not 100 percent sure on that. I can say that Secret Service
recognizes the problem, especially with respect to identity fraud.
We have placed an agent full-time at the Federal Trade Commis-
sion to help coordinate with respect to identity fraud cases.

Mr. GREEN. If the two of you could check into it, because there
was actually a coordinating committee established by this legisla-
tion signed into law last session. The law is now Public Law 106–
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578, and I would appreciate any follow-up you could give us as to
its status. Finally, the legislation as we originally introduced it, not
all the provisions were adopted. One of the provisions that fell
away would have made it illegal to knowingly produce or transfer
a document that is designed for use in the production of false IDs,
as opposed to just the marketing, the actual transmission of the
document.

One of the reasons it was dropped is because it sort of hit the
jurisdiction of a number of Committees and again has some tech-
nical challenges to it. Do you have any comments on whether or
not that would be useful, or your thoughts on that type of proposal?

Mr. SAVAGE. Congressman, my response is such a thing probably
would be quite useful. The limiting factor usually in such legisla-
tion is proving that intent, that it was designed to be used in the
commission of a fraud, and certainly that prerequisite, that stand-
ard, is usually found in the fraud statutes for good reason. How-
ever, it would be of value to see if there would be something simi-
lar that could be substituted in that regard.

Mr. GREEN. As you may know, of the reasons that this is a grow-
ing problem is that these documents are transmitted with an eas-
ily-removed sticker on the back that says, ‘‘Not a Government docu-
ment; for entertainment purposes only.’’ Of course, when the recipi-
ent gets it, they simply peel off the sticker and they have their doc-
uments. That is why we have tried to get at this, but the intent,
obviously, is the difficult issue to prove.

Mr. Kubic, I don’t know if you have any thoughts on that.
Mr. KUBIC. Manufactured, false or counterfeit documents are

often found in a lot of the fraud cases that we see, whether it is
financial institution fraud, credit card fraud, it rivals the theft of
real identities as an issue.

Mr. GREEN. Thank you.
Mr. SMITH. Thank you, Mr. Green. The gentleman from Virginia,

Mr. Goodlatte, is recognized for his questions.
Mr. GOODLATTE. Thank you, Mr. Chairman. First, thank you for

holding this and the continuing series of hearings on crime on the
Internet.

Mr. Kubic, in your testimony, you state that difficulty with on-
line crime is that there are no fingerprints, shoe impressions, sur-
veillance video or photographs, money taken or witnesses, and that
the evidence can be lost forever rather quickly. How does the FBI
handle this problem with cyber crime investigations?

Mr. KUBIC. Well, basically, while I say that there—the evidence
exists in a somewhat different form. Rather than the physical fin-
gerprint that is left, there is, in fact, an electronic fingerprint that
is most useful in establishing some of the people who are engaged
in the theft, using that as an example. What happens, however is
that many of the people that we look in terms of intrusions or
hacking use different platforms and bounce around through the
cyber world.

So while it is a different type of evidence that we are seeking,
there are active steps taken by this category of criminals to hide
their efforts. We have an engineering research facility at Quantico,
as well as technically-trained agents in each of our field offices,
who are actively engaged in the collection and preservation of evi-
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dence in digital form. Additionally, the FBI has computer response
teams that do things like mirroring images—mirror-image creation
of seized computers, wherein we can further identify the activity of
a particular suspect or subject.

Mr. GOODLATTE. Thank you.
Mr. Davidson has testified that cyber crime is more traceable

than physical, real world crime. Would you disagree with that
statement, and, if so, why?

Mr. KUBIC. I would not say it is more traceable at all. I think
it represents a new challenge for law-enforcement investigators.
Because of the nature of the evidence being so much different from
what we collect in a normal crime scene, there is a need, one that
is being met, I think, in part today, to retrain, to retool, and to up-
grade the set of skills that the investigators have, whether they are
State and local officers or Federal agents.

Mr. GOODLATTE. Go ahead, Mr. Davidson.
Mr. DAVIDSON. No. I might say that it is actually sort of—it is

differently available than it is in the offline world, and that is defi-
nitely true. We support the tremendous challenge that is in front
of law-enforcement officials to retool and retrain agents to be able
to deal with this, these new kinds of evidence, but I think it is
worth recognizing that we have heard many claims that substan-
tial new authorities are needed because it is so difficult to find evi-
dence online; and I think there are many reasons to believe that
once—when we take on this substantial challenge of retooling our-
selves, we will find that, on balance, there’s actually a tremendous
amount of information that’s out there.

Mr. GOODLATTE. Let me get into a specific area that concerns me,
and that is the distribution of obscenity or child pornography on-
line. You have stated that powerful statutes exist to punish that
distribution and I agree, but I think—and I will ask the other gen-
tleman whether they agree or not—I think there are some gaps in
that law that inhibit law-enforcement in investigating this type of
behavior. Would any of you care to respond to his assertion?

Mr. CHERTOFF. Well, I think that that is a very good example of
an area where some of these procedural problems that we face,
legal problems, can be an impediment. I think that the actual sub-
stantive laws, for example, dealing with child exploitation, are good
laws. Now, you know, Congressman, there is an issue now before
the Supreme Court regarding one subset of that involving so-called
virtual reality. But again we need to be able to move quickly. The
people who are purveying this material, some of them are unso-
phisticated, but some of them are sophisticated. Some of them are
overseas. By streamlining the procedures, without sacrificing pri-
vacy, I think we can add tools that will allow our investigators to
be more effective.

Mr. GOODLATTE. One of the areas that concerns me, and I’m not
sure what to do about it, are these online chat rooms, which are
the genesis of the great deal of problems we have with predators
online, with the so-called travelers who will go into these chat
rooms and develop a relationship with a 12, 13, 14-year-old boy or
girl and then attempt to develop that relationship, meet them.

We have a local law-enforcement agency in my district; Bedford
County Sheriff’s Department has Operation Blue Ridge Thunder,
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which receives funds through a Federal grant program, and have
been very effective in prosecuting dozens of people all over the
country who, in many instances, come to Bedford with clearly mali-
cious intent to do so, and trying to break that link, trying to make
it easier for law-enforcement to do something in the chat room
itself, is of interest to me.

Obviously, we have got to be concerned about the first amend-
ment and what happens there, but do any of you have any
thoughts on what can be done to criminalize the initial activity of
these individuals who get online and attempt to discuss, in some
instances, obscene activities online with children? Is there a con-
stitutional prohibition on attempting to have a prohibition on
adults discussing these types of thing online, with minors, for ex-
ample?

Mr. CHERTOFF. Obviously, there are constitutional limits on your
ability to regulate discussion, and I know that Mr. Kubic can speak
to this, the Bureau has been very effective in using active inves-
tigative techniques to ferret out those people who get into those
chat rooms in a predatory fashion. I think that is really a very ef-
fective tool, and I will let Tom talk about that.

Mr. KUBIC. Yes, under the Innocent Images initiative, the trav-
eler-type cases, the cases that you have kind of defined, which
means in brief that there’s an individual posing as a teenager en-
gaging in conversation, trying to either lure a young person to visit
him or to be more upfront about their intentions, and then they
themselves travel to another district to engage in some type of elic-
it activity, are the top priority of our Innocent Images investiga-
tions.

Mr. GOODLATTE. But at the point where they actually attempt to
travel. I know the sheriff’s department, for example, has officers
that pose as 13, 14-year-olds, and do that, and it is only when they
get to the point of actually attempted to have a meeting, that they
attempt to prosecute; and if there were a chill, and I know first
amendment folks love to hear that word chill, but if there were a
chill on this type of activity, because people, if they went online
and were deliberately, under some definable criminal statute, en-
gaging in an activity that were illegal in and of itself, we could pre-
vent this whole thing from happening in the first place. I will let
you respond to that, and I would also like to hear Alan Davidson’s
view on that.

Mr. KUBIC. Well, I understand, you know, your position. I think
it would be extremely difficult to write legislation which would
cover that kind of conduct, because to a very great extent it is
merely a discussion and often, you know, is this a fantasy or is
there an effort to really engage in some illicit act?

Mr. GOODLATTE. But when you’re dealing with a minor, does it
matter if it is a fantasy or not, if an adult is engaged in that type
of a discussion of activities?

Mr. DAVIDSON. Well, I would say that we really need to tread
lightly here, in the sense that the distinction between speech and
action has been an important one, in terms of constitutionality of
these kinds of statutes, and I would just suggest——

Mr. GOODLATTE. But remember what we are talking about.
These are adults with a very serious disposition. This is all part
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of the intent. It is all part of the formation of a crime, and you’re
having people engage in very salacious discussions with kids who
think it is really cool to do this with some adult who is doing it
online like this.

Mr. DAVIDSON. The courts have afforded a great deal of protec-
tion to adult speech.

Mr. GOODLATTE. Even with minors?
Mr. DAVIDSON. I believe so, and I think it is a very—it is a

very—the knowledge component of this was very tricky, and all I
can say is I know the congressman has a record of being very con-
cerned about these issues. I think there is a resource question.

Mr. GOODLATTE. I am very concerned about the first amendment.
I’m also very concerned about children in the type of circumstances
that we are defining here.

Mr. DAVIDSON. And I think that we should recognize that the
Internet, in many ways, has also provided this new tool that we
didn’t have before, which is to bring people out, the kinds of people
that you are trying to—that you would like to prosecute here—to
bring them out of the dark corners of society and into places where
the FBI and other law-enforcement agencies can very effectively,
increasingly effectively, find them and prosecute them, and that is
an effort that we should continue. But we need to do——

Mr. GOODLATTE. Not if they can—as long as they never have that
meeting with the individual, you’re telling me that not only are we
bringing them out of the dark corners, but we’re giving them a
forum in which to engage in this activity in a protected way that
they never had before, and it is causing an explosion of difficulty
in this area.

Mr. DAVIDSON. And perhaps a new way to find them. No doubt
that this is a problem and that more work needs to be done on the
enforcement side.

Mr. SMITH. Thank you, Mr. Goodlatte.
The gentleman from Virginia will be recognized for an additional

question.
Mr. SCOTT. Yes, Mr. Chertoff, you mentioned virus crimes.

Should we be considering anything to help on the jurisdiction of the
crime; the perpetrator may be traveling with a laptop; the victim
may have a laptop? How do you figure out what the jurisdiction of
the crime is, or has that been a problem?

Mr. CHERTOFF. Well, I think that is a species of the same kind
of problem we talked about earlier, with pen registers and trap and
trace orders. Typically, for example, if you are intercepting data in
real-time and you’re going to get what we call a title III authoriza-
tion from a judge, again there have been issues historically about
going to the right jurisdiction. If I want to tap a particular phone,
I go to a judge, I get a title III order, let’s say in New Jersey. I
know the phone is in New Jersey. Even in the area of cell-phones
now, we have developed laws and techniques that allow us to basi-
cally attach the order to the traveling phone. And I think we want
to be able to do the same thing with respect to traveling laptops.

Again, the idea is not to dilute the protection, the substantive
protection of privacy under the law. The idea is to eliminate the
problem of geographic limitations on judicial orders. So one of the
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things I think we want to do is essentially create one-stop shopping
for these kinds of orders.

Mr. SCOTT. I’m talking about the prosecution. What court do you
go in to get the indictment?

Mr. CHERTOFF. Well, typically the general rule with respect to
venue in criminal cases is anywhere the crime occurs, so any place
somebody traveled in the course of committing an illegal act, if the
illegal act occurred over the Internet, would be the place that we
could bring the case.

Mr. SCOTT. Do you have to prove jurisdiction? I know in State
court, you have to prove the crime was committed within the State.
Do you have a jurisdictional part of the prosecution where you have
to show that the crime was committed in State where you may not
know where the guy was?

Mr. CHERTOFF. You do. You do have to prove venue, because you
have to bring the case in the appropriate venue. And it may be,
Congressman, that what you’re suggesting is something worth
thinking about, which is whether we ought to create a venue provi-
sion that allows us to prosecute crimes in certain designated
places, whether or not the person was actually traveling in that
place or broadcasting while they were traveling.

I could certainly envision proof problems, for example, in show-
ing when—you know, where someone was at the time they trans-
mitted a particular message, and perhaps we want to make sure
in the law that we can adequately address these, where the service
provider is located, where the recipient is at some other place. I
think that is worth looking at.

Mr. SCOTT. Mr. Davidson, do you want to——
Mr. DAVIDSON. Well, I would just indicate that, of course, there

are going to be issues here on the user side, as well, which is that
users don’t necessarily know where all of their communications are
going, who they are necessarily using when they’re on the Internet.
Your ISP may be routing communications all over the place, and
I think—which just demonstrates the difficulty here also on the
user side, of finding out that you may be subject to an order that
has been issued across the country, that you may not necessarily
have knowledge of, that you may have a difficulty in terms of an-
swering or defending.

In many of these cases, of course, you never have notice of this.
But I think there are some mitigating difficulties on the user end
that need to be worked out, also.

Mr. SMITH. Thank you, Mr. Scott. Before we adjourn, I do want
to say, and the witnesses might be interested in it, as well, and it
has been mentioned by one witness, and the audience may be inter-
ested in knowing that we are having our third and last hearing on
cyber crime this coming Thursday, day-after-tomorrow, at 10
o’clock in the morning, and that will conclude our series; and, in
fact, so far as I know, we will have had more hearings on that sub-
ject than on any other subject this year.

So that is the importance we attach to it and that is how serious
we are about trying to be helpful to all of you all, law-enforcement
and those interested in privacy concerns, as well.
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Mr. Chertoff, I just want to tell you, if you have been head of the
Criminal Division for less than 2 weeks, you sounded like a veteran
today. So you’re off to a good start.

Mr. CHERTOFF. Thank you, Mr. Chairman.
Mr. SMITH. We thank all the witnesses. We appreciate their tes-

timony and their expertise, and we stand adjourned.
[Whereupon, at 5:11 p.m., the Subcommittee was adjourned.]
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FIGHTING CYBER CRIME:
EFFORTS BY PRIVATE BUSINESS INTERESTS

THURSDAY, JUNE 14, 2001

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CRIME,
COMMITTEE ON THE JUDICIARY,

Washington, DC.
The Subcommittee met, pursuant to call, at 10:10 a.m., in Room

2237, Rayburn House Office Building, Hon. Lamar Smith, Chair-
man of the Subcommittee, presiding.

Mr. SMITH. Since we are expecting votes in about 45 minutes,
and because it would interrupt us if we are not finished, we are
going to try to proceed fairly quickly.

I also want to mention that the Ranking Member, Bobby Scott,
is testifying before another Committee, or he would be here now,
and we still expect him shortly. Nevertheless, I’m going to recog-
nize myself for an opening statement, and other Members if they
have them, and then we’ll proceed.

This is the third and last hearing in a series. I expect this hear-
ing to assist Congress in deciding how to reduce cyber crime.

At the prior two hearings, Federal and local law enforcement offi-
cials told us that better training, additional resources, and in-
creased cooperation and coordination are needed. Crime is still
crime, whether it occurs on the street or on the Web.

While other crime rates continue to drop, cyber crime is dramati-
cally increasing. According to law enforcement officials, cyber crime
causes billions of dollars in losses every year. For example, last
May one computer virus disrupted the communications of hundreds
of thousands of computers, causing losses estimated in the billions
of dollars. And in March of this year the FBI issued a warning that
an organized group of Russian hackers had stolen more than a mil-
lion credit card numbers from companies’ databases.

In addition, the witnesses testified that the statutes governing
processes and procedures to investigate and prosecute cyber crime
must be updated.

Today the Subcommittee on Crime will hear testimony from rep-
resentatives of private industry on how they deal with the growing
problem of cyber crime, and also on their recommendations for how
Congress should reduce cyber crime.

Businesses are losing billions of dollars from cyber crime activi-
ties that range from fraud to piracy to sabotage. The Internet has
fostered an environment where hackers retrieve private data for
amusement, individuals distribute software illegally, and viruses
circulate with the sole purpose of debilitating computers.
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In confronting this issue, the business community faces a di-
lemma. Do they report cyber crime at the risk of losing the public’s
confidence in their ability to protect customer information, or do
they fail to act and risk losses and repeat attacks?

Legislation alone cannot adequately combat the prevalence of
cyber crime we face today. Private industry want to protect their
businesses and customers provide the first line of defense. The pri-
vate sector is usually ahead of Government on the latest tech-
nology, and must be willing to cooperate with law enforcement
agencies. Technology holds the key to the future, and private busi-
nesses are leading the way in innovation and products, but if left
unchecked, cyber crime will stifle that progress.

I hope to hear from the witnesses on how their companies and
businesses are working to reduce cyber crime. I would also like to
hear about their concerns and suggestions regarding legislation.

[The prepared statement of Mr. Smith follows:]

PREPARED STATEMENT OF THE HONORABLE LAMAR SMITH, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF TEXAS

This is the third and final hearing in a series on cyber crime. I expect that, as
the other two hearing have done, this hearing will offer valuable insight for Con-
gress to assist in the country’s efforts against cyber crime.

At the prior two hearings, federal and local law enforcement officials told us that
better training, additional resources and increased cooperation and coordination are
needed.

The witnesses provided us with examples of successful cooperation between state
and local law enforcement. They all agreed that Congress should assist in estab-
lishing more regional computer forensic laboratories as a way to pool resources and
enhance coordination. In addition, the law enforcement witnesses testified that the
statutes governing processes and procedures to investigate and prosecute cyber
crime must be updated.

The Subcommittee also heard from the privacy and civil rights community. The
witness urged the Subcommittee to consider privacy issues in drafting any legisla-
tion, which we will do as a matter of course.

Today, the Subcommittee on Crime will hear testimony from representatives of
private industry regarding their efforts to deal with the growing problem of cyber
crime. Businesses are losing millions of dollars from cyber crime activities that
range from intrusions to piracy.

In confronting this issue, the business community faces a dilemma. Do they report
cyber crime at the risk of losing the public’s confidence in their ability to protect
customer information? Or, do they not report the event and risk additional losses
in money and business and perhaps repeat attacks? In making this decision, busi-
nesses should remember blackmailers rarely ask for one lump sum and bullies
thrive on the vulnerable.

With so much at stake, businesses have a strong incentive to prevent cyber crime.
In addition to relying on the criminal laws, businesses are cooperating with federal,
state and local governments and law enforcement to share information and educate
the community to reduce vulnerabilities.

Legislation, alone, cannot adequately combat the level of cyber crime we face
today. Private industry that wants to protect their businesses and their customers
provide the first line of defense. The private sector will always be ahead of govern-
ment on the latest technology, and must be willing to cooperate with each other and
with law enforcement.

I hope to hear from the witnesses on exactly how their companies and businesses
are working towards better cooperation. I also would like to hear about there con-
cerns and suggestions regarding legislation and thank them for their participation.

At this time, I recognize Bobby Scott, the ranking Member, for an opening state-
ment.

Mr. SMITH. I’ll recognize Mr. Green, if he has an opening state-
ment or comments.

Mr. GREEN. No.
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Mr. SMITH. And if not, then we’ll proceed and look forward to
hearing from our witnesses. They are Mr. Harris N. Miller, Presi-
dent, Information Technology Association of America; Mr. Robert
Chesnut, Vice President and Deputy General Counsel, eBay, Incor-
porated; Mr. Robert Kruger, Vice President for Enforcement, Busi-
ness Software Alliance; and the Honorable Dave McCurdy, Presi-
dent, Electronic Industries Alliance, a former colleague of ours in
Congress.

We welcome you all, and Mr. Miller, we’ll start with you.

STATEMENT OF HARRIS N. MILLER, PRESIDENT,
INFORMATION TECHNOLOGY ASSOCIATION OF AMERICA

Mr. MILLER. Thank you very much, Chairman Smith. It’s a great
honor to be here before the Subcommittee, and to be working with
you again. You’ve managed to graduate from that immigration
merry-go-round to a more interesting, different kind of challenge
here as the Chairman of this Subcommittee.

I commend the Subcommittee for holding a series of hearings,
and recognizing the cyber crime issue, as you pointed out in your
opening statement, is an enormous challenge, and that industry
leadership, in meaningful partnership with Government, is essen-
tial.

The stakes involved are enormous. Information technology cur-
rently represents over 6 percent of the global domestic product, and
over 8 percent of US GDP, according to Digital Planet 2000, a
study released last year by the World Information Technology and
Services Alliance. In addition, the IT industry has a particular
challenge, because not only are we a vertical industry, as is health
care or transportation or retail, for example, we’re also a horizontal
industry in this Internet world, underlying all those other vertical
industries. So we have a double challenge, to protect our own sys-
tems, and also, of course, our customers’ systems.

Cyber crime places the digital economy at risk, but too many
times the assumption is made that fighting cyber crime can be
done with technology alone. That is wrong. Just as the best alarm
system will not protect a building if the alarm code falls into the
wrong hands, a network will not be protected if the passwords are
given out freely. Failures in the process and people part of the
cyber crime solution may in fact be a factor in the majority of the
problems we see.

The business marketplace is responding to the technology compo-
nent of the equation. Our customers demand it, and therefore, IT
companies supply it. However, the processes and people element
tend to be more problematic elements of the challenge. The two are
closely linked. From a strategic point of view, the challenge is to
make information security a top priority issue for CEOs, for Gov-
ernment officials, and for leaders in the non-governmental sector.
Moving from platitudes to practical action requires the sustained
commitment of senior management in both the public and private
sectors. Industry and Government must share the view that given
the nation’s extensive dependence on information systems, informa-
tion security equates to economic security. Partnership and out-
reach are critical to success. We must work across industry and in-
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dustry with Government. Protecting our infrastructure is a collec-
tive responsibility, not just the IT community’s role.

ITAA itself is working on multiple fronts to improve the current
mechanisms for combatting threats and responding to attacks. Ele-
ments of our plan internally include information sharing, aware-
ness, education, training, best practices, research and development,
and international cooperation.

In the brief time this morning, I will just focus on one of these,
namely information sharing. As you pointed out in your opening
statement, Mr. Chairman, sharing information about corporate in-
formation security practices is very difficult. Companies are under-
standably reluctant to share sensitive proprietary information
about prevention practices, intrusions and actual crimes, with ei-
ther Government agencies or competitors. Gimbel’s doesn’t like to
tell Macy’s. Information sharing is a risky proposition with often
less than clear benefits. No company wants information to surface
that they had given in confidence that may jeopardize their market
position, strategies, customer base or capital investments.

Public policy factors can also be a barrier. One of the obstacles
is the Freedom of Information Act. Companies worry that if infor-
mation sharing with Government really becomes a two-way street,
FOIA requests for information they have provided to an agency
could prove embarrassing or costly. We are working with Congress-
man Tom Davis and Senator Bob Bennett, and other key players
on legislation to address this concern. There’s also a concern about
antitrust, about sharing information leading to antitrust violations.
We’ve been in dialog with the Department of Justice, and we be-
lieve this issue can be partially addressed through letters from the
Department of Justice, but it is something we need to take a closer
look at.

The IT industry has adopted several formal approaches to the in-
formation-sharing challenge. For instance, in January of 2001, 19
of the Nation’s leading high-tech companies announced the forma-
tion of a new Information Technology—Information Sharing Anal-
ysis Center, the IT ISAC, to cooperate on cyber security issues. The
objective of the IT ISAC is to enhance the availability, confiden-
tiality, and integrity of network information systems. It is a non-
for-profit organization that will allow information sharing, includ-
ing the possibility of anonymous information sharing within the IT
industry, and ultimately between various segments of the industry,
and ultimately between industry and Government. The IT ISAC
has made excellent progress in the 6 months since its founding,
and is in the process of being formally ‘‘stood up.’’

Another example is the Partnership for Critical Information Se-
curity. This partnership, which was started under the previous Ad-
ministration and continues to be supported by Secretary of Com-
merce Don Evans in the current Administration, brings together
key sectors of our economy to work across sectors, so that the fi-
nancial sector, the retail sector, the health sector, the energy sec-
tor, the IT sector and others, share information. Again, this is not
a stove-pipe issue, and they must work together. The PCIS had a
major meeting in Washington, D.C. in March, which was addressed
by the National Security Advisor, Dr. Rice, and that meeting
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helped to pull together and coalesce this partnership. We now have
formal mechanisms being developed to provide information sharing.

In sum, Mr. Chairman, the challenge is large so the achievement
will be formidable. While cyber crime will never be eliminated, it
can be contained through effective information security products,
intelligent practices, and suitably trained people. But none of this
will occur, again I repeat, without leadership from the top, both in
the private sector and in Government and collaboration between
the two.

ITAA is proud to do its part. Thank you. And I welcome the op-
portunity to answer any questions the Subcommittee may have.

[The prepared statement of Mr. Miller follows:]

PREPARED STATEMENT OF HARRIS N. MILLER

INTRODUCTION

Chairman Smith and Members of the Subcommittee, thank you for inviting me
here to testify today on cyber crime. My name is Harris N. Miller, and as President
of the largest information technology trade association, the Information Technology
Association of America <http://www.itaa.org/>, I am proud that ITAA has emerged
as the leading association on the issue of information security. ITAA represents over
500 corporate members. These are companies that have a vested economic interest
in assuring that the public feels safe in cyberspace; in the United States, most of
the Internet related infrastructure is owned and operated by the private sector.

I am also President of the World Information Technology and Services Alliance
<http://www.witsa.org>, a consortium of 41 global IT associations from economies
around the world, so I offer a global perspective. ITAA also houses the Global Inter-
net Project <http://www.gip.org/>, an international group of senior executives com-
mitted to fostering continued growth of the Internet, which is spearheading an effort
to engage the private sector and governments globally on the Next Generation Inter-
net and related security and reliability issues.

I commend this Subcommittee for holding a series of hearings on cyber crime and
recognizing that to solve this enormous challenge, industry leadership, in meaning-
ful partnership with government, is essential.

The stakes involved are enormous. Information technology represents over 6 per-
cent of global gross domestic product (GDP), a spending volume of more than $1.8
trillion, and over 8 percent of US GDP, according to Digital Planet 2000, a report
released last year by WITSA. According to the US Department of Commerce, IT ac-
counted for approximately one-third of the nation’s real economic growth from 1995
to 1999. Despite the current slowdown, IT-driven productivity increases have en-
abled our country to have what many economists thought we could not have: high
growth, low unemployment, low inflation, and growth in real wages.

The IT industry’s importance to the economy goes beyond the numbers I just re-
cited, however, because the IT industry is not only a vertical industry-such as finan-
cial services or health care-it is also a horizontal industry whose technology and
services under gird all the other industry sectors. For instance, the failure of a par-
ticular IT company to meet the information security challenge not only hurts that
company’s bottom line, it also hurts the bottom line of companies to which it pro-
vides software or IT services.

ECONOMY AT RISK

Cyber crime places the digital economy at risk. Just as the reality or threat of
real crime can drain the economic vitality of neighborhoods, cities and even nations,
so to can the reality or threat of crimes committed online against people and prop-
erty shutter businesses and cause an otherwise motivated digital public to break
their Internet connection.

Cyber crime falls into several categories. Most incidents are intended to disrupt
or annoy computer users in some fashion. Distributed denial of service (DoS) attacks
crash servers and bring down websites through the concerted targeting of thousands
of email messages to specific electronic mailboxes. Viruses and other malicious code
introduce phantom computer software programs to computers, designed inten-
tionally to corrupt files and data. Other online intrusions are conducted to deface
websites, post political messages or taunt particular groups or institutions. Even
though no one stands to profit, damages caused by such attacks can run from the
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trifling to the millions of dollars. What motivates these attackers? Hackers may
view the attack as a technology challenge, may be seeking to strike a blow against
the establishment, may be looking for group acceptance from fellow hackers, or may
be just indulging themselves in a perverse thrill.

Other cyber criminals are more material guys and gals. They hope to profit from
their intrusions by stealing valuable or sensitive information, including credit card
numbers, social security numbers, even entire identities. Targets of opportunity also
include trade secrets and proprietary information, medical records, and financial
transactions.

For some cyber criminals, the Internet is a channel for the dissemination of child
pornography and a tool used in the furtherance of other crimes against children and
adults. These crimes include fraud, racketeering, gambling, drug trafficking, money
laundering, child molesting, kidnapping and more.

Cyber terrorists may seek to use the Internet as a means of attacking elements
of the physical infrastructure, like power stations or airports. As we have seen in
the Middle East, cyber terrorists encouraging political strife and national conflict
can quickly turn the Internet into a tool to set one group against another and to
disrupt society generally.

Another class of cyber criminal and, unfortunately, the most common is the in-
sider who breaks into systems to eavesdrop, to tamper, perhaps even to hijack cor-
porate IT assets for personal use. These could be employees seeking revenge for per-
ceived workplace slights, stalking fellow employees, looking for the esteem of peers
by unauthorized ‘‘testing’’ of corporate security, or other misguided individuals.

Regardless of category, the threat is real. A recent study produced by Asta Net-
works and the University of California San Diego monitored a tiny fraction of the
addressable Internet space and found almost 13,000 DoS attacks launched against
over 5000 targets in just one week. While most targets were attacked only a few
times, some were victimized 60 or more times during the test period. For many
small companies, being knocked off the Internet for a week means being knocked
out of business for good.

The Computer Security Institute/FBI also documents the problem in a widely re-
ported study on computer breaches. This year’s survey of 538 respondents found 85
percent experiencing computer intrusions, with 64 percent serious enough to cause
financial losses. Estimated losses from those willing to provide the information tal-
lied $378 million, a 43 percent increase from the previous year.

A nationwide public opinion poll released last year by ITAA and EDS showed that
an overwhelming majority of Americans, 67 percent, feel threatened by or are con-
cerned about cyber crime. In addition, 62 percent believe that not enough is being
done to protect Internet consumers against cyber crime. Roughly the same number,
61 percent, say they are less likely to do business on the Internet as a result of
cyber crime, while 33 percent say crime has no effect on their e-commerce activities.
The poll of 1,000 Americans also revealed that 65 percent believe online criminals
have less of a chance of being caught than criminals in the real world, while only
17 percent believe cyber criminals have a greater chance of being caught.

BATTLING CYBER CRIME: INFORMATION SECURITY

Information security is the multifaceted discipline that counteracts cyber crime.
Information security—or InfoSec—deals with cyber crime prevention, detection and
investigation. How do we achieve information security?

INFORMATION SECURITY IS BUILT FROM TECHNOLOGY, PROCESSES AND PEOPLE

Too many times, the assumption is made that fighting cyber crime can be done
with technology alone. That is wrong. Just as the best alarm system will not protect
a building if the alarm code falls into the wrong hands, a network will not be pro-
tected if the passwords are given out freely. Failures in the ‘‘process and people’’
part of the cyber crime solution may, in fact, be the majority of the problems we
see.

The marketplace is responding to the technology component of this equation. Our
customers demand it and, therefore, ITAA members supply it. Beyond that simple
yet effective commercial dynamic, we also see market pressures beginning to coa-
lesce. As cyber crime becomes more common and more pervasive, we will hear a
building chorus of demand for information security solutions from insurance firms,
health care providers, financial services companies, utilities, and the public at large.

The degree to which such products are necessary is in large part determined by
the level of risk incurred. In most cases, for instance, security levels required to pro-
tect an email application would not be as robust as those protecting electronic funds
transfer. Organizations must be able to select the technology solution that is ade-
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quate to the job at hand. The marketplace must have the commercial incentive to
deploy a variety of technology solutions, be they password protection, encryption,
firewalls, biometrics or other means.

Processes and people tend to be the more problematic elements of the policy puz-
zle. The two are closely linked. From a strategic point of view, the challenge is to
make information security a top priority issue. Moving from platitudes to practical
action requires the sustained commitment of senior management.

The goal is to embed information security in the corporate culture. That is not
always easy to do. CEO’s want their IT systems to be as fast as a Maserati—but
as safe as a Brinks truck. Whenever tradeoffs arise, the bias is towards speed, not
safety. The challenge for the IT sector and its customers working together is to pro-
vide security at the speed of business.

Organizations must be willing to invest in the development of comprehensive se-
curity procedures and to educate all employees—continuously. The primary focus of
improving processes and changing behaviors is inside the enterprise. However, the
scope of the effort must also take into account the extended organization-supply
chain partners, subcontractors, customers, and others that must interact on a rou-
tine basis.

ORGANIZATIONS MUST ALSO BE PREPARED TO COOPERATE WITH LAW ENFORCEMENT

Unfortunately, companies often feel that the disruption to operations and poten-
tial damage to reputation outweigh the benefits of such cooperation. Until the pri-
vate sector feels that it can do so on a reasonable basis, hackers and cyber criminals
will have a significant advantage. ITAA and the Department of Justice conducted
a series of executive level meetings and conferences last year, including participa-
tion by then Attorney General Janet Reno, to work towards a new dialogue on this
issue. More such events will be held later this year. Companies can move this proc-
ess along by working through trade associations and groups like the Partnership for
Critical Infrastructure Security <http://www.pcis-forum.org>, to achieve the nec-
essary balance of public and private interests.

The challenge of processes and people is not a concern for the private sector alone.
The federal government must play a significant role as well. The Administration,
for instance, must bring substantial leadership to the information security arena
and help raise the nation’s level of awareness about cyber attacks and preventative
measures. A major part of this message must be that, given the nation’s extensive
dependence on information systems, information security means economic security.

The responsibility is both national and international. The U.S. has critical defense
and economic relationships around the globe. A breakdown in any link of this chain
can have cascading consequences. It is, therefore, incumbent on the U.S. govern-
ment to accept its global information security role and educate foreign governments
as to the nature of the threat and how to respond to it. Industry stands ready to
work with multinational organizations and NGOs to help in this process.

INDUSTRY PLAN FOR CYBER SECURITY

ITAA and its members have been working to execute a multi-faceted plan de-
signed to improve U.S. cooperation on issues of information security. However, Mr.
Chairman, we would all be remiss if we believed it was just the IT industry that
must cooperate within its own industry—we must work cross industry, and industry
with government. Protecting our infrastructure is a collective responsibility, not just
the IT community’s role.

We are working on multiple fronts to improve the current mechanisms for com-
bating threats and responding to attacks through our role as a Sector Coordinator
for the Information and Communications sector, appointed by the U.S. Department
of Commerce. Through ITAA’s InfoSec Committee, our member companies also are
exploring joint research and development activities, international issues, and secu-
rity workforce needs. Elements of the plan include Information Sharing, Awareness,
Education, Training, Best Practices, Research and Development, and International
Coordination.

INFORMATION SHARING: Sharing information about corporate information security
practices is inherently difficult. Companies are understandably reluctant to share
sensitive proprietary information about prevention practices, intrusions, and actual
crimes with either government agencies or competitors. Information sharing is a
risky proposition with less than clear benefits. No company wants information to
surface that they have given in confidence that may jeopardize their market posi-
tion, strategies, customer base, or capital investments. Nor would they risk volun-
tarily opening themselves up to bogus but costly and time-consuming litigation. Re-
leasing information about security breaches or vulnerabilities in their systems pre-

VerDate 11-MAY-2000 11:53 Sep 28, 2001 Jkt 000000 PO 00000 Frm 00099 Fmt 6601 Sfmt 6621 G:\WORK\CRIME\052401\72616.002 HJUD2 PsN: HJUD2



94

sents just such risks. Negative publicity or exposure as a result of reports of infor-
mation infrastructure violations could lead to threats to investor—or worse—con-
sumer confidence in a company’s products. Companies also fear revealing trade se-
crets to competitors, and are understandably reluctant to share such proprietary in-
formation. They also fear sharing this information, particularly with government,
may lead to increased regulation of the industry or of electronic commerce in gen-
eral.

Public policy factors also act as barriers to industry information sharing. One of
the obstacles is the Freedom of Information Act (FOIA). Companies worry that if
information sharing with government really becomes a two-way street, FOIA re-
quests for information they have provided to an agency could prove embarrassing
or costly. FOIA requests place the private sector’s requirement for confidentiality at
odds with the public sector’s desire for sunshine in government information. We are
working with Congressman Tom Davis (R-VA), Senator Robert Bennett (R-UT), and
other key players on legislation to meet this concern.

Anti-trust concerns are a second potential legal hurdle to information sharing.
Fortunately, such risks appear small. The antitrust laws focus on sharing informa-
tion concerning commercial activities. Information Sharing Advisory Centers
(ISACs) should be in compliance with the antitrust laws because they are not in-
tended to restrain trade by restricting output, increasing prices, or otherwise inhib-
iting competition, on which the antitrust laws generally focus. Rather, ISACs facili-
tate sharing of information relating to members’ efforts to enhance and to protect
the security of the cyber infrastructure, so the antitrust risk of such exchange is
minimal. The Justice Department has also indicated that there are minimal anti-
trust concerns involving properly structured joint industry projects for dealing with
externalities. An entity created to share information regarding common threats to
critical infrastructure should fall into this category.

Given the changing nature of the cyber crime threat and in spite of the many
business, operational and policy hurdles standing in the way, many companies in
the private sector recognize the need to have formal and informal information shar-
ing mechanisms. Internet Service Providers are an example of the latter cir-
cumstance. Because these firms provide networking capability commercially, these
businesses often have extensive network security expertise. Such firms act as vir-
tual Information Sharing and Analysis Centers, gathering information about de-
tected threats and incursions, sanitizing it by removing customer specific data, and
sharing it with customers.

The IT industry has adopted a formal approach to the information sharing chal-
lenge. In January 2001, nineteen of the nation’s leading high tech companies an-
nounced the formation of a new Information Technology Information Sharing and
Analysis Center (IT-ISAC) to cooperate on cyber security issues. The objective of the
IT-ISAC is to enhance the availability, confidentiality, and integrity of networked
information systems. The group has made excellent progress in the six months since
its founding and is in the process of being formally ‘‘stood up,’’ although information
sharing is already beginning to take place within this ISAC.

The IT-ISAC is a not-for-profit corporation that will allow the information tech-
nology industry to report and exchange information concerning electronic incidents,
threats, attacks, vulnerabilities, solutions and countermeasures, best security prac-
tices and other protective measures. Its internal processes will permit information
to be shared anonymously. The organization is a voluntary, industry-led initiative
with the goal of responding to broad-based security threats and reducing the impact
of major incidents. Membership in the IT-ISAC is open to all U.S.-based information
technology companies. It will offer a 24-by-7 network, notifying members of threats
and vulnerabilities. The group also is clear on what is will not undertake. Excluded
activities include standards setting, product rating, audits, certifications or dispute
settlement. Similarly, the IT-ISAC is not a crime fighting organization. The nine-
teen Founding Member companies of the IT-ISAC, all represented at the announce-
ment, are AT&T, Cisco Systems, Computer Associates, CSC, EDS, Entrust Tech-
nologies, Hewlett-Packard Company, IBM, Intel Corporation, KPMG Consulting,
Microsoft Corporation, Nortel Networks, Oracle Corp., RSA Security, Securify Inc.,
Symantec Corporation, Titan Systems Corp., Veridian and VeriSign, Inc.

The group plans to evolve its information sharing activities over time, starting
with IT companies and then moving across sectors. It is also expected that the ISAC
will enable sensitive information to be shared between industry and government.
But that sharing must be a two-way street, if it is going to be effective.

The Software Engineering Institute’s CERT Coordination Center plays an infor-
mation sharing role for numerous industries. The oldest and largest of information
sharing programs, CERT is a Federally funded research and development center at
Carnegie Mellon University in Pittsburgh. The organization gathers and dissemi-
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nates information on incidents, product vulnerabilities, fixes, protections, improve-
ments and system survivability. The organization strives to maintain a leak proof
reputation while collecting thousands of incident reports yearly. These could be any-
thing from a single site reporting a compromise attempt to a virus with worldwide
impact.

The IT-ISAC is specifically designed to support the IT industry in this country.
Other ISACs have been formed in the financial services and telecommunications in-
dustries. And I would like to mention two other groups that play an important infor-
mation sharing role. The Partnership for Critical Infrastructure Security provides a
venue for organizations from numerous industries to pool their knowledge and expe-
rience about information infrastructure risks and protections. PCIS also examines
critical interdependencies among infrastructure providers and seeks common solu-
tions to risk mitigation. The Partnership for Global Information Security <http://
www.pgis.org/> provides a forum for executives from both the public and private sec-
tor in economies around the world to share information about InfoSec topics. PGIS
members are focused on five areas for collaboration: sound practices, workforce, re-
search and development, cyber crime and law enforcement and public policy. ITAA
is proud to have played a leadership role in the formation of both organizations, and
I sit on the Boards of Directors of both.

AWARENESS: ITAA and its member companies are raising awareness of the issue
within the IT industry and through partnership relationships with other vertical in-
dustries, including finance, telecommunications, energy, transportation, and health
services. We are developing regional events, conferences, seminars and surveys to
educate all of these industries on the importance of addressing information security.
An awareness raising campaign targeting the IT industry and vertical industries de-
pendent on information such as the financial sector, insurance, electricity, transpor-
tation and telecommunications is being overlaid with a targeted community effort
directed at CEOs, end users and independent auditors. The goal of the awareness
campaign is to educate the audiences on the importance of protecting a company’s
infrastructure, and instructing on steps they can take to accomplish this. The mes-
sage is that information security must become a top tier priority for businesses and
individuals.

EDUCATION: In an effort to take a longer-range approach to the development of
appropriate conduct on the Internet, the Department of Justice and the Information
Technology Association of America have formed the Cybercitizen Partnership. Nu-
merous ITAA member companies and recently the Department of Defense have
joined this effort. The Partnership is a public/private sector venture formed to create
awareness in children of appropriate on-line conduct. This effort extends beyond the
traditional concerns for children’s safety on the Internet, a protective strategy, and
focuses on developing an understanding of the ethical behavior and responsibilities
that accompany use of this new and exciting medium. The Partnership is developing
focused messages, curriculum guides and parental information materials aimed at
instilling a knowledge and understanding of appropriate behavior on-line. The Part-
nership hosted a very successful event last fall at Marymount University in North-
ern Virginia that brought together key stakeholders in this area. Ultimately, a long
range, ongoing effort to insure proper behavior is the best defense against the grow-
ing number of reported incidents of computer crime. The Cybercitizen website has
received over 600,000 hits in the past year.

TRAINING: ITAA long has been an outspoken organization on the impact of the
shortage of IT workers—whether in computer security or any of the other IT occupa-
tions. Our groundbreaking studies on the IT workforce shortage, including the lat-
est, ‘‘When Can You Start,’’ have defined the debate and brought national attention
to the need for new solutions to meet the current and projected shortages of IT
workers. We believe it is important to assess the need for and train information se-
curity specialists, and believe it is equally important to train every worker about
how to protect systems.

We have planned a security skills set study to determine what the critical skills
are, and will then set out to compare those needs with courses taught at the univer-
sity level in an effort to determine which programs are strong producers. We encour-
age the development of ‘‘university excellence centers’’ in this arena, and also advo-
cate funding for scholarships to study information security. We commend the Ad-
ministration and Congress for supporting training more information security spe-
cialists.

The challenge to find InfoSec workers is enormous, because they frequently re-
quire additional training and education beyond what is normally achieved by IT
workers. Many of the positions involving InfoSec require US citizenship, particularly
those within the federal government, so using immigrants or outsourcing the
projects to other countries is not an option.
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BEST PRACTICES: We are committed to promoting best practices for information
security, and look to partners in many vertical sectors in order to leverage existing
work in this area. In addition, our industry is committed to working with the gov-
ernment—whether at the federal, state or local levels. For example, we are working
with the Federal Government’s CIO Council on efforts to share industry’s best infor-
mation security practices with CIOs across departments and agencies. At the same
time, industry is listening to best practices developed by the government. This ex-
change of information will help industry and government alike in creating solutions
without reinventing the wheel.

While we strongly endorse best practices, we strongly discourage the setting of
‘‘standards.’’ Why?

Broadly, the IT industry sees standards as a snapshot of technology at a given
moment, creating the risks that technology becomes frozen in place, or that partici-
pants coalesce around the ‘‘wrong’’ standards. Fighting cyber crime can be thought
of as an escalating arms race, in which each time the ‘‘good guys’’ develop a tech-
nology solution to a particular threat, the ‘‘bad guys’’ develop a new means of attack.
So to mandate a particular ‘‘solution’’ may be exactly the wrong way to go if a new
threat will soon be appearing.

It is also critical that best practices are developed the way much of the Internet
and surrounding technologies have progressed—through ‘‘de facto’’ standards being
established without burdensome technical rules or regulations. While ITAA ac-
knowledges the desire within the Federal government to achieve interoperability of
products and systems through standard-setting efforts, the reality is that the IT in-
dustry can address this simply by responding to the marketplace demand. The mar-
ketplace has allowed the best technologies to rise to the top, and there is no reason
to treat information security practices differently.

RESEARCH AND DEVELOPMENT: While the information technology industry is
spending billions on research and development efforts—maintaining our nation’s
role as the leader in information technology products and services—there are gaps
in R&D. Frankly, for industry, more money is frequently spent on ‘‘D’’-development-
then ‘‘R’’-long-term research. Government, mainly in the Department of Defense, fo-
cuses its information security R&D spending on defense and national security
issues. We believe that between industry’s market-driven R&D and government’s
defense-oriented R&D projects, gaps may be emerging that no market forces or gov-
ernment mandates will address. Government funding in this gap-bringing together
government, academia and industry—is necessary.

INTERNATIONAL: In our work with members of the information technology industry
and other industries, including financial services, banking, energy, transportation,
and others, one clear message constantly emerges: information security must be ad-
dressed as an international issue. American companies increasingly are global cor-
porations, with partners, suppliers and customers located around the world. This
global business environment has only been accented by the emergence of on-line
commerce—business-to-business and business-to-consumer alike.

Addressing information security on a global level clearly raises questions. Many
within the defense, national security and intelligence communities rightly raise con-
cerns about what international actually means. Yet, we must address these ques-
tions with solutions and not simply ignore the international arena. To enable the
dialogue that is needed in this area, ITAA and WITSA conducted the first Global
Information Security Summit in Fall 2000. This event brought together industry,
government and academia representatives from around the world to begin the proc-
ess of addressing these international questions. A second Summit is planned for
later this year to continue the dialogue. The governmental international linkages
must be strengthened—and not just among the law enforcement and intelligence
communities. Government ministries around the world involved in economic
issues—such as our own Department of Commerce—need to be key players.

HOW GOVERNMENT CAN HELP

In many ways, solutions to information security challenges are no different than
any other Internet-related policy issue. Industry leadership has been the hallmark
of the ubiquitous success of our sector. Having said that, we also believe that gov-
ernment has several roles to play in helping achieve information security and com-
bating cyber crime:

• First and foremost, like a good physician practicing under the Hippocratic
oath, do no harm. Excessive or overly broad legislation and subsequent regu-
lation crafted in a rapidly changing technology environment is apt to miss the
mark and likely to trigger a host of unintended consequences. In many in-
stances, existing laws for crimes in the physical world are adequate to ad-
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dress crimes conducted in cyberspace. New legislation should always be vet-
ted for circumstances that single out the Internet for discriminatory treat-
ment.

• Practice what you preach. The rules of technology, process and people apply
equally to the public sector. The U.S. government must lead by example in
preventing intrusions into agency websites, databanks and information sys-
tems. Leadership in this area means substantial investments of new money
in information security technology and services. Responding to the issue by
reallocating existing dollars from current programs is robbing Peter to pay
Paul and likely to play out at the expense of the American public and their
confidence in e-government. It also means insisting that government agencies
implement rigorous information security processes and practice them on a
daily basis. Making InfoSec part of the corporate culture will require exten-
sive senior management commitment.

• Reach out to international counterparts for crucial discussion of cyber secu-
rity, and in particular, how to most constructively and effectively enforce
criminal law in the increasingly international law enforcement environment
fostered by the Internet and other information networks. The Council of Eu-
rope draft Convention on Cyber Crime, which, as the first such attempt to
create an international convention in this area, has become a central subject
of debate. It is no secret that the private sector has expressed significant con-
cerns about several aspects of the treaty. When governments engage in the
development of cyber crime legislation or participate in international organi-
zations on this issue, government should ensure that the process is inclusive
of industry, civil society and the appropriate ministries that represent these
constituencies. Governments should also match the private sector’s efforts to
secure their information systems swiftly, robustly, and continuously.

• Bring leadership to bear through existing structures and establish an InfoSec
Czar position similar to the role played by John Koskinen during the Year
2000 date rollover. With minimal staff, but strong backing from the Presi-
dent, Mr. Koskinen was able to have substantial influence on both the gov-
ernmental and private sector efforts in Y2K. ITAA, its members and the IT
industry continue to work hard to develop collegial and constructive relation-
ships with the leadership and staff of the Critical Information Assurance Of-
fice (CIAO), the Commerce Department (DOC), the National Institute of
Standards and Technology (NIST), and the Critical Information Infrastruc-
ture Assurance Program Office (CIIAP) at NTIA, as well as the National Se-
curity Council (NSC), Department of Justice (DOJ), Department of Energy,
the National Information Protection Center (NIPC), and the National Security
Agency (NSA).

• Funding will also help in the areas of workforce development and research.
We have a critical shortage of information technology professionals generally
and information security specialists specifically. In general, we support legis-
lation to increase the number of appropriately skilled workers in this critical
area. We also support additional R&D funding.

CONCLUSION

Society’s reliance on information technology will only increase over time. Ulti-
mately, the level of information security we achieve will go far in defining our level
of economic security. Market forces will push us to this inevitable conclusion. These
forces will include:

• Insurance companies seeking to control and assess the risk of cyber crime re-
lated losses;

• Banks seeking to assure that Internet-dependent businesses have mitigated
InfoSec related risks;

• Shareholders insisting that their equity be protected through executive level
attention to information security;

• Medical establishments that must assure the absolute privacy of individually
identifiable patient records; and

• Critical suppliers needing to assure unimpeded flow of goods and services to
plants and factories.

The challenge is large, so the achievement will be formidable. While cyber crime
may never be eliminated, it can be contained through effective information security
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products, intelligent practices and suitably trained people. Industry and government
have important roles to play in achieving this purpose.

The Information Technology Association of America is proud to do its part.
Thank you and I welcome any questions from the Committee.

Mr. SMITH. Thank you, Mr. Miller.
Mr. Chesnut.

STATEMENT OF ROBERT CHESNUT, VICE PRESIDENT AND
DEPUTY GENERAL COUNSEL, eBAY, INCORPORATED

Mr. CHESNUT. Mr. Chairman, thank you for inviting eBay here
this morning to talk a little bit about what eBay does to fight cyber
crime.

Before I talk about eBay’s efforts, I’d like to put some of our ef-
forts in context with some numbers, because we certainly hear a
lot of numbers about online auction fraud and complaints of dif-
ferent Government agencies, but I think it’s important to keep in
mind the volume of commerce that’s taking place over the Internet
when thinking about these numbers. Let me give you some num-
bers about eBay.

Every single day on eBay there are over 6 million items put up
for—that are on sale by people all over the world. Every day over
1 million items right now are being added for sale on eBay. Over
2 million bids every single day are being placed for items from
users, and we have, according to our last report, over 29 million
users. We have websites in 19 countries, and we have users in vir-
tually every country in the world. For every second, on every sec-
ond on eBay, $251 in business is being transacted. That’s $251 per
second, 24 hours a day, 7 days a week. If you took our numbers
from the first quarter this year, assuming no growth, that’s $8 bil-
lion worth of gross merchandise sales for 2001.

Looking at some of the complaints, Federal Trade Commission in
1999——

Mr. SMITH. Why haven’t you offered members stock options?
[Laughter.]

Mr. CHESNUT. I’m trying to get some myself.
You know, if you look at some of the numbers—because the

growth is really phenomenal. In 1999 we ran 125 million auctions
on our website, and during 1999, that same period, the Federal
Trade Commission received 14,000 complaints about—relating to
online auction fraud, and that’s industry wide. In the year 2000 the
number of listings on eBay more than doubled from 125 million to
260 million. You would expect that the number of complaints to the
Federal Trade Commission would have increased by more than
double as the business grew by more than double. In fact, the num-
bers went down as an absolute number, to 11,000. Why are the
number of auction fraud complaints going down with the FTC? I
think it’s been a combination of a number of things. I think law
enforcement is catching up, the training, their efforts in these
cases. They’re to be commended. I think that the Government has
also done a great job of educating people about how to trade smart
online. I also think that we’ve been able to do some things that
have been successful, and let me just mention a couple.

One, say payments. You know, when we originally came online
most of our users were doing business with money orders, sending
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checks, cashier’s checks to other individuals, and that’s a process,
a payment process that offers no recourse if you send the money
and you don’t get the goods. And what we’ve been able to pioneer
is a payment method where consumers can pay each other through
credit cards, where ordinary consumers, like you and I selling
things to each other out of our garage, can pay each through credit
cards using a third-party bank, a service. eBay, I know is in part-
nership with Wells Fargo Bank and Billpoint through one of those
services. So if there is a problem and if the item doesn’t arrive, or
if the item isn’t as advertised, the consumer’s got full recourse, 100
percent protection through the charge-back protections of their
credit card. And I think that’s the wave of the future really in deal-
ing with online person-to-person trading fraud, as it’s been re-
ported.

On top of that, we also offer third-party escrow, so that if a con-
sumer wants to send the money to a third party and have that
third party hold onto the money until the goods arrive, they’ve got
that available.

On top of that, we have made a business decision that we’re
going to insure transactions on our website, every single one of
them, up to $200. Cost of doing business. People don’t have to pay
for that insurance. It’s automatic. So if a consumer has a bad expe-
rience on eBay, doesn’t get the goods as promised, we’re going to
protect that up to $200 with a $25 deductible.

We’ve also had a lot of success with an education program, we’re
actually working with the Government to teach people about what
they can and can’t do online. The best example is something we’ve
done with the Consumer Product Safety Commission. We’ve given
the Consumer Product Safety Commission free web space on eBay,
as well as a number of other Government agencies like the U.S.
Customs Service, where they can teach consumers on eBay about
their mission, and consumers can actually learn about safe trading
directly from the Government. I know that in the month after we
partnered with the Consumer Product Safety Commission, hits on
their database tripled. They had to go out and buy new servers be-
cause we were able to drive so much traffic to them from con-
sumers who really wanted to learn more about how to trade safely
and make sure they didn’t buy recalled products.

The last thing I’m going to mention is our Fraud Investigation
Team. My wife used to be a special agent with the INS before she
came to eBay. She now manages a full-time force within eBay that
does nothing but work with law enforcement every day, full time.
And we have contacts, literally thousands of contacts in law en-
forcement, not just in the United States, but worldwide, so that if
a consumer has a problem on eBay, they need to get in touch with
law enforcement. My wife’s team works with them, gets cases
promptly to the right person in law enforcement so that we can
prevent further losses and get the cases investigated.

A number of other efforts we have are detailed in my statement,
but I’ll finish here.

[The prepared statement of Mr. Chesnut follows:]

PREPARED STATEMENT OF ROBERT CHESNUT

Mr. Chairman and members of the Subcommittee:

VerDate 11-MAY-2000 11:53 Sep 28, 2001 Jkt 000000 PO 00000 Frm 00105 Fmt 6601 Sfmt 6621 G:\WORK\CRIME\052401\72616.002 HJUD2 PsN: HJUD2



100

My name is Robert Chesnut, Vice President and Deputy General Counsel of eBay,
Inc. (‘‘eBay’’). eBay is the world’s first and largest online trading community. It was
founded in September 1995 and currently has over 29 million registered users. Es-
sentially, eBay’s business is to bring together buyers and sellers from across the
United States, and the world, to facilitate trading of goods and services.

I appreciate the opportunity to testify today about some of the creative steps being
taken by private industry to fight crime online and the cooperative approach that
we at eBay have found with federal and state law enforcement officials. Finally, I
will conclude my testimony with a brief discussion of one problem that eBay believes
needs new federal legislation—a criminal prohibition against email address har-
vesting for the purpose of sending illegal spam. Such a prohibition, will eliminate
another area of cybercrime and make the Internet safer.

EBAY’S EFFORTS TO ELIMINATE ONLINE CRIME

When I first came to eBay two and one-half years ago, I heard many people mar-
vel at what a tough task it must be to fight crime on the Internet, and how the
Internet presented so many challenges to lawful business activity. But what I have
come away with from my work at eBay is that the Internet provides law enforce-
ment and private businesses so many opportunities to fight crime with creative solu-
tions, many of which could exist only because of the Internet. Let me highlight some
of the creative measures we use at eBay that have had a significant impact in com-
bating unlawful activity on our website.

1. Our ‘‘Feedback Forum’’ gives users the opportunity to share their experiences
with other users—every user of our service has a numerical feedback profile
available for all to see so that good sellers and buyers are rewarded for fair
dealing and bad ones are weeded out for failing to do the right thing.

2. Our Verified Rights Owners’ Program (VeRO) protects intellectual property
owners—it is a highly successful joint effort between eBay and private
rightsowners (more than 2,000) as diverse as Adobe, the MPAA, Muhammad
Ali and Bruce Springsteen to identify pirated goods, take them off our site
and report repeat infringers to law enforcement.

3. Our education program teaches users about the law, and explains in plain
English why certain items (like prescription drugs, alcohol and tobacco, items
made from endangered species) cannot be sold on eBay. This is a permanent
part of our site devoted solely to the law, and we have built it by creating
partnerships with state and federal agencies. We provide free web space to
government agencies right on our site to teach users about key laws that
might affect their ability to trade, and many agencies, including the Customs
Service, the Environmental Protection Agency (EPA) and the Food and Drug
Administration (FDA) are using our services.
For example: in early 2000, eBay approached the Consumer Product Safety
Commission (CPSC) and proposed a joint project to prevent users from trad-
ing recalled goods on the Internet. Within weeks, the CPSC had a free web
page within the eBay site that linked to the CPSC records on recalled prod-
ucts, and users in key categories like baby items, power tools and sporting
goods were encouraged to check out their items on the CPSC website before
buying or listing them for sale on eBay.
The result? Amazing—In the first month, queries to the CPSC recall database
tripled, requiring the agency to add new servers to handle the loadYand many
consumers were educated about recalled products, a positive outcome for the
agency and eBay users.

4. We have made large strides in improving methods of safe payment for goods
and services traded on our site. We encourage and support third-party es-
crow services that allow buyers to send money to the service receive the
goods from the seller and then release the funds to the seller. Escrow pro-
tects both parties to the transaction. We have partnered with Wells Fargo
Bank in a service known as Billpoint. Billpoint allows users to pay for items
with a credit card, even when the are buying items from ordinary people who
are not merchants and that could otherwise not accept credit card payments.
This brings the protection of credit cards into person-to-person trading on the
Internet. Consumers who pay with a credit card have nearly complete protec-
tion against fraud through charge back rights provided by credit card
issuers. Billpoint has already paid significant dividends in the fight to pro-
tect consumers on the Internet.
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5. And when things do go wrong (and unfortunately they will go wrong when-
ever ordinary people do business directly with each other from remote points
around the globe), we have devised additional new strategies to assist them.
One important element is online mediation. eBay played a key role in the
formation of the online mediation industry and its leader Square Trade.
Square Trade helps consumers resolve disputes with each other (even in dif-
ferent language from all over the world) with the help of professional medi-
ators online. This program is subsidized by eBay so that users never have
to pay more than $15 to have a case mediated online. The response has been
overwhelmingly positive. It is cost efficient even for small disputes between
users anywhere, the legal system is not clogged with these small matters,
and users love an independent voice of reason that is often crucial to resolv-
ing online disputes. Square Trade handled over 60,000 disputes in 2000 and
nearly 90% were concluded with positive results for both parties.

6. Similar to the offline world, we have witnessed larger fraud cases involving
a number of victims. eBay has attacked the problem with the creation of our
Fraud Assistance Team. The Team devotes themselves full-time to putting
victims in touch with the right law enforcement agency who can help them,
from Hong Kong to London to New York and California. We work with law
enforcement to get them key records in a matter of hours, not days. We have
created electronic victim’s complaint forms that can be filled out online and
emailed directly to an investigative agent in a matter of hours. This is cru-
cial to gathering evidence from many victims around the globe. Law enforce-
ment is so impressed with the tools we place at their disposal that in the
last month, one federal prosecutor in Illinois stated that eBay’s cooperation
was Aphenomenal.@ The best he had ever seen from a private company. An-
other federal prosecutor in Alabama told us last week that without our work
in putting a case together, the case would have never been prosecuted. Most
importantly, cases are getting prosecutedYdozens of Internet criminals are
going to jail, paying fines and returning money to victims in state and fed-
eral cases across the country and around the world. Each successful prosecu-
tion sends an important message that the law does apply on the Internet and
particularly on eBay.

7. And when all else fails, eBay provides a free insurance to all its users
through Lloyd’s of London—if a transaction goes bad, eBay makes good on
it, up to $200. It is automatic—no premiums or pre-registration. For eBay,
it is a cost of doing business and takes a lot of the sting out of bad experi-
ences. How many bad experiences occur on eBay? Less than 1/100th of 1 per-
cent of all listings on eBay result in an insurance claim payment,. a record
we would match with any other retailer anywhere in the world any day of
the week.

THE RESULTS

Are these creative strategies working? The latest statistics suggest that these
strategies are making a significant difference. In 1999, the FTC received 13,091
complaints about online auction fraud. Remember that not all of these complaints
are actual fraud . . . many of these complaints were resolved by the users after the
complaint was filed, or were never fraud in the first place . . . and not all involved
eBay. During 1999, eBay alone hosted 125 million listings of goods and services.

In 2000, eBay grew at a dramatic pace, hosting more than twice as many list-
ings—approximately 265 million. But the number of FTC fraud complaints? They
went down, to 10,872 . . . a remarkable drop, almost 20%, particularly when com-
pared with the growth of the industry. We are proud of these numbers, and we are
committed to introducing new measures to continue these positive trends in 2001
and beyond.

THE NEED FOR ANTI-HARVESTING LEGISLATION

It is worth noting that some forms of cybercrime could be reduced if Congress
were to adopt a criminal prohibition against the automate harvesting of email ad-
dress for the purpose of sending illegal Spam. eBay users are increasingly receiving
illegal Spam, from people who obtained their email addresses illegitimately from the
eBay web site. These harvesters are building a growing and lucrative business by
attacking popular websites with automated tools that suck in millions of e-mail ad-
dresses and spew them out again for use by Spammers. This parasitic process un-
dermines public confidence in e-commerce, feeds public fears about threats to pri-
vacy on the Internet and becomes a breeding ground for fraudulent conduct.
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All of eBay’s anti-fraud activities, outlined above, are undermined when Spam-
mers convince eBay users to engage in transactions off the eBay site. We believe
that a cybercrime bill should include a provision, amending the Computer Fraud
and Abuse Act, 18 U.S.C. Section 1030, to outlaw the automated bulk harvesting
of e-mail addresses for the purpose of sending illegal spam. Such a provision will
guarantee additional protection to America’s online consumers.

Thank you. I am available to answer any questions you may have.

Mr. SMITH. Thank you, Mr. Chesnut.
And that’s the second reference, Mr. Harris, to immigration so

far. I might say that I know a number of other people, and that
includes myself, are relieved that I was able to become Chairman
of the Crime Subcommittee, but I appreciate what your wife is
doing for the INS.

Mr. Kruger.

STATEMENT OF ROBERT KRUGER, VICE PRESIDENT FOR
ENFORCEMENT, BUSINESS SOFTWARE ALLIANCE

Mr. KRUGER. Mr. Chairman, no references to immigration in my
testimony.

Good morning. My name is Bob Kruger. For the past 8 years I
have been Vice President of Enforcement at the Business Software
Alliance, an association of leading software and e-commerce devel-
opers. Prior to that I was a Federal prosecutor.

While we sit here this morning, perfect copies of software pro-
grams that cost American businesses hundreds of millions of dol-
lars to develop, are being unlawfully copied, counterfeited, sold and
downloaded from the Internet. Those acts are costing the economy
billions of dollars in lost sales and millions of lost jobs every year.

Digital piracy is not a new phenomenon for software publishers.
It has always been possible to make perfect copies of software pro-
grams, but it is a problem that is now worsening. The card table
pirate, who used to sell to dozens of customers at flea markets, now
reaches millions through Internet auction sites and e-mail spams.
Counterfeiters, including organized criminal groups, have discov-
ered that if you don’t have to pay anyone for the research and de-
velopment of those programs, selling them is a high-margin and
low-risk proposition.

And a new species of pirate has emerged, one who sets up sites
on the Internet where software can be freely downloaded, inviting
the world to loot some of the crown jewels of the American econ-
omy. Software developers also face a problem on the demand side
as new generations of computer users come to believe that because
piracy is so rampant it can’t be so bad. If it was, they reason, some-
one would do something about it.

For its part, the industry is working very hard to combat piracy.
BSA’s members are pouring resources into this effort, diverting
money and manpower that would otherwise be used to develop new
products. We are pursuing education and awareness campaigns.
For example, BSA recently obtained a DOJ grant to develop edu-
cational programs to prevent intellectual property theft and cyber
crime. This effort will include creating public service announce-
ments that reach out to American youth with the message that pi-
racy is wrong. We are seeking to forge partnerships with and enlist
the cooperation of Internet businesses. BSA has, for example,
issued a set of model business practices for Internet auction sites,
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designed to reduce the incidence of piracy. We are making ample
use of the notice and takedown procedures set out in the Digital
Millennium Copyright Act, and we are aggressively pursuing civil
litigation against auction vendors and other types of Internet pi-
rates.

But in addition to these industry efforts, there is a critical need
for Federal law enforcement attention to this problem. Thanks to
congressional action, tools needed for effective prosecution already
exist. I commend Members of this Committee for passage of the No
Electronic Theft Act, and for your leadership in securing enhance-
ments to the Federal Sentencing Guidelines for intellectual prop-
erty crime.

There are several reasons why Federal prosecutions are an im-
portant part of the solution to this problem. First, we are in a pe-
riod of tremendous opportunity. Attitudes and behaviors are still
forming over the issue of respect for intellectual property online.
Effective action to close the barn door now will have greater impact
than years of chasing the horse later one. Second, criminal prosecu-
tion and penalties provide deterrence in a way that civil judgments
cannot. Pirates need to know that they stand to lose not just
money, but also their liberty. Third, law enforcement has investiga-
tive capabilities unavailable to private industry, such as subpoena
and search warrant authority, and the ability to enlist the assist-
ance of law enforcement agencies overseas. And finally, because of
the preemptive effect of Federal copyright law, State and local en-
forcement agencies are limited in what they can do. In effect, Fed-
eral prosecutions are the only game in town.

Now, we have seen some signs of progress. There have been an
increase in the number of software piracy prosecutions announced
by the Justice Department this year. Last month a Federal jury in
Chicago returned a guilty verdict against a member of the Pirates
with Attitude software ring, after the first trial under the NET Act.
The jury’s verdict, reached in a mere 30 minutes, is a statement
that the public, like Congress, condemns software piracy. We also
applaud recent efforts by the Customs Service to fight counter-
feiting, particularly by international organized rings, and we wel-
come the Attorney General’s statement before the full Judiciary
Committee that fighting piracy will be a priority within his depart-
ment.

But to be effective, the law enforcement effort requires sustained
activity. Resources must be adequate. Agents and prosecutors must
be well trained. Cases must be aggressively pursued, and attention
must be paid to communicating the deterrence message as broadly
as possible.

Mr. Chairman, we look to this Committee to ensure that law en-
forcement remains a integral part of the solution to this problem.
We ask that you continue your oversight to preserve the positive
momentum that has been building. BSA stands ready to assist you
in any way to address these important issues.

[The prepared statement of Mr. Kruger follows:]

PREPARED STATEMENT OF ROBERT KRUGER

Good morning, my name is Bob Kruger. I am Vice-President for Enforcement for
the Business Software Alliance, an association of leading software and e-commerce
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1 Since 1988, the Business Software Alliance has been the voice of the world’s leading software
developers before governments and with consumers in the international marketplace. Its mem-
bers represent the fastest growing industry in the world. BSA educates computer users on soft-
ware copyrights; advocates public policy that fosters innovation and expands trade opportuni-
ties; and fights software piracy. BSA members include Adobe, Apple Computer, Autodesk, Bent-
ley Systems, CNC Software/Mastercam, Compaq, Dell, Entrust, IBM, Intel, Intuit, Macromedia,
Microsoft, Network Associates, Novell, Sybase, and Symantec. BSA websibes: www.bsa.org;
www.nopiracy.com.

companies.1 I thank the Committee for the opportunity to testify about a matter of
great concern to the software industry. BSA’s members create approximately 90%
of the office productivity software in use in the U.S. and around the world. I would
like to give the Subcommittee some background on the state of software piracy
today, what the industry is doing to protect itself and the critical role that law en-
forcement must play. Congressional attention to the piracy problem has been in-
valuable in meeting the serious challenges faced by copyright owners in the past
and will be needed to ensure that creators of IP can continue to make important
contributions to the economy in the future.

MY BACKGROUND

I have been BSA’s Vice-President for Enforcement for eight years. Prior to my
joining the Business Software Alliance, I served as a federal prosecutor in the U.S.
Attorney’s Office in the District of Columbia and before that as Associate Counsel
to President Reagan. During my tenure at the Business Software Alliance, I have
learned firsthand how pervasive, multi-faceted, and resistant the software piracy
problem is and what a devastating impact it has on software developers.

THE PROBLEM

BSA was formed by leading software companies to combat a major threat to their
markets, domestic and overseas, and to their ability to continue to create new pro-
grams. That threat is piracy. Software publishers occupy something of unique posi-
tion when it comes to digital piracy. It has always been possible to reproduce and
distribute perfect copies of software programs because from its creation software is
available only in digital form.

A look at software piracy statistics provides insight into the scope and severity
of the problem. Every year the International Planning and Research Corporation
undertakes an international survey of the level of software piracy on a country-by-
country basis along with its economic impact. Last month, BSA released the survey
for the year 2000. On a worldwide basis, the survey found that the piracy rate aver-
aged 37% resulting in revenue losses of $11.75 billion dollars. In a few countries,
the piracy rate exceeded 90%. In the US, the piracy rate for 2000 was 24% with
a revenue loss of $2.6 billion. These numbers are very high, but they actually rep-
resent an improvement from the 1994 statistics when the international piracy rate
was 49%—meaning that half of the world’s software was pirated. Unfortunately,
after several years of decreasing software piracy rates worldwide since 1994, we’ve
witnessed a slight increase from 1999 to 2000. Several factors were responsible for
this increase, notably the growth in the total software market in developing nations
where the software piracy rate far exceeds the world average. The market growth
in these nations was not offset enough by market growth in more established na-
tions with lower piracy rates.

The statistics collected in this study reflect the real financial harm piracy inflicts
on American software companies. Publishers invest hundreds of millions of dollars
every year and immeasurable amounts of creativity in designing, encoding and
bringing new products to market. They depend upon the revenue they receive from
those products to obtain a return on their investment and to fund the development
of new products. The impact of software piracy extends beyond the lost sales. Piracy
results in thousands of lost jobs and millions of dollars in lost wages and tax rev-
enue.

For years, software piracy has generally been practiced on a limited, if not small,
scale. Its scope and its reach were constrained by such factors as time, physical
space, geography and production and distribution costs. It is now possible to see
that period in time as ‘‘the good old days.’’ Four trends explain this change:

• The online market is exponentially larger than traditional retail markets for
pirated products.

• Technology can result in the creation of better software tool for consumers;
misuse of that technology also makes the theft of intellectual property much
easier and faster to accomplish
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• It’s harder to catch and take action against perpetrators who operate on the
Internet

• Software theft has become an attractive enterprise for organized crime

First, the Internet has exponentially expanded the market for pirated software.
Contrast, the number of people who can crowd around a card table at a flea market
with the number that can simultaneously access and download software from a pi-
rate website. Instead of pirated copies being sold one at a time, millions of pirated
copies can be downloaded every day. Geography no longer matters. A pirate can sell
and transfer stolen intellectual property to someone located here in Washington,
DC, just as easily as he or she can sell and transfer it to someone in Australia.

Second, the Internet has also made locating and obtaining pirated software much
easier. Consumers in every city can use the phone book to find legitimate software
vendors who have a real, physical location. There is, however, no phone book or
other tool to locate software pirates who operate from real, physical locations. But
computer users can easily employ an Internet search engine to find both legitimate
and illegitimate sellers of software. Or consumers can visit popular auction sites and
what appear to be legitimate websites to find pirated or counterfeit products that
often purport to be genuine. From the buyer’s perspective, the Internet also signifi-
cantly lowers the stigma of knowingly purchasing stolen goods by allowing the
transaction to occur in the comfort of one’s house or workplace. Advances in band-
width and compression technology enable downloading to occur in a fraction of the
time previously required.

Third, the ability of Internet pirates to hide their identities on the Internet or op-
erate from remote jurisdictions makes it that much more difficult for rights holders
to take responsive action or hold them accountable. Once BSA’s investigators iden-
tify where pirated software being distributed online, they can have a much harder
time finding the responsible party than in the offline world. We do not have, nor
would we want, surveillance capability and our ability to establish the true identity
of website owners, spammers, vendors can be limited by their efforts to avoid detec-
tion and legitimate privacy concerns. Intellectual property owners can and do use
online tools. For example, the Whois database lists the registered owner of a
website, although the information is sometimes false or out of date. False Whois
contact information may be an issue that this Committee wishes to look into fur-
ther.

Let me give you an example of how complicated an Internet investigation can be—
a software pirate who lives in Canada can advertise his stolen products on a website
hosted by a Chilean Internet Service Provider that lists an email address in India
as the point of contact. After an email from the seller directing the purchaser to
wire money to a bank account in Japan, the pirate then tells the purchaser via an
anonymous email account to go to a website in Mexico to download the software.
In order to build a successful case, BSA must work with authorities in each of the
countries even though none of the illegal activity occurred in the pirates’s home
country of Canada. Obviously, this complicated scenario is fortunately uncommon,
but it does show the complexity of what we can and do face on a daily basis.

Finally, the presence of very large amounts of high quality counterfeit software
in the market continues to pose a serious problem for BSA’s members. During the
past 12–18 months, we have seen a dramatic increase in the amount of high quality
counterfeit software imported into the U.S. from overseas, especially from Asia.
Moreover, international counterfeiting rings have become even more sophisticated in
their methods of producing ‘‘look alike’’ software and components. For example, re-
cent raids in Hong Kong uncovered evidence of sophisticated research and develop-
ment laboratories where counterfeiters reverse-engineered the security features of
at least one member company’s software media. Not surprisingly, investigations in
Asia, Europe, and Latin America have revealed the involvement of serious criminal
organizations in the manufacture and distribution of high quality counterfeit soft-
ware. Compared to loan sharking, bank robbery, and protection rackets, software pi-
racy is an easy, rarely prosecuted crime. Finally, the Internet has transformed the
business of distributing counterfeit software, making possible for major exporters in
Asia and elsewhere to sell directly to corrupt resellers anywhere in the world. One
recent example demonstrates the potential of this distribution method to cause seri-
ous harm to U.S. software publishers: during a period of only three months, a small
reseller operating out of trailer in Flugerville, Texas, imported over 47,000 counter-
feit copies of Microsoft Office and Windows programs, with an estimated value
of $13 million.
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HOW DOES SOFTWARE THEFT OCCUR ON THE INTERNET?

There are two primary means of software theft that occurs on the Internet: retail
piracy and downloading. Retail piracy includes of auction and mail order websites
along with email spam advertising pirated programs. Basically, the card table ven-
dors have migrated online. As I noted earlier in my testimony, they can reach an
international marketplace 24x7. By making their wares available on legitimate com-
mercial sites such as auction sites, pirates acquire a patina of legitimacy.

Downloading theft occurs on a wide range of sites and locations where users can
download unauthorized copies of copyrighted software programs, e.g, web sites, IRC
channels, newsgroups, and peer-to-peer systems like Gnutella. The persons who are
making these programs available are essentially throwing a brick through the store-
front window and inviting others around the world to loot at their leisure. Clearly,
this conduct is not tolerated in the bricks and mortar world and it should not be
tolerated online.

WHAT THE INDUSTRY IS DOING TO PROTECT ITSELF

The members of the Business Software Alliance are in the business of developing
popular software programs, not enforcing their intellectual property rights. I know
for a fact that they would rather spend the money they pay me to hire another pro-
grammer. It is, therefore, a testament to the impact piracy is having on their busi-
nesses that they devote considerable financial and human resources to copyright
education and awareness campaigns, policy initiatives, and enforcement actions.

The Business Software Alliance does not solely take a reactive response to soft-
ware piracy. Indeed, BSA’s worldwide piracy campaigns emphasize education,
awareness and compliance over enforcement. Our website offers tools for end-users
to determine if their installed software base contains an appropriate number of li-
censes. Other public awareness projects are also listed on our website. Even our en-
forcement efforts are undertaken with an eye towards sending the message as wide-
ly as possible that it is more expensive to violate copyright laws than to comply with
them in the first place.

As an example, let me describe just some of what BSA and its members are doing
to protect themselves against piracy in its modern form:

• Notice and takedown programs: BSA maintains a team of investigators in the
U.S. and in Europe with additional coverage in Latin America and Asia. We
constantly receive referrals from our members, complaints from consumers,
and identify infringing activity through proactive investigation. Thousands of
notices to ISPs, auction sites, redirect services and others have been sent this
year alone. In the United States BSA and other intellectual property owners
use the Digital Millennium Copyright Act (DMCA) passed in 1998 to shut
down US based websites that contain stolen software.

• Civil litigation: BSA’s members have filed suit against dozens of individuals
offering pirated software for free download on an Internet relay chat channel
that caters to cable-modem users. In November, BSA filed suit against thir-
teen vendors who offered pirated software for sale on popular Internet auction
sites. To give you some idea of how brazen some of these software pirates can
be, at least four of those thirteen vendors continue to sell pirated software
even after being sued.

• Model business practices for auction sites and ISPs: Software publishers seek
the cooperation and engagement of other Internet entities in protecting intel-
lectual property and reducing the incidence of piracy. BSA has, for example,
developed model business practices for Internet service providers and for auc-
tion sites. We have already received the public support of Amazon.com for the
auction site practices and are working with other sites to gain their support.

• Companies are exploring technological solutions that balance interest in intel-
lectual property protection and legitimate needs of users. Experience indi-
cates, however, that there is no silver bullet technological solution to what is,
at bottom, an ethical problem.

THE NEED FOR FEDERAL LAW ENFORCEMENT OF U.S. COPYRIGHT LAW

Notwithstanding all of BSA efforts in this area, there is a critical need for engage-
ment by federal law enforcement authorities in combating this problem. And thanks
to Congressional attention, the tools needed for effective investigation and prosecu-
tions already exist. I commend the members of this Committee for passage of the
No Electronic Theft (NET) Act in 1998 and for its leadership in securing enhance-
ments to the federal sentencing guidelines for intellectual property crime.
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There are several reasons why federal law enforcement is a critical component of
an effective approach to combating piracy:

• We are now in a period of tremendous opportunity. Attitudes and behaviors
are still forming over respect for intellectual property online. Congress has
spoken in the form of strong laws against piracy, but Congress’ voice can only
be heard if law enforcement plays its role and prosecutes those laws.

• Only criminal prosecution and penalties can provide effective deterrence. The
threat of a civil judgment is insufficient to deter pirates, many of whom al-
ready operate on the margins of society. Pirates need to understand that
breaking the law could force them to surrender something more precious-their
liberty.

• Law enforcement brings superior investigative capabilities that private indus-
try does not have access to such as search warrants.

Software publishers are used to operating in Internet time in which taking years
to ramp up or respond can be fatal to a company’s bottom line. That is why we have
been frustrated in the past by the length of time it has taken to see some meaning-
ful progress in the number of intellectual property cases prosecuted. We are encour-
aged though by recent indications that intellectual property cases are receiving a
higher priority. Ten software piracy cases have been reported on the Department
of Justice Computer Crimes and Intellectual Property Section’s website this year.
While hardly a torrent of activity, that number compares quite favorably to the two
such cases announced last year and the one in 1999.

Prosecutions under the NET Act are one indicator of DOJ’s willingness to combat
Internet piracy. We are encouraged, therefore, by the fact that just last month, the
U.S. Attorney’s Office in Chicago secured a the first conviction by jury trial of a de-
fendant prosecuted under the NET Act. The defendant was a member of the noto-
rious ‘‘Pirates With Attitude’’ software ring. Although there had been previous pleas
under the NET Act, a conviction after trial is the truest validation of whether a new
criminal statute operates as intended and can serve as an effective prohibition and
deterrent. And while there have been other prosecutions of Internet piracy, nothing
demonstrates law enforcement’s commitment better than taking a case through
trial. Finally, a guilty verdict embodies more than legislative or prosecutorial con-
demnation of particular conduct—it reflects, in the purest sense, a popular judgment
that Internet piracy is and should be a criminal offense. In short, the people have
now spoken. For pirates out there who were hoping that they would be let off the
hook by a jury of their peers, this has to be a major disappointment. To underscore
the jury’s feelings of the strong case against the defendant, I would point out that
the jury deliberated for only 30 minutes before rendering their guilty verdict.

BSA also applauds the recent efforts by federal law enforcement agencies, particu-
larly the U.S. Customs Service, to devote more resources to fighting counterfeiting.
We are aware of international investigations currently being pursued by Customs
and several U.S. Attorneys involving the importation of hundreds of thousands of
counterfeit CDs. The aggressive pursuit of the organized criminal rings involved in
these cases stands out, and is extremely important to our members. At the same
time, however, the overall federal law enforcement resources devoted to anti-coun-
terfeiting efforts is still quite inadequate. We are aware of more than a few cases
where raids have been delayed or not pursued at all because of the lack of prosecu-
torial or agent resources. In addition, lack of prosecutorial interest in pursuing these
cases continues to pose a serious obstacle to effective enforcement in some jurisdic-
tions.

There is still work to be done in new areas of software theft. Coordinated action
against mail order piracy is necessary to end the consumer fraud and the crime
against the rights holder that occurs when an auction site is used to sell pirated
or counterfeit software to sometimes unsuspecting buyers. We also need assistance
in engaging law enforcement overseas.

OTHER ACTIONS THE FEDERAL GOVERNMENT CAN TAKE TO FIGHT SOFTWARE PIRACY

The message also needs to be sent to our nation’s youth that stealing something
on the Internet is no different than walking into a department store and stealing
a sweater or videocassette. To that end, the Hamilton Fish Institute on School and
Community Violence at George Washington University and BSA recently obtained
a grant from the Department of Justice for the ‘‘Crime Prevention and Educational
Programs for Intellectual Property Theft and Cyber Crime’’ project. This project will
better define the scope and nature of electronic crime and will identify effective edu-
cation strategies to raise public awareness about cyber crime. Part of this effort will
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be to create public service announcements that reach out to American youth with
the message that piracy is wrong.

THE ROLE OF CONGRESS

Your continued oversight of DOJ is necessary to ensure that software piracy pros-
ecutions are a serious threat and therefore deterrent to those who would plunder
the results of someone else’s hardwork, investment and creativity. Last week, Attor-
ney General Ashcroft testified before the full Judiciary Committee that

‘‘I can say to you that we take very seriously piracy and theft and the invasion
of privacy and a whole variety of issues that are related to the advent of the
capacity of individuals to utilize the computer both in the industry and person-
ally. And given the fact that much of America’s strength and the world economy
is a result of our being the developer and promoter of most of the valuable soft-
ware, we cannot allow the assets that are held electronically to be pirated or
infringed, and so we will make cyber crime issues a priority and additional re-
sources have been requested in next year’s budget for that and that’s not just
in this Administration’s submission regards to the FBI budget’’

Actions that back up statements like this are the only way that software pirates
can be stopped either directly by cases brought against them or by receiving the
message that software theft is not an easy crime. In FY2000 Congress approved
dedicated appropriations for fighting cybercrime. Continued efforts such as this will
ensure that DOJ investigators and prosecutors will have the necessary resources to
bring these cases.

CONCLUSION

I would like to thank the Subcommittee again for the opportunity to testify today.
Only through a combined effort of by intellectual property owners, educators, policy-
makers and the law enforcement community will the scourge of software piracy be
reduced. I would be happy to answer any questions this Committee may have.

Mr. SMITH. Thank you, Mr. Kruger.
Mr. McCurdy.

STATEMENT OF DAVE McCURDY, PRESIDENT, ELECTRONIC
INDUSTRIES ALLIANCE

Mr. MCCURDY. Thank you, Mr. Chairman, and thank you for the
opportunity to testify today. I appreciate the invitation, as well as
Mr. Scott.

Mr. Chairman, I ask that my testimony be submitted in the
record full, because I want to summarize, and I’ll leave it to you
all to read the testimony, but there are a couple points that I’d like
to summarize.

Mr. SMITH. All right. Without objection, the complete testimony
of all witnesses will be included in the record.

Mr. MCCURDY. Mr. Chairman, I want to commend my colleagues
on the panel today because I think they’ve stated very clearly the
nature of the problem and the significance of it. And I think we’re
preaching to the choir in the recognition of the problem. This is not
a question of ‘‘if’’, it’s a question of ‘‘when’’ and ‘‘how much.’’

If I can, refer just to a quick chart. This is a chart, and it’s actu-
ally, I think, attached, included in the statements for the panel
members or for the Committee. These are the number of incidents
reported to the CERT Center at Carnegie Mellon. You can see just
the pure graphics, that up until 1999, there were less than 5,000
incidents reported. Each incident is a different kind of attack,
whether it’s a virus—the ‘‘I love you’’ counts as one on this chart.
But from 2000, 2001, it jumped over 22,000 reported incidents. So
you can see the trend line is very significant. The types of attacks
are increasing.
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The important thing that goes with that, Mr. Chairman, is as on
one hand, the tools that are available today to perpetrate these at-
tacks have increased. We’re no longer in the password guessing
game. We’re using sniffers and scanning techniques. We have
sweepers that live on the Net. You now can go into—and I’ll give
you some examples of these—tremendously collaborative tools that
are available to relatively unsophisticated users and attackers, so
you no longer have to be a software genius to be able to perpetrate
the attacks. So this is a dangerous trend line that is reported here.

There was a recent report, Mr. Chair—and actually, if I could,
at some point we’ll get this site for you, but this is a marvelous fo-
rensic analysis by a person, Steve Gibson, at the Gibson Research
Corporation, after they were subjected to a denial-of-service attack.
And they had two T-1 lines, a lot of gigabit capability. They were
completely shut down. He went to the FBI. Didn’t get any help; he
didn’t meet the threshold. And he went to the ISP, didn’t get any
help. So he went and worked his own way to try to find an answer,
and tracked it down. Come to find out it was a 13-year-old person
that was collaborative working with others, using 455 Zombie com-
puters, that you and I may have if we’re online all the time. Our
computer can be taken over with software, and then used to ini-
tiate attacks against third parties. It’s a marvelous story. It’s long,
but it’s worth reading.

But when you read that story, you also find that the different
types of attacks have changed. From January to June of this year
there were new vulnerabilities in software products that were re-
ported from at least 39 different countries. While more traditional
models of security often focus on the perimeter defenses, securing
your own network from unauthorized access, this model is insuffi-
cient for today’s networks for a variety of reasons, including the
level of technical sophistication and the tools that are now being
used.

Some of the attacks that were shown and some of the tools were
virus, denial-of-service, reconnaissance, misuse of resources, decep-
tion, false alarm, hoaxes. But we now see that 54 percent couldn’t
identify the real source. And I don’t know, I’ll leave it to you, much
smarter than I, but I think it was Socrates said that the real
knowledge is knowing that we don’t know, and so I think there’s
a lot of this that still needs to be investigated and followed
through.

And there is no magic bullet, silver bullet to solve this. So it
takes more—and this is where Mr. Miller and I agree—this is no
longer just an issue of cyber crime or national security, this is an
economic security issue that needs to be addressed at the board
level and CEO level of corporations working cooperatively to de-
velop policies, best practices, tools, share the information, and
working with Government to, when appropriate, to try to address
this.

There are a number of policy recommendations. I submit those
to the Committee within the written statement, and would be glad
to answer any questions with regard to those specifics.

[The prepared statement of Mr. McCurdy follows:]
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PREPARED STATEMENT OF DAVE MCCURDY

Chairman Smith, Ranking Member Scott, and members of the Judiciary Sub-
committee on Crime: I appreciate the opportunity to testify today on behalf of the
Electronic Industries Alliance. I am deeply thankful to the Chairman for holding
this series of timely and informative hearings on cybercrime. There are few issues
that are of more importance to the 2,300 member companies of EIA than cybercrime
and a secure Internet.

This is not news, but it still amazes me how quickly the Internet became such
an important part of our lives—both personally and professionally. From the sim-
plest personal task like checking your bank account to the most complicated busi-
ness transaction, the Internet and information technologies have changed the way
we live.

Unfortunately, the Internet was not designed with security, privacy or civil lib-
erties in mind. It was designed to be an open platform for communication, with dis-
tributed control and mutual trust among users. I’m sure the architects of the Inter-
net had no concept of what it would become, just as we have no concept of what
it will become twenty years from now.

Our dependence on this new technology in all areas of our lives has created a true
challenge for policymakers: how to protect users of the Internet from the abusers.

As policymakers contemplate how to best protect the Internet from cybercriminals
and try to ascertain the proper role of government on the Internet, the reality re-
mains: as a rule, technology has exponentially outpaced the establishment of sound
policy.

Dependence on information technologies has opened the door to a host of
vulnerabilities. Cybercriminals take advantage of these vulnerabilities every day, in-
cluding threats to staff, physical assets, networks, transmission and stored data.
Any of these critical parts of our information infrastructure are susceptible to so-
phisticated attacks from anonymous cyber-operators such as ‘‘benevolent hackers’’,
delinquents, industrial competitors, organized crime, foreign adversaries and terror-
ists.

The question is not whether or not an attack will come—because it will come. The
question is what will government and business do to prepare for the next imminent
attack and preserve critical systems and assets to maintain operability in the infor-
mation world.

SOPHISTICATION OF CYBERATTACKS

‘‘Nothing more than a whim of a 13-year old hacker is required to knock any user,
site or server right off the internet’’—Steve Gibson, Gibson Research Corporation,
June 2, 2001

Between January 1, 2001, and June 12, 2001 new vulnerabilities in software prod-
ucts were reported from at least 39 different countries. Furthermore, traditional
models of security often focus on perimeter defenses—securing your own network
from unauthorized access. This model is insufficient for today’s networks for a vari-
ety of reasons including the level of technical of sophistication and the tools crimi-
nals use to launch attacks has evolved very rapidly. This is further complicated by
the ability of intruders to evade law enforcement by launching their attacks from
intermediate machines they have previously compromised. Here are some examples
of some of the common tools associated with cybercrime activities:

• Automated scanners—programs that scan a range of Internet addresses look-
ing for computers of a particular type.

• Probes—programs that examine a computer, once it is located, searching for
one or more vulnerabilities. These vulnerabilities are often present in oper-
ating system, network, or applications software. They are problems because
even when corrected by vendors, system owners often do not upgrade their
software with those corrections.

• Root kit—a program that takes control of a penetrated computer and dis-
guises its presence so the legitimate system owners don’t know that the sys-
tem has been compromised. Once a computer is compromised in this way, the
attackers have full access to all data on that computer and often to all data
on the local network the computer is connected to.

• Sniffers—programs that are installed on compromised machines to scan net-
work traffic as it passes by and look for data the attackers can use to their
advantage (computer account names and passwords, credit card numbers, and
other unencrypted sensitive data).
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• Attack networks—compromised computers that attackers aggregate into net-
works controlled by one or more master computers. These networks can be
programmed to attack other machines on the Internet, often with crippling
denial-of-service attacks.

• IP spoofing—a technique attackers use to hide the identity of their attack
computers and fool (spoof) the attacked machine into believing the attacks
have come from a different source.

As the Internet grows,, so does the risk. For the first time, intruders are devel-
oping techniques to harness the power of hundreds of thousands of vulnerable sys-
tems on the Internet. Using what are called distributed-system attack tools, intrud-
ers can involve a large number of sites simultaneously, focusing all of them to at-
tack one or more victim hosts or networks. The sophisticated developers of intruder
programs package their tools into user-friendly forms and make them widely avail-
able. As a result, even unsophisticated users can use them. Subsequently, serious
attackers have a pool of technology they can use and mature to launch damaging
attacks and to effectively disguise the source of their activities (See attachments).

Attack technology is developing in an open source environment and is evolving
rapidly. Technology experts and users are improving their ability to react to emerg-
ing problems, but we are behind. Significant damage to our systems and infrastruc-
ture can occur before effective defenses can be implemented. As long as our strate-
gies are reactionary, this trend will worsen.
Current Cybercrime Policy

The control of U.S. cybercrime policy has traditionally been viewed as an issue
for the law enforcement and national defense communities—not an economic policy
issue. Solutions for cybercrime have been expressed in terms of criminal sanctions,
counter-terrorism efforts and law enforcement training rather than the prevention
managed by the users of the information assets, like businesses and individuals.

However, law enforcement and national security communities do not have all the
answers. In addition to leadership from private industry, the following goals need
to be met in any national policy on cybercrime:

• A National strategy from the President after consultation with leadership of
constituencies for coordinated responses to threats and attacks, such as was
developed for Y2K including:

Establishment of empowered organizations for sharing information about
cyber-threats, attacks and remedies such as the Internet Security Alliance,
the sectoral ISACs, and similar government and international groups

• Incentives for industrial and government institutions to adopt top-down poli-
cies of institutional security—including information technology/network secu-
rity—that include:

Clear designation of responsibility/delegation from CEO
Creation of risk management plan
Investments in employee enculturation and user education
Establishment of best practices regarding high value/high risk environ-
ments in information technology, for example:

Establishment of organizational CIO
Employee education on IT security practices
Deployment of best practices technologies

Firewalls
Antiviral software
PKI authentication/encryption for e-mail/Internet

In government, necessary training and funding for these types of pro-
grams.

What we need to avoid in establishing a national policy:
New technology-specific criminal statutes that will result in the hobbling of ven-
dor industries and slowing of deployment of leading edge technologies to the
mass of internet users.

Where can the private sector help?
In order to protect all Internet consumers, organizations must search for an in-

dustry-led, global, cross-sector network focused on providing solutions to the chal-
lenges of the Internet Economy. We are at risk, and the business community must
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make it a leadership priority. The following are examples of what the private sector
should be doing:

Information Sharing
Maintaining an adequate level of security in this dynamic environment is a
challenge, especially with new vulnerabilities being discovered daily and attack
technology evolving rapidly in an open-source environment. To help organiza-
tions stay current with vulnerabilities and emerging threats the private sector
must concentrate on providing the following:

• Vulnerability catalog: a complete record of past vulnerability reports.
New entries would be added to the catalog as they were reported.

• Technical threat alerts: in the form of ‘‘special communications’’ provide
early warning of newly discovered security threats and are updated as
analysis activities uncover additional information. Ranging from alerts on
newly discovered packages of malicious code, such as viruses and trojan
horses, to in-depth analysis reports of attack methods and tools, these re-
ports would help organizations defend against new threats and associated
attack technology.

• Member information exchange: augmenting the basic services listed
above, an organization would have to develop an automated information
sharing mechanism that allows business and individuals to anonymously
report vulnerability, threat, and other security information that they are
willing to share with other secure channels.

• Threat analysis reports: today the great majority of Internet security inci-
dents are conducted by unknown perpetrators who act with unknown mo-
tivations to achieve unknown goals. Managing security risks in the long-
term will require a better understanding of the perpetrators and the eco-
nomic, political and social issues that drive them.

Best Practices/Standards
Effective management of information security risks requires that organizations
adopt a wide range of security practices. From basic physical security controls
that prevent unauthorized access to computing hardware, to user-focused prac-
tices on password selection, to highly-detailed system administration practices
focused on configuration and vulnerability management, these practices help or-
ganizations reduce their vulnerability to attacks from both outsiders and insid-
ers.

• Practices catalog: beginning with existing practice collections and stand-
ards, and in collaboration with any participating companies an organiza-
tion must develop a catalog of practices that span the full range of activi-
ties that must be addressed when developing an effective risk manage-
ment program. The catalog will contain high-level descriptions of the re-
quired practices and should be made publicly available

Security Tools
While a sizeable commercial marketplace has developed for hardware and soft-
ware tools that can be used to enhance an organization’s security and a variety
of tools can now be purchased, comprehensive tool sets are lacking. To fill the
gaps, organizations build their own or find and evaluate public domain tools—
a time consuming and expensive activity. An organization would have to estab-
lish a tools exchange: a restricted access repository where network administra-
tors only can exchange special purpose tools they have created as well as infor-
mation about, and evaluation of, public domain tools available over the Inter-
net.

Policy Development
While there are many things an organization can do to enhance its security,
some issues require broad action. For example, overall security could be im-
proved through increased information sharing between industry and govern-
ment, but FOIA (Freedom Of Information Act) regulations deter companies from
sharing sensitive information with the government. Other issues like privacy
and the proposed HIPPA legislation could also affect network security. An orga-
nization needs to identify these overarching issues and work with the appro-
priate industry and government organizations to advocate policy that effectively
addresses the issues.
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Other Critical Areas
The current state of Internet security is the result of many additional factors,

such as the ones listed below. A change in any one of these can change the level
of Internet security and survivability.

• Enhanced incident response capabilities—The incident response community
has handled most incidents well, but is now being strained beyond its capac-
ity. In the future, we can expect to see multiple broad-based attacks launched
at the Internet at the same time. With its limited resources, the response
community will fragment, dividing its attention across the problems, thereby
slowing progress on each incident.

• The number of directly connected homes, schools, libraries and other venues
without trained system administration and security staff is rapidly increas-
ing. These ‘‘always-on, rarely-protected’’ systems allow attackers to continue
to add new systems to their arsenal of captured weapons.

• The problem is the fact that the demand for skilled system administrators far
exceeds the supply.

• Internet sites have become so interconnected and intruder tools so effective
that the security of any site depends, in part, on the security of all other sites
on the Internet.

• The difficulty of criminal investigation of cybercrime coupled with the com-
plexity of international law mean that successful apprehension and prosecu-
tion of computer criminals is unlikely, and thus little deterrent value is real-
ized.

• As we face the complex and rapidly changing world of the Internet, com-
prehensive solutions are lacking. There is increased reliance on ‘‘silver bullet’’
solutions, such as firewalls and encryption. The organizations that have ap-
plied a ‘‘silver bullet’’ are lulled into a false sense of security and become less
vigilant. Solutions must be combined, and the security situation must be con-
stantly monitored as technology changes and new exploitation techniques are
discovered.

• There is little evidence of improvement in the security features of most prod-
ucts. developers are not devoting sufficient effort to apply lessons learned
about the sources of vulnerabilities. Until their customers demand products
that are more secure, the situation is unlikely to change.

• Engineering for ease of use is not being matched by engineering for ease of
secure administration. Today’s software products, workstations, and personal
computers bring the power of the computer to increasing numbers of people
who use that power to perform their work more efficiently and effectively.
Products are so easy to use that people with little technical knowledge or skill
can install and operate them on their desktop computers. Unfortunately, it
is difficult to configure and operate many of these products securely. This gap
leads to increasing numbers of vulnerable systems.

SUMMARY

While it is important to react to crisis situations when they occur, it is just as
important to recognize that information assurance is a long-term problem. The
Internet and other forms of communication systems will continue to grow and inter-
connect.

• More and more people and organizations will conduct business and become
otherwise dependent on these networks.

• More and more of these organizations and individuals will lack the detailed
technical knowledge and skill that is required to effectively protect systems
today.

• More and more attackers will look for ways to take advantage of the assets
of others or to cause disruption and damage for personal or political gain.

• The network and computer technology will evolve and the attack technology
will evolve along with it.

• Many information assurance solutions that work today will not work tomor-
row.

Managing the risks that come from this expanded use and dependence on infor-
mation technology requires an evolving strategy that stays abreast of changes in
technology, changes in the ways we use the technology, and changes in the way peo-
ple attack us through our systems and networks. To move forward, we will need
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to make improvements to existing capabilities as well as fundamental changes to
the way technology is developed, packaged, and used.

Cybercrime needs to be attacked at the security level. Attacks will happen—they
will become more sophisticated as our technology becomes more sophisticated. The
best defense we can take as a nation is to ensure our networks and systems are
properly fortified against attack.
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Mr. SMITH. Thank you, Mr. McCurdy.
As you all know, this is our last of three hearings on a very im-

portant subject. We’re having more hearings on this subject, in
fact, than any other that I’m aware of this year. We hope that
these hearings will result in some legislation. Much of the legisla-
tion is outdated, and we really haven’t had as much or any signifi-
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cant legislation since probably the mid 1980’s, and we all know
what’s happened in the high-tech field since the mid 1980’s.

I really distilled all my questions to ask each one of you to ad-
dress. And it is this: specifically what type of cyber crime is the
greatest threat to your business or to your membership, and what
does it cost in dollars, either you or the economy? And second of
all, what specific suggestions do you have for legislation that will
help reduce cyber crime in America?

I know, Mr. Kruger, in your written testimony you mention that
there was some type—some laws that were not being enforced. If
you’ll go into a little bit more detail on that.

And, Dave McCurdy, I know that you have a feeling that there
are some types of a national policy we should not have and some
that we should have. If you’ll go into a little bit more detail on that
as well. But if you can try to address those two questions in about
a minute a person, that would be great. Mr. Miller.

Mr. MILLER. Mr. Chairman, as far as the cost, I think the answer
is nobody knows. The Computer Security Institute and the Federal
Bureau of Investigation do a survey each year, and they come up
with a number, but that number is reported crimes. And as Mr.
McCurdy pointed out, and I certainly concur, most of these crimes
are not reported because companies simply decide the cost of expos-
ing it is simply not worth the candle. And so I think the answer
is we really don’t know. And certainly the numbers that the FBI/
CSI numbers come up with half a billion dollars, three-quarters of
a billion dollars, which doesn’t sound like a lot given the size of our
economy, but our feeling is the number is in fact a lot larger, par-
ticularly given the growing sophistication.

In terms of the greatest threat, the greatest threat is to the fun-
damental operations and infrastructure. Sure it’s a headline when
some popular website gets defaced, that’s inconvenient, but that
really isn’t a threat to basic electronic commerce. So the focus has
to be on when businesses is actually being done or when Govern-
ment work is actually being done. The surveys that ITAA has done,
with EDS for example, show that 65 percent of consumers are un-
willing to do electronic commerce because of concerns about secu-
rity, not privacy, which sometimes people confuse, but the issue of
security. So it’s a deterrent to people going online and doing com-
mercial activity.

Similarly, a study we did showed that 62 percent of Americans
are unwilling to do transactions with Government because of con-
cerns about security, that they are concerned that information that
may pass back and forth about whatever the particular transaction
they’re doing with the Government is at risk, again, not because
of privacy concerns, but because of security. So it’s a major deter-
rent.

In terms of specific legislative recommendations, the only one
specifically I focused on was FOIA. I think there a couple of issues
go beyond. One is the need to deal with this issue internationally.
There is an attempt currently underway, that you’re aware of,
through the Council of Europe, which is kind of an odd-duck orga-
nization we know about, to develop some international standards.
In theory we support what the Council of Europe is doing, because
as we found out last year, for example, with the ‘‘I love you’’ virus,
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which was initiated from the Philippines, at the time the Phil-
ippines Government had no laws against the crime that was com-
mitted, and ultimately they could not prosecute to individuals, even
though they were identified. Since then the Philippines has
changed the law. So I think what we need to do is to get more
international focus to get some standards. The Council of Europe
Treaty, unfortunately, is flawed. It’s getting better. There have
been more dialog. We think some more improvements are needed.

And lastly I would say what Congress needs to do in the Govern-
ment side of this is to put more money to the effort, and this isn’t
necessarily your Subcommittee, but what we’re hearing is a lot of
rhetoric out of the Administration. I think the Administration is
committed—and this was also true of the previous Administration,
so this isn’t a partisan comment—but it comes to really giving the
CIOs the financial resources they need to protect the Government
infrastructure. The money simply isn’t there. If you use as a base-
line what the financial services industry uses, which is the most
advanced, they spend—about 10 percent of their IT spend goes to
security. The Government estimates are around 1 percent, if that.
So you simply can’t get there from here if you’re not going to spend
the money, no matter how good the rhetoric is, to put the informa-
tion technology in place, to train the people, to have good processes,
then the security is simply not going to happen.

Mr. SMITH. Thank you, Mr. Miller. Mr. Chesnut.
Mr. CHESNUT. The most important area, I think, is help us pro-

tect our websites. You know, eBay, for example, every day we are
literally—we literally have people coming at us dozens of times a
day at different levels, and we have to spend enormous resources
in trying to make sure that these attacks aren’t successful and dis-
rupting the operation of our site. If eBay is taken down for any pe-
riod of time, it not only affects eBay, but we have tens of thousands
of people who depend on us to make a living full time. They’re sell-
ing goods. So if we’re taken down, it’s not just our business that’s
being harmed, but their business as well.

So legislation that would help us protect our site by enhancing
penalties for people who attempt to hack into websites, denial-of-
service attacks. I think that’s critical.

In addition, helping us protect our websites against spiders, peo-
ple who come at us in order to harvest e-mail addresses of our
users. You know, we are constantly subjected to individuals who
come to our site, steal e-mail addresses, and then use those e-mail
addresses to send illegal spam, and often the spam itself encour-
ages illegal activity or is encouraging fraud. And in order for us to
really help our users and protect them against fraud, we’ve got to
be able to protect their information and their e-mail addresses
against these pirates.

Mr. SMITH. Thank you, Mr. Chesnut. Mr. Kruger.
Mr. KRUGER. Mr. Chairman, the competition for which form of

piracy is costing us the most losses is pretty stiff these days. One
thing I can say with certainty is that Internet piracy is a growing
percentage of the losses that we’re suffering. We can’t quantify it
much more than that, other than to say that we’re losing more to
Internet piracy tomorrow than we lost yesterday, and that trend
will continue.
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Credit does go, as I said during my written and my oral testi-
mony, Mr. Chairman, to Members of this Committee for enactment
of the NET Act and for the encouragement of the U.S. Sentencing
Commission to enhance the Sentencing Guidelines. Those effective
tools are out there. They are available. As you said, Mr. Chairman,
the question is enforcement using those tools and that’s where we
think there’s much work to be done, and where effective oversight
by this Committee in providing law enforcement agencies with the
resources they need would accomplish our goal.

Mr. SMITH. Thank you. Mr. McCurdy.
Mr. MCCURDY. Mr. Chairman, just very quickly to your question.

With regard to legislation, we do believe that the legislation pro-
posed by Congressman Davis (Va.) on FOIA is a step in the right
direction, similar to what occurred with Y2K, because without the
information sharing, we’re not going to be able to address some of
these unknown issues, which is really what the threat is in the
long term.

There is a need for a national strategy, and it needs to be led
both from the top of Government, from the President on down, but
as I said, it needs to be implemented working with the private sec-
tor. But there are some things that I think you need to be careful
of, and there’s always a tendency to look for quick answers and so-
lutions. With a national policy, we should not have any technology
specific criminal statutes, because I believe that just ends up hob-
bling industry and vendor industries, and slowing the deployment
of leading edge technologies to the mass of Internet users. And
what I’m really saying is that the pace of change in the techno-
logical change is so fast, policy just can’t keep up with that. And
so be very careful not to specifically target that.

And only one last thing—I can’t resist this—this is not an indus-
try chart, I can assure you, and having been on the other side in
Government, only Government could draw a chart like that. That’s
just a description of the number of agencies that have jurisdiction
or claim jurisdiction within the Federal Government on this issue,
and being able to have a little interagency cooperation and clear-
ing, I think, would go a long way, and also working with the pri-
vate sector—we’re down here at the bottom someplace—and there
needs to be some real focus to address that issue in the long term.

Mr. SMITH. Thank you, Mr. McCurdy. I think you’re right about
not being specifically targeted on certain technology, because that
will in turn become outdated.

I’m going to ask the—oh, we have 3 Members left—if you all will
limit yourself to 3 minutes, we can finish before the series of votes,
or we can come back. But let’s start, and let’s assume we can get
through the questions with 3 minutes allowed for each Member,
and Ms. Jackson Lee from Texas is recognized for her questions.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman. Let me
thank the witnesses for their testimony. I think they were very
thorough, and in light of the restraints that we’ve voluntarily
placed upon ourselves, let me say to you that I do have a great con-
cern with the competing interests, of a question of child pornog-
raphy that one can find invading on the Web and on the Internet,
the violations and the, if you will, misuse of your business sites and
the kind of unfortunate results that can come of that, and then of
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course, the privacy question, of being able to protect the personal
information that is shared with you, particularly if it’s shared
anonymously and shared by legitimate business interests or an
adult.

I’d like to go to you, Mr. McCurdy, and thank you very much for
joining us. Thank you for your leadership and the other members.
How do we protect the personal—the personal information that you
receive, the various businesses receive, from individuals who are
sending it for a particular reason?

Mr. MCCURDY. Well, thank you, Congresswoman, and that’s a
very good question. I think there’s been a lot of progress made on
the privacy front. This issue has arisen, and I think there’s been
a great deal of debate. Each of us here have been engaged in this
for quite some time. And you see progress—I don’t know if at home
in your mail you’ve been recently—from your bank you’re getting
statements of their privacy policy, and a lot of people are adopting
those, and on the websites there’s provisions for that as well.

This is always an issue of balance and is going to be. We can
have privacy, but you can’t have privacy without security, so secu-
rity is where you really need to focus first. Now, you can have secu-
rity and violate policy and privacy, but you really—the two have
to match. And from our perspective—and I’m not talking about
the—since we’ve had computers, there have been those who know
how to get inside computers, including this Government. And some
of my previous experience on the Intelligence Committee, I can as-
sure you that that’s a fact. The private sector I think has done a
good job of trying to secure the information. The issue that comes
up here is if we are to collaboratively have worked together, we
need to be able to share information that’s generated from different
sources, and that should not be subject to public disclosure in some
way, and that’s why the FOIA legislation is so critical.

So, one, I think progress has been made on privacy. We would
hope that Congress not overreact and go too far on the privacy
front, because I think there is a sufficient degree of movement
there, and at the same time that they work with us on the overall
security issue of being able to share this information because ulti-
mately it’s the consumers and the market’s going to determine
whether or not this is a success, and if they feel that this is threat-
ened, their privacy’s threatened, they won’t use our products.

Ms. JACKSON LEE. Thank you very much, Mr. Chairman.
Mr. SMITH. Thank you, Ms. Jackson Lee. Mr. Goodlatte, I know

you’re on your way out the door. Do you want to ask a quick ques-
tion?

Mr. GOODLATTE. Yeah. The area that I wanted to follow up in,
Mr. Kruger, I have a series of questions I’ve given the Chairman
that I would ask that you respond to in writing. We don’t have
enough time to do that. But if you could comment briefly on the
enforcement of the NET Act, No Electronic Theft Act, thus far, it
would be very helpful to us to know what has been happening in
terms of the Justice Department fighting piracy on the Internet.
This is legislation that Congress passed a few years ago, that
cracks down on this multibillion a year problem, and I don’t think
we’re making as much progress as we would like. We asked the At-
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torney General about this last week. We’d like to hear your per-
spective.

Mr. KRUGER. Congressman Goodlatte, well, first I’d like to recog-
nize you as one of our champions on this issue. You have certainly
helped the industry in the past.

On the NET Act specifically, we’re encouraged but very modestly
encouraged by some recent trends that are reported on the Depart-
ment of Justice website. From January through May, there were 10
prosecutions involving software piracy. Two of those, I think, fall
under the NET Act, and while that’s hardly a torrent of activity,
it compares very favorably to two prosecutions all of last year, and
one in 1999. So I think we’re seeing a modest uptick.

And in addition, as I mentioned during my oral testimony, there
was a conviction last month by a Federal jury, after the first jury
trial under the NET Act of a member of the notorious Pirates With
Attitude software ring in Chicago. So we finally have won after a
jury trial. And I think that’s an indication of something. I think
when a jury speaks, it adds sort of public condemnation to what
we’ve already had, which is congressional statements and prosecu-
torial statements to that effect.

So I think there is some progress being made, but we would urge
this Committee to continue to exercise its oversight to ensure that
progress continues.

Mr. SMITH. Thank you, Mr. Goodlatte. Mr. Goodlatte, do you
want to have these questions submitted to Mr. Kruger?

Mr. GOODLATTE. Yes. If the Committee would do that, and he
would respond in writing, I would appreciate that.

Mr. SMITH. We have some questions we would like you to an-
swer, if you would, in writing, get back to us within 2 weeks.

Mr. KRUGER. Be happy to do that.
Mr. SMITH. Also, without objection, the complete statement of the

gentlewoman of Texas, Ms. Jackson Lee, will be made a part of the
record.

[The prepared statement of Ms. Jackson Lee follows:]

PREPARED STATEMENT OF THE HONORABLE SHEILA JACKSON LEE, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF TEXAS

I want to thank Chairman Smith and Ranking Member Scott for convening an
oversight hearing on ‘‘Fighting Cybercrime—Efforts by Private Business Efforts In-
terests.’’ This is the third of a four part hearing series on Cybercrime. The first hear-
ing held on June 12, 2001, covered state and local efforts to combat Cybercrime. The
second hearing focused on federal efforts to combat Cybercrime. The hearing today
addresses industry efforts to combat Cybercrime.

As lawmakers and concerned citizens, we are painfully aware of the dilemma
posed by Cybercrime. The role played by industry is very critical to our efforts to
stem continuing abuse and threats against private business and even government.
At the hearings on Cybercrime issues, both the companies that these laws would
protect, and privacy/civil liberties advocates for users of electronic services, sounded
alarms about the adverse impact that could result from law enforcement that is too
heavy-handed. For example, testimony revealed that the laws on the book may be
more than is needed in that judges, juries and even prosecutors were balking in
some cases at finding young hackers guilty because of the necessity of a 6-month
mandatory minimum sentences upon conviction.

I have often expressed my reluctance to support mandatory minimums in other
settings. But the primary concern about legislative efforts to combat Cybercrime
was their impact on traditional exceptions of privacy and protections of civil lib-
erties. We cannot ignore these concerns in our battle against Cybercrime.

Accordingly, we have considered a number of legislative remedies to address this
serious matter, including increasing the penalties for invasions into stored commu-
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nications, forfeiture of any property used or intended to facilitate a crime, making
computer crime a RICO predicate, and other valuable measures.

As the industry contemplates crafting solutions, there are the major laws setting
privacy standards for government interception of communications and access to sub-
scriber information. These include the federal wiretap statute (‘‘Title III’’), 18 USC
2510 et seq., requiring a probable cause order from a judge for real-time interception
of voice and data communications; the Electronic Communications Privacy Act of
1986 (ECPA), 18 USC 2701 et seq., setting standards for access to stored electronic
communications and transactional records; and the pen register which governs real-
time interception of ‘‘the numbers dialed or otherwise transmitted on a telephone
line.’’

We continue to revisit the same concerns regarding privacy and civil liberties in
these Cybercrime hearings. That is partly because the field of electronic communica-
tions is a developing one. While there is a role for law enforcement in enforcing
these laws, prudence must be utilized. Additionally, there is a growing list of law
enforcement horror stories demonstrating that the electronic communications indus-
try be given a full opportunity to develop effective security measures to ensure pro-
tections of privacy.

Like many of you, I recognize that horror stories such as a recent Texas case in-
volving confiscation of all of one business’ computers based on an accusation of elec-
tronic communications sabotage by a rival business reflect the dangers of too much
involvement of law enforcement. The accused business, against which charges were
eventually dropped, lost months of business while incurring legal and other costs
to get its equipment back.

Given the global nature of the information age, there is a need for coordination
of law enforcement efforts between federal, state and local entities, and more re-
sources from the federal government to state and local entities for training, equip-
ment, and other needs, to enable them to keep up with criminals who operate in
the Cybercrime environment.

Mr. Chairman, I look forward to the testimony today regarding the industry’s role
in curbing the threat of Cybercrime in all possible permutations. We cannot do this
without your input. Thank you.

Mr. SMITH. And we’ll look to Mr. Delahunt for his questions.
Mr. DELAHUNT. I’ll be very brief, Mr. Chairman, and——
Is it a fair statement the say that the problems as you perceive

them in terms of Government response are jurisdictional issues? I
think that might have been part of the rationale that Mr. McCurdy
showed us the diagram. And what you would say, not inadequate,
but insufficient resources at this point in time, or do you think that
in terms of—and I do concur with Mr. McCurdy as far as insuring
that whatever substantive legislation passes, that we be careful not
to try to create technology-specific bills. Otherwise, we’re getting
ourselves, I think, into a quagmire. Mr. Miller.

Mr. MILLER. Mr. Delahunt, I think it’s important to note that the
Bush Administration has a effort under way now to try to deal
with the problem that Mr. McCurdy identified in his chart. There
is an effort under way to try to coordinate the efforts better. ITAA
itself has advocated the creation of a Federal czar, similar to the
role John Koskinen played in Y2K. I’m not sure the Administra-
tion’s going to go for that, but we are encouraged by the fact that
under the national security adviser——

Mr. DELAHUNT. You’re suggesting a tech czar as well as a——
Mr. MILLER. Absolutely. Not a big staff, the same kind of role

that Mr. Koskinen played, which was a whip hand that had the
backing of the President.

Mr. DELAHUNT. Analogous to the drug czar.
Mr. MILLER. Exactly. But if they won’t go that far, at least what

we hear from the National Security Council, from Mrs. Rice and
the Department of Commerce, is there is a sophisticated——
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Mr. DELAHUNT. One other just quick question. You referred to
the international dimension here, and I think that’s something that
we have to recognize. What is happening internationally? Is there
planning in terms of a possible convention that the United States
could promote with an eventual treaty to be considered by the var-
ious governments?

Mr. MILLER. That’s what the Council of Europe has been trying
to develop, Mr. Delahunt. We think much of that is very positive.
There are still a few problematic areas that industry is trying to
work with. The U.S. is not a member of the Council of Europe, but
they do have advisory status, and the Department of Justice has
provided a lot of input, and we’re hopeful that that final treaty can
be something that industry would support.

Mr. DELAHUNT. I think that’s something, Mr. Chairman, that we
should take note of.

Mr. MCCURDY. The point is, it is far from perfect. If anything,
it is fundamentally flawed at this point, and I would like—we en-
courage international cooperation, but that treaty is not the answer
right now. So there are—you know, it’s moving, but we have direct
input other than an advisory role, and so I think there—if we’re
really going to work on a much broader cooperative role inter-
nationally the U.S. needs to take a more——

Mr. DELAHUNT. You encourage——
Mr. MCCURDY. I think the Administration understands this, but

again, this is not just a cyber crime or national security issue. We
need to focus on the economic security aspect of this.

Mr. MILLER. If I could——
Mr. SMITH. Thank you, Mr. Delahunt. Mr. Harris (sic), I’m afraid

we’re going to have to move on.
Thank you all for your testimony. It’s been very, very helpful. I

might add—and I didn’t go into much detail today—but I’ve seen
examples of all the different types of cyber crime you talk about,
back home in my district as I visited various high-tech companies.
And I’ve seen $500, you know, pieces of software duplicated for 5
cents in Korea, sold on the underground market here. I’ve seen my
own website in Congress—now, you talk about a real threat, Har-
ris, it’s when a member’s website is broken into, and no telling
what embarrassing information might be put there to distance the
member from the constituency, which is not a good thing to have
happen.

Anyway, regardless of the type of cyber crime, it’s a real threat.
It’s just as serious as physical crime, and we appreciate your help
in making suggestions to combat it.

So thank you all for being here, and we stand adjourned.
[Whereupon, at 10:54 a.m., the Subcommittee was adjourned.]
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