
STATEMENTS TO COMMISSION ON ENHANCING NATIONAL CYBERSECURITY 
 
18 months ago we asked each ISA board member: If you had 30 minutes with the 
next President to advise on cyber security, what would you say?  
 

The result is the Cyber Security Social Contract book you are receiving today.  
We think this report is credible, comprehensive, coherent and concrete. 
 

It is credible because the heart of the book is written by the CISOs of major 
corporations representing the 11 critical sectors on the ISA board.  Cyber security is 
the day job for these people.  
 

It is comprehensive in that we don’t confine our analysis to the usual suspects of 
critical infrastructure like defense, IT, telecom, financial services and utilities. We 
also address the unique cyber threats on equally critical sectors like manufacturing, 
education, health care and agriculture. These sectors are experiencing threats of 
equivalent sophistication and severity, but are receiving very little attention.  
Chapters 3 through 11 each analyzes what is unique from a cyber perspective about 
all of these sectors, what challenges the next Administration is liable to face in these 
sectors and offers policy recommendations tailored to these specific needs. 
 

It is coherent in that we organize our recommendations within the context of the 
hard won bipartisan and industry supported consensus approach to cyber security – 
the social contract. Chapter one describes how this consensus was developed and 
explains in detail why outmoded regulatory models developed in the 19th and 20th 
centuries are inadequate, and in fact, counterproductive, to address the cyber 
threats we face in the 21st century.  
 

Ladies and Gentlemen of the Commission, we urge you to understand that the cyber 
threat is the equivalent of the invention of gunpowder – mandating thicker armor is 
not going to work.  Policy in that direction will create a cyber Maginot line that will 
sap our scarce security resources undermining security in favor of compliance. 
 

We offer recommendations at three levels. We start with the tone the new President 
needs to take – such as we need to address this issue with far greater urgency than 
we have been, and frankly be investing far more.  
 

We also offer recommendations at a strategic level such as the need to move away 
from our overly IT centric approach to the issue and integrate economics far more 
into our consideration of the problem. The need to increase our appreciation of 
cyber as a law enforcement issue and not just a critical infrastructure issue, and the 
need to focus far more on the needs of smaller organizations who are presently only 
receiving lip service at best from the government. 
 

Finally, we include concrete operational recommendations. Some illustrations of our 
specific plan to develop metrics for cost effectiveness of the NIST Framework thus 
stimulating far more use of this tool. We recommend altering the current, backward 



facing finance based, pass-fail compliance assessment models, in favor of developing 
a forward looking risk management maturity model which is much more 
appropriate to the nature of the problem we face. 
 

The back section of the book is 6 chapters addressing crosscutting issues such as 
evolving role of corporate boards, the need to adapt corporate and government 
structure to the digital age. The need to re-think the methods of cyber audits and 
assessments, how to better use insurance, how to balance competing perspectives of 
the law enforcement, privacy, security and intelligence communities and finally the 
best was to actually operate the public-private partnership programs we all say we 
want to use.  
 
Finally I’d ask you to look at the book’s back cover. Whatever recommendations the 
next President receives they will need to generate broad support in order to be 
useful. Our report has that kind of support. 
 

Michael Chertoff calls our book “a road map for sensible and practical progress 
dealing with the cyber threat”. 
 

The former Director for National Intelligence and the NSA, Mike McConnell said, “I 
strongly recommend the distraction adopt the recommendations in this book”. 
 

Former Carnegie Mellon University Dean, Pradeep Khosla says, the book “fills a 
gaping hole in the cyber discussion and offers the best hope for making progress 
against the cyber threat”. 
 

Former DISA Director Charlie Croom says we have presented a practical framework 
for integrating technology, policy and economics that advances our nation’s cyber 
security”. 
 

And the former Chairman of RSA, Art Coviello said, the book “explains why we have 
failed to get our arms around this issue –including privacy – and what the next 
administration needs to do to avoid catastrophe.” 
 

I, for one, don’t think Mr. Coviello is being hyperbolic. As bad as things are now they 
are liable to get much worse very soon. That is why we went to the trouble of 
preparing 400 pages, 100,000 words 17 chapters and 106 recommendations.  We 
are deadly serious about this mission. 
 

Churchill said some are born great. Some strive hard to achieve greatness; others 
have greatness thrust upon them.  The members of the President’s Commission may 
fall into all 3 categories –but you have certainly had the opportunity for greatness 
thrust upon you in the historic charge you have been given. 
 

I hope you will read our contribution and leverage it into our common cause of 
creating a sustainably secure cyber system. 
Thank you. 


